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Version Date Amendments
1.0 24.07.2024 Initial Version
1.1 04.12.2024 = Activation for screens ,Marketable Asset Instruction“ and ,Marketable

Asset Instruction Cancellation®
Limitation due to PBI 150505
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1. Overview
Background



Il' Overview targe€t |E£M’f;

Background information

» |In order to ensure the non-repudiation of critical transactions (hereafter: NRO), 4CB has
implemented Ascertia for digital signing.

» Ascertia is the only U2A solution for TARGET services. A2A applications are not affected.
= Ascertia is enabled on the user test environment as of 17 July 2024.

= Ascertia will be active for the Marketable Asset Instruction and Marketable Asset Instruction
Cancellation screens as of 06 December 2024.

ESMIG U2A Qualified Configurations v1.3.1 (for GSD MU v1.0 users) (europa.eu)
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https://www.ecb.europa.eu/paym/target/target-professional-use-documents-links/t2s/shared/pdf/ESMIG_U2A_Qualified_Configurations_v1_3_1.pdf

target|

2. Test Principles
Scenarios and Preconditions
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Overview of affected transactions on UTEST

Transaction Active (y/n) As of

Marginal Lending on Request (MLOR) y 17 July 2024

Corporate Action Instructions y 17 July 2024

(De-)Mobilisation of Marketable Assets y 06 December 2024
17 July 2024

Required Roles

aVaI_id_ator“ (4 eyes principle) or ,Super Validator” (2 eyes principle), depending on a client’s business
ecisions.

* Credit Claims are currently not subject to digital signing. Thus, the process will remain within MACCS.
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3. Test instructions with Ascertia
Test Case | Marginal Lending on Request



3. Test instructions with Ascertia (1 / 3) target|
Marginal Lending on Request

Note:

It is recommended to start before launching ECMS. In case Is not installed on your
device, please refer to your local administrator.

1) Upon logging into Swift, open the windows menu and B et
search for
Start Go-Sign-Desktop

GE Go-Sign-Desktop

2) 2) After starting Go-Sign-Desktop, there will be displayed a
security warning. Confirm with yes.

Go-Sign is now active, which can be seen on its green icon in
the taskbar.

[hen ]
3) Log into UTEST and initiate MLOR transaction 03 Exposure ,\
{1 Credit Freezing >
ECMS-Module: Collateral and Credit £ OpenMarket Operations >
Path: Exposure > Standing Facilities > Input Standing Facilities {3 standing Faciites < | tmput standing Faciities
e Y gt
o & Instruction

{1 OMO Interest Rates
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3. Test instructions with Ascertia (2 / 3) target |ECMS
Marginal Lending on Request SeTvIces

4) Input MLOR instruction.

Complete the form, then click on Save (1).

Limitation: Confirm the error message (2) with ,OK". The

signature process continues. @ —

This limitation is followed up through PBI 150505 and will be

fixed in due time. /
eems-utest-gul.eeme swiftnet sipn swift.com enthilt

After a couple of seconds, a new window will open, asking the EHREC e R A s A e

user to select the respective Signing Certificate. In most wlomation

cases the corresponding certificate will already be displayed. @ n

Otherwise, select another certificate and finally click on Sign L

). /

XAdES-BES enveloped signature with Go=Sign Desktop (Client side signing - Crypto Source: OS native Al (MS CAPI & Mac Keychain))

Select Signing Certificate:

C- (O]
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3. Test instructions with Ascertia (3/ 3) target |E£MS
Marginal Lending on Request

5) Confirm with your individual Session PIN.

ES enveloped signature with Go>Sigl ¢ .o bIN for token: SwiftHsmBox X IC&: 05 native API (MS CAPI & Mac Keyc!

Enter PIN [Attempt: 1]

The user will be asked a second time to confirm the
transaction, before finally receiving the success

oK Cancel

e@

confirmation.

Note:

If your bank's business processes stipulate a strict 4- Are you sure 1o save this data?

eyes-principle, only the party creating the transaction is

subject to the digital signing via Ascertia Go-Sign! [ o |

Marginal Lending operation with transaction reference
is created successfully for the counterparty
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