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Introduction

The User Detailed Functional Specifications (UDFS) of the Common Reference Data Management (CRDM)
common component are part of the component’s functional specifications. The diagram below presents an
overview of all the documents foreseen to allow CRDM Actors to understand how requirements described in
the User Requirements Document (URD) for the Common Reference Data Management common component

are implemented.

DIAGRAM 1 - OVERVIEW OF CRDM SPECIFICATIONS

/ CRDM functional Specifications \

User Detailed

Functional User
e - Handbook
Specifications (UHB)

(UDFS)

. —

The UDFS focus on the provision of information to CRDM Actors to design and build the interface of their
business applications with the Common Reference Data Management common component (A2A and Data
Migration Tool), while the UHB describes the Graphical User Interface (GUI) screens in detail.

The UDFS provide information to:

| Business analysts of the CRDM Actors, who find in the UDFS a description of the application processes

and the information flows between their own business applications and the CRDM common component;

| Developers, who find in the UDFS the necessary information to design and build the interface of the
CRDM Actors’ business applications with CRDM.

The UDFS is a self-contained document, structured along 4 different but complementary Chapters.
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ResponseFile
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documents
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UDFS Chapter 4 (Appendices)

Chapter 1: General features of the Common Reference Data Management

I

|

‘ \ CRDM Actor J

UDFS chapter 1 provides concise and descriptive information on the Common Reference Data Management
component behaviour as it is seen from a CRDM Actor point of view. The background information provided in
Chapter 1 on the CRDM internal behaviour facilitates the understanding of Chapters 2, 3 and 4 (in particular
to understand the information flows described in Chapter 2).

Information provided in Chapter 1 on the CRDM application processes is user-oriented and does not include
detailed descriptions of the internal CRDM processes. It neither provides descriptions of the internal behaviour
of CRDM Actors interacting with CRDM: it is not the purpose of the UDFS to predicate the business conduct of

CRDM users.

The following table presents the scope and user objective for each section of UDFS Chapter 1:

SECTION

1.1 Introduction to CRDM

1.2 Access to CRDM

1.3 Reference data model

All rights reserved.

TABLE 1 - STRUCTURE OF UDFS CHAPTER 1

SCOPE

USER OBJECTIVE

Overall presentation of the CRDM  To understand the general behaviour

business functionalities

CRDM Interface

Common reference data structure

of CRDM.

To understand the main principles for
the exchange of information between
CRDM and CRDM Actors.

To understand how reference data
structures can be organised in CRDM.
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SECTION SCOPE USER OBJECTIVE
1.4 CRDM features Common reference data To understand how reference data can
maintenance be managed in CRDM.
1.5 Interactions with other services Interactions between CRDM and  To understand the links in place
other Eurosystem services between CRDM and other existing and

planned Eurosystem market

infrastructure services.

1.6 Operations and support Operational aspects and actions to To understand the features supporting
be performed by the CRDM operational activities and the actions
Operator the CRDM Operator can perform for

CRDM configuration and CRDM

operations monitoring.

1.7 Limitations of the system Features and processes that are To understand the exact perimeter of
not covered by CRDM CRDM and what processes should not
be expected from CRDM.

Chapter 2: Dialogue between CRDM and CRDM Actors

Chapter 2 of the UDFS provides a formalised description of the dialogue between CRDM users and CRDM
through the Application-to-Application (A2A) and Data Migration Tool (DMT) channels, which allow CRDM
Actors to interact with CRDM. The objective of this Chapter is to describe the behaviour of CRDM regarding
the interactions with CRDM Actors, i.e. when sending/receiving messages or files to/from the latter.
Consistently with the approach of Chapter 1, UDFS Chapter 2 does not enter into any description of the
behaviour of Actors’ systems interacting with CRDM.

Each section of Chapter 2 describes the dialogue between CRDM and a CRDM Actor triggered by a particular
inbound message or file in the form of a “Universal Use Case”.

The following use cases are described in UDFS Chapter 2:

TABLE 2 - STRUCTURE OF UDFS CHAPTER 2

R

2.2.1 A2A Common reference data maintenance process
2.2.2 A2A Common reference data query

2.3 Data Migration Tool file upload

2.4 Maintain Reference Data Object for T2S

2.5 Restrict Reference Data Object

2.6 Bulk Load Securities Valuation

2.7 Bulk Load Securities Subject to Cash Penalties

2.8 Bulk Load Daily Prices for Penalties
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Chapter 3: Catalogue of messages

Chapter 3 of the UDFS provides a detailed description of the messages to be used to run application-to-
application communication with CRDM. It describes the entire set of messages which are processed by CRDM,
i.e. which can be exchanged between CRDM and the business application of a CRDM Actor directly connected
to CRDM. The following information is provided:

| Description of the XML structure with mandatory/optional fields, validation rules and purpose of each field
in the context of CRDM;

| Possible usages of the message in the context of CRDM, including when relevant specific rules for the
population of the message fields for a given usage;

| Business rules applicable for message processing.

This Chapter includes links to a set of files available on the MyStandards message documentation website
provided by Swift.

The objective of the Chapter is to allow the reader to find all the necessary information related to messaging
needed to establish a functioning system of application-to-application communication between CRDM and its
users.

Information in Chapter 3 results from the customization of the enriched ISO 20022 schemas for the specific
purpose of CRDM.

Chapter 3 of the UDFS groups the descriptions of messages according to the classification of the ISO 20022
message repository:

TABLE 3 - STRUCTURE OF UDFS CHAPTER 3

CATEGORY OF MESSAGE PREFIX

Account Management acmt
Cash Management camt
Headers head
Reference data reda

Chapter 4: Data Migration Tool Files

Chapter 4 of the UDFS is only relevant for CSDs and Central Banks and provides a detailed description of the
file specifications to be used to communicate with the Data Migration Tool. It describes the entire set of
reference data objects which are processed by the DMT, in the form of structured files which can be exchanged
between CRDM and the CRDM Actors. The initial subsections describe general structure, format and processing
rules valid for all objects, while the following subsections describe, for each object, the structure of the relevant
file with mandatory/optional fields, rules and purpose of each field in the context of the DMT.

The objective of the Chapter is to allow the reader to find all the necessary information related to DMT
communications which are needed to establish a functioning communication between CRDM and its users.

Chapter 5: Appendix
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The UDFS appendix provides information on the CRDM business rules applying to incoming messages, with
the respective messages and error codes associated. In addition, the appendix contains the file format
specifications for bulk files for specific object data loading which foresee this channel.
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Reader’s guide

The UDFS document is available for the whole community of CRDM Actors: in order to ensure the same level
of information for all CRDM Actors, information relevant for CSD, CBs, CSD Participants, External CSDs,
Payment Banks and Ancillary Systems is contained in one single book of UDFS.

Nevertheless, different readers may have different needs and priorities. For instance, “business” readers
interested mainly in organisational issues may not wish to enter into the full details of each and every message
description, while technical readers involved in the specification of technical interfaces to CRDM may not be
interested in the thorough description of the CRDM application processes that are leading to the sending of a
given message. Not every reader wants to read the entire UDFS, or even want to follow the same reading
plan.

However, all readers, whether “business” or “technical”, may find it useful to read the following UDFS sections,
which are providing a background to the understanding of any other UDFS section:

| 1.1 “Introduction to CRDM”, which is a summary providing the basis for the understanding of the main
CRDM concepts.

| 1.3 “Reference data model”, which provides the basis for data organisation in CRDM.

"Business Oriented” perspective

The business reader may be interested in the way information is structured in the UDFS. This user may want
to follow the reading plan described below to find information about the operations that can be performed,
for example, on a cash account in CRDM:

EXAMPLE 1 -“"CRDM DATA AND RELATED PROCESSING” READING PLAN

_ Cash Account?

Y,

1.3.3 Cash Account
1.4.3 Common

() data management
B - 1.3.3.3 Description of the reference data

E entities maintenance process

1. Cash Account l

2 Dialogue between CRDM and CRDM Actors
2.1.1 Reference data maintenance process

Table of common reference data maintenance messages
Create Cash Account: AccountOpeningRequest (acmt.007)

MyStandards

3 Catalogue of messages
3.1.2.3 AccountOpeningRequest (acmt.007)
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a The business reader finds in section 1.3.3 Cash account data management a general description of
Cash Accounts specifying the different attributes that make up this object in CRDM.

If the reader requires more information on the Reference data management process, they can refer to

section 1.4.3 Common reference data maintenance process 0 which offers a general description
applicable to all reference data objects.

From this point, they may jump to section 2.2.1 Reference data maintenance process o to find a
description of the maintenance process which can be carried out via A2A. This process is the same for all
reference data objects available in A2A.

Should the reader need to enter into further details, they may access through a hyperlink section 3.1.2.3

AccountOpeningRequest (acmt.007)AceountOpeningRequest—(aemt007) o to find the detailed

description of the message used to create a cash account in CRDM.

From this point, they may continue through another hyperlink to the schema description available on the

MyStandards website to find all the details regarding a particular field of the message. o

"Technical oriented” perspective

For a technical reader, it is more likely that the reading plans would start either:

From Chapter 2 “Dialogue between CRDM and CRDM Actors”, when a complete overview of the possible
A2A dialogue with CRDM is required, e.g. when structuring the interface of a CRDM Actor directly
connected to CRDM.

From Chapter 3 “Catalogue of Messages”, when a detailed description of the content of a given CRDM
A2A message is needed, e.g. when specifying the details of the interface of a CRDM Actor directly
connected to CRDM.

Due to the nature of CRDM as a Common Component for the configuration of reference data used in multiple
Services, most of the information presented in this document is applicable to all such Services, while some of
it is specifically relevant only to individual Services. Readers who aim to use CRDM for configuring data for all
Services will find the entire document relevant. On the other hand, readers who are only interested in the
configuration of data for a specific Service or component may find the following sections particularly relevant.
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TABLE 4 — UDFS SECTIONS CONTAINING SERVICE-SPECIFIC INFORMATION

SECTION RELEVANT
SERVICE/COMPONENT
1.2.2.1.2 Privilege T2S, TIPS, CLM, RTGS, = When indicated in the table header, the
ECONS2, ECMS tables contain privileges relevant

exclusively for each Service/component.

1.2.2.2.2 Configuration of privileges T2S, TIPS, CLM, RTGS, Clarification about granting privileges in
ECONS2, ECMS each Service/component.

1.2.3.2 Message subscription parameter types T2S, TIPS, CLM, RTGS Message types that can be subscribed
to in each Service/component, with

related configuration parameters.

1.3.2.3 Description of the entities (Party) T2S, TIPS, CLM, RTGS, Reference data model section listing
ECONS2 Service Party Types applicable to each
Service/component.
1.3.3.3 Description of the entities (Cash T2S, TIPS, CLM, RTGS, Reference data model section listing
Account) ECONS2 Cash Account Types applicable to each
Service/component.
1.4.3.8 Common reference data propagation T2S, TIPS, CLM, RTGS,  Description of the data propagation
ECONS2, ECMS process with relevant reference data

objects for each Service/component.

1.4.4 TIPS Directory TIPS Section only relevant for TIPS.

1.4.5 RTGS Directory RTGS Section only relevant for RTGS.

1.4.6 CLM Repository CLM Section only relevant for CLM.

1.5.3 TARGET Instant Payment Settlement and TIPS, CLM, RTGS Interaction between CRDM and other
T2 Services/component that receive

reference data propagation.

1.5.4 Eurosystem Collateral Management System ECMS Interaction between CRDM and ECMS
for the data propagation process.

1.5.5 ECONS2 ECONS2 Interaction between CRDM and
ECONS?2 for the data propagation
process.

5.1 Business Rules T2S, TIPS, CLM, RTGS, Business rules listed for each

ECONS2 Service/component.
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1. General features of CRDM

The present chapter, after a short introduction of the Common Reference Data Management component,
describes all the features it provides. Section 1.2 Access to CRDM introduces the details regarding the access
of CRDM Actors to CRDM, covering the different modes of connectivity, the access rights model, the
configuration of message subscriptions as well as security aspects and an introduction to the Graphical User
Interface (GUI). Section 1.3 Reference data model describes the CRDM reference data model, including a
description of all the relevant entities and relationships. Section 1.4 CRDM Features describes the various
features of CRDM, such as the structure of reference data objects, the different types of available maintenance
operations, the management of objects with limited and unlimited valid period, the archiving and purging
processes, the life-cycle management of reference data objects and the principles for the propagation of
common reference data to other Eurosystem Market Infrastructure Services. Section 1.5 Interactions with
other services describes the interactions that CRDM, as a shareable component, has with other services and
shareable components provided by the Eurosystem, whereas section 1.6 Operations and support describes
functions supporting the CRDM Operator in the management of the component.

1.1 Introduction to CRDM

CRDM provides a common reference data management feature that allows all CRDM Actors to create and
maintain common reference data for the configuration of data related to parties, securities, securities accounts,
cash accounts, rules and parameters. The following list shows the main configuration areas for common
reference data in CRDM:

| Party reference data;

| Securities reference data;

| Securities accounts reference data;

| Cash account reference data;

| Access rights management;

| Message subscription configuration;

| Network configuration;

| Report configuration;

| Attribute domains management;

| Business day management configuration;
| Market-specific attributes configuration;

| Restriction type management;

| Conditional securities delivery configuration;

| Billing configuration;
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| Configuration parameters.!

CRDM Actors set up the appropriate configuration by creating and maintaining common reference data objects
in CRDM. A common reference data object is a set of logically related, self-consistent information (see section
1.4.3.1 Common reference data objects). Parties, securities, securities accounts and cash accounts are

examples of common reference data objects.

CRDM allows CRDM Actors to create, update and delete common reference data objects in CRDM. Deletion of
a common reference data object is always on logical level and it is possible, for a duly authorised user, to
restore a previously deleted common reference data object (see section 1.4.3.2 Reference data maintenance

types).
CRDM allows full maintenance of all reference data objects in U2A mode, whereas it provides only a sub-set

of functions in A2A and DMT mode on a limited number of reference data objects (see section 1.4.3.2
Reference data maintenance types for an exhaustive list of these reference data objects and functions).

CRDM provides versioning facilities and validity periods allowing the implementation of data revision and data
history features, in order to keep track of all past data changes, to enter changes meant to become effective
as of a future date and to define common reference data objects with limited or unlimited validity (see sections
1.4.3.1 Common reference data objects and 1.4.3.3 Validity of common reference data objects).

All types of CRDM Actors, i.e. CSDs, Central Banks, CSD participants, payment banks, ancillary systems and
the Operator have access to the common data management, each of them to different functions and data,
according to the access rights granted to their users (see section 1.2.2 Access rights).

Duly authorised users can create and maintain common reference data objects in CRDM submitting common
reference data maintenance instructions.

Reference data management immediately processes each reference data maintenance instructions and
provides a reference data maintenance response including information on the result of the processing (e.g.
the reference data maintenance instruction was successfully processed or rejected owing to a business
validation error). The following diagram shows the two messages exchanged in this case between a CRDM
Actor and CRDM:

DIAGRAM 2 - REAL-TIME PROCESSING OF REFERENCE DATA MAINTENANCE INSTRUCTIONS

Real-time Settlement

Request X (time T) Response X’ (T’)

)

Specifically for T2S reference data, if a T2S night-time settlement sequence is running, CRDM temporarily
stops the processing of all reference data maintenance instructions related to reference data objects used by
the T2S settlement process and then resume the processing after the end of night-time settlement sequence,
in order to impede any possible impact of these reference data changes on the ongoing settlement process

1 This area includes reference data for countries, currencies, currency service links, system entities, services, BIC directory and reserve management
parameters.
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(See section 1.4.3.6 Reference data maintenance instructions processing). In this case, CRDM provides
immediately a provisional static data maintenance response (to inform the relevant CRDM Actor that the initial
reference data maintenance instruction is queued) and then, after the end of the current night-time time
settlement sequence and before the following one, it sends another reference data maintenance response
providing the final result of the processing. The following diagram shows the three messages exchanged in
this case between a CRDM Actor and CRDM:

DIAGRAM 3 - NIGHT-TIME PROCESSING OF REFERENCE DATA MAINTENANCE INSTRUCTIONS

Night-time Settlement Night-time Settlement
Sequence i Sequence i+1

Static data maintenance
final response

Static datamaintenance
provisional response

Static data
maintenance request

See section 1.4.3.6 Reference data maintenance instructions processing for more information on the
processing of reference data maintenance instructions.

Reference data maintenance instructions submitted in U2A mode can be executed either in Two-Eyes mode
or in Four-Eyes mode (See section 1.2.5 Security), according to the access rights granted to the submitting
user.

Reference data management is available throughout the settlement day, with the exception of the T2S
maintenance window (Please refer to the Settlement Day section in the T2S UDFS for more information).

1.2 Access to CRDM

1.2.1 Connectivity

CRDM supports the connectivity of CRDM Actors as follows:
| communication between software applications via XML messages or files (A2A mode);
| communication via files (DMT mode) for CBs;

| online screen-based activities performed by CRDM Actors (U2A mode).

For the A2A communication, ISO 20022 is the single standard, for both inbound and outbound communication.
Messages exchanged between CRDM and CRDM Actors are based on XML technology and comply with the
ISO 20022 standards on messages and the formats and specifications defined in CRDM.

The A2A and Data Migration Tool (DMT) functionalities are described extensively in chapters 2 Dialogue
between CRDM and CRDM Actors, 3 Catalogue of Messages and 4 Data Migration Tool Files. U2A
connectivity to CRDM will be handled through the ESMIG Portal. Please refer to the ESMIG documentation
for more details.

Setup of routing configurations

The setup of routing configurations includes the configuration of the following reference data objects in CRDM:
network services, party technical addresses, links between network services and party technical addresses,
and default and conditional routings.
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The CRDM Operator is responsible for setting up and maintaining network service static data related to services
of all the network services providers offering technical connectivity between users and the relevant Services
and components.

Being included in the party static data, party technical addresses are setup and maintained, for each CRDM
Actor connected directly, by the party responsible for defining party reference data for this CRDM Actor. After
having input the party data (party technical addresses) for the directly connected CRDM Actor, the responsible
party has to link each of the party technical addresses to the relevant network service(s). This step allows
using one party technical address for several network services.

Each CRDM Actor connected directly is responsible for setting up and maintaining default and conditional
routing static data related to its outbound communication.

The following table summarises, for each static data object related to the setup of routing configurations in
T2S, the responsible T2S Actor for its configuration and it specifies which mode the T2S Actor can use for the
configuration.

TABLE 5 - SETUP OF ROUTING CONFIGURATIONS IN CRDM

REFERENCE DATA OBJECT RESPONSIBLE ACTOR MODE
Network Service Operator U2A
Party (Technical Address) Operator, CSD, CB U2A/A2A
Link between Network Service and Party Technical Address Operator, CSD, CB U2A
Default and Conditional Routing CSD, CB, CSD Participant, Payment Bank, U2A

Ancillary System
Network service

CRDM stores a catalogue of all the network services allowing technical connectivity between Actors and
Services/components for the exchange of business data. Each network service defined in CRDM corresponds
to one messaging service of one of the accredited connectivity services providers.

When defining a new network service, the CRDM Operator has to provide the following pieces of information:
| The name of the network service;
| The service or component for which it is used;
| A textual description for the network service;

| The type of technical address for the network service.

EXAMPLE 2 - NETWORK SERVICE DEFINITION

Network Service

Service Name: NSP_X — Service ABC

Service Description: Message-based, store-n-forward network service
provided by X.

Technical Address Type: Distinguished Name

All rights reserved. Page 21



Z IB BANCA D'ITALIA  BANCODEESPANA
%o oo Euositema Common Reference Data Management t a r\ E t
BANQUE DE FRANCE H DEUTSCHE <

DR User Detailed Functional Specifications Services

URDSYSTEME EUROSYSTEM

In addition, the CRDM Operator has to provide all the necessary data for the application to identify and to use
the underlying messaging service.

Party Technical Address

Each party that is directly connected to a Service or component has one or many technical addresses that the
Service or component uses to send outgoing messages to this party.

Links between Network Services and Party Technical Addresses

Each Network Service uses a specific type of technical address to identify the sender and the receiver for each
exchange of data. Different network services may use the same technical address type, which means that the
same Party Technical Address may be used to exchange data using different Network Services. Consequently,
there is a many-to-many association between the catalogue of Network Services and the set of Party Technical
Address defined in CRDM. For this reason, each Party Technical Address has to be linked to the relevant
Network Service, so that the relevant Service or component can use them to route outbound communication.

The following table shows an example of a party having five party technical addresses linked to four different
network services.

EXAMPLE 3 - PARTY TECHNICAL ADDRESS AND NETWORK SERVICES

Short Name: BK Bank
Long Name: Black Knight Banking Corporation

Technical Addresses

Type: Payment Bank
Central Bank BIC: BITAITRRXXX \ Service A | | DN=ABCD
BIC: BKBANKCCXXX ‘ Service A | DN=EFGH
Opening Date: 25-03-2015 ‘ Service B | DN=XXYZ
Closing Date: -

~ SeviceC | DN=INTR
Address: Charles Drive Square, 1
Country Name: Italy | SeviceD | DN-0PQA

Conditional Routing

CRDM applies a mandatory routing for the following outbound communication:
| Acknowledgment of receipt;
| Reactions on erroneous inbound messages;

| Query results.

In all these cases, CRDM routes the outbound communication to the same network service and party technical
address which were used for sending the related inbound communication. This implies that CRDM does not
allow defining different routing configurations for these kinds of messages. For details on the mandatory
routing rules applied by other Services and components, refer to the relevant UDFS document.

For all other types of outbound communication, CRDM allows CSDs, CBs and directly connected participants
to define specific routing configurations for their messages and files. More precisely, each of these CRDM
Actors can define a default configuration (to be used by the relevant Service/component for all outbound
communication of a given type of this Actor) for each type of outbound communication (with the types being

message-based/file-based, real-time/store-n-forward). In addition, certain types of messages allow conditional
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routing configurations (to be used by the relevant Service/component as exceptions to the default
configuration).

When defining a default routing configuration, the responsible CRDM Actor (i.e. a CSD, a CB or a directly
connected participant) has to provide the following pieces of information:

| the routing description;

| the network service to be used for the default routing (containing the indication of the
Service/component it is relevant for);

| the party technical address the Service/component has to use for the default routing;

| if the related Service foresees it, a compression setting, specifying whether the Service must compress
the relevant data before sending them to the recipient.

When defining a conditional routing, the responsible CRDM Actor (i.e. a CSD, a CB or a directly connected
participant) has to provide, in addition to the data required for the setup of a default routing configuration,
the type of message subject to the configuration. If foreseen by the specific Services, the following information
must also be provided:

| the sequence number of the conditional routing, specifying the order according to which the Service tries
to match the current outgoing message with one of the conditional routing configuration, for a given
recipient party?;

| a set of conditions specifying the criteria on which the routing is defined: in addition to the type of the
message, the size boundaries (i.e. the minimum and the maximum size of the message), the currency of
the message;

| a Boolean information specifying whether the set of conditions represents a positive or a negative list.

In addition, T2S outbound communications are bundled into files by CRDM during night-time settlement (for
specific settlement-related messages) and, on an optional basis, during real-time settlement.

The list of messages subject to conditional routing is summarized below:
| Handled by CRDM: RTGS Directory, CLM Repository.
| Handled by CLM: camt.053 (for Account Statements and General Ledgers).
| Handled by RTGS: camt.053 (for Account Statements).
| Handled by T2S: all outgoing messages not covered by mandatory routing?.
When determining how to route outbound communications, CRDM applies the following rules:

| If the type of outbound communication is an acknowledgement of receipt, a reaction on an erroneous
incoming message or a query result, CRDM applies a mandatory routing, i.e. it routes the outbound

2 CRDM stops this process either just after having found the first matching conditional routing configuration, or after having checked all the
conditional routing configurations defined for the recipient party without finding any matching configuration.

3 The exhaustive list of possible values for the type of message is given by the list of all the outbound T2S-relevant messages included in section List
of Messages plus the inbound messages subject to copy, plus the value “NightTimeSettlementRelatedMessages”, which refers to all the settlement-
related messages (excluding copies of liquidity transfers) that, during the night-time settlement period, are sent by T2S grouped into files. For
“NightTimeSettlementRelatedMessages” it is only possible to select file-based network services and it is not possible to define upper or lower
bound size parameters.
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communication to the same network service and party technical address which were used for sending the
related inbound communication.

| If the type of outbound communication is different from the ones mentioned in the previous point, then:

— If the outgoing message matches one of the conditional routing configurations* and the Party has not
opted to receive outbound messages bundled into files, then CRDM routes the outbound communication
via the network service and to the party technical address specified in the matched routing configuration.

— If no matching conditional routing configurations are found or the Party has opted to receive outbound
messages bundled into files, then CRDM routes the outbound communication to the relevant default
routing configuration.

| As to data compression:

— If the outbound communication is smaller than 2KB, then CRDM does not compress the data, regardless
of compression setting specified in the matched routing configuration.

— If the outbound communication is a report, then CRDM compresses the data regardless of compression
setting specified in the matched routing configuration.

— For all other types of outbound communication, CRDM compresses the data only if this is required by
the compression setting specified in the matched routing configuration.

For messages relevant for T2S, CRDM and T2S itself apply automatic bundling into files during T2S night-time
settlement, while offering the possibility for each Party to opt for the bundling of outbound messages into files
during the whole business day®. Exceptions during the business day are the maintenance window where no
messages are sent and the period close to the DVP cut off’. During this time the file bundling is deactivated
and outbound messages are sent in real time. In addition, during the NTS, messages that are already part of
the NTS bundling will not be subject to this bundling feature.

For this optional T2S message bundling, CRDM and T2S will bundle messages into files based on two standard
parameters, with the sending of a file triggered whenever one of the two conditions expressed by these
parameters is met. The two parameters refer to the maximum number of messages that can be included in a
file (set to 1000) and the maximum elapsed time defining the frequency for sending bundled files (set to 2
minutes). These parameters apply equally to all parties opting for the service.

The files are sent to the Party technical address defined as default routing configuration. Such files will always
be sent via the file channel.

The optional bundling function is offered for all outbound messages, excluding the following ones:

| Query responses;

4 With the exception of the configurations having “NightTimeSettlementRelatedMessages” as message type, as these configurations are used during
the night-time settlement period only.

5 The exhaustive list of possible values for the compression setting is as follows: “No” (CRDM does not compress data), “ZIP” (CRDM must compress
data according to the ZIP algorithm).

6 The subscription to optional message bundling during the real-time period is handled by the Operator, which will manage the participants’
preferences based on their specific requests.

7 The deactivation period is configured to begin half an hour before the first planned currency-dependent DVP cut-off and end with the last event for
the cut-off processing.
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| Reports;
| admi.007;
| Inbound processing rejections;

| Error messages sent from the backend.

1.2.2 Access rights

This section provides information on access rights management in the CRDM. More into detail, section 1.2.2.1
Access rights concepts presents some basic concepts (e.g. user, privilege, role and data scope) related to
access rights management. On this basis, section 1.2.2.2 Access rights configuration illustrates all the available

options for the configuration of access rights. Finally, section 1.2.2.4 Access rights configuration process

describes the access rights configuration process that each type of CRDM Actor has to put in place in order to
set up the appropriate assignment of roles and privileges for all its users.

In order to clarify the differences in data scope per type of actor, this section uses the concepts of CSD, Central
Bank, CSD Participant, External CSD, Ancillary System and Payment Bank, which are introduced in section
1.2.2.1.9 Common reference data objects and the hierarchical party model, as well as the concept of System

Entity, which is introduced in section 1.2.2.1.10 Data scope.

1.2.2.1 Access rights concepts

This section presents the main concepts related to access rights management in the CRDM.

1.2.2.1.1 User function

DMT files, XML messages and GUI functions are the atomic elements users can trigger through the DMT and
in A2A and U2A mode respectively to interact with CRDM as well as other services, common components or
back-office applications. Based on these set of files, XML messages and GUI functions, it is possible to define
the set of all user functions, i.e. of all the possible actions that a user can trigger in CRDM or other services,
common components or back-office applications, either in the DMT or in A2A or U2A mode.

1.2.2.1.2 Privilege

A privilege identifies the capability of triggering one or several user functions and it is the basic element to
assign access rights to users. This means that a user Ux owns the access right to trigger a given user function
Fv if and only if Ux was previously granted with the privilege Py identifying the capability to trigger Fv.

Privileges are classified into system privileges and object privileges. A system privilege refers to a user function
that does not apply to a specific static or dynamic data object (e.g. a query on the current phase of the
settlement day). An object privilege refers to a user function that applies to a specific static or dynamic data
object (e.g. a T2S user function to display the reference data of a securities account).

The following tables provide the exhaustive list of privileges covering all the user functions available:

| Access rights management
| Party data management
| Securities data management

| Securities Account data management
All rights reserved. Page 25



JjS BANCADITALIA  BANCODEESPARA
v EUROSISTEMA

Eurosistema Common Reference Data Management
BANQUE DE FRANCE HDEUTSCHE User Detailed Functional Specifications

BUNDESBANK

URDSYSTEME EUROSYSTEM

target

services

| Cash Account data management

| Network configuration

| Message subscription

| Report configuration

| Reference data queries

| TIPS functions

| CLM functions

| RTGS functions

| T2S settlement instruction management
| T2S cash management

| T2S dynamic data queries

| Billing

| Billing configuration

| Data Warehouse functions

| ECONSII functions

| Business Day Management Queries
| Report queries

| Message management

| Other

TABLE 6 — ACCESS RIGHTS MANAGEMENT

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s)
to maintain data related to multiple Services/components. For example, the same privileges can be used to

configure a User to access different Services.

USER FUNCTION PRIVILEG
E TYPE
Administer Party?® n/a System
Create Certificate Certificate DN — New System
Distinguish Name
Create DN-BIC Routing  DN-BIC Routing - New System

8 This privilege enables a User to act as Party Administrator for their own Party.
All rights reserved.

OBJECT

n/a

n/a

n/a

DEFAULT DATA SCOPE

n/a

Any Certificate DN

DN-BIC Routing data within
own System entity (for CSDs
and Central Banks) or for DNs
linked to own Users and BICs
authorised to own or co-
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target

services

UROSYSTEME

PRIVILEGE

USER FUNCTION PRIVILEG OBJECT

E TYPE TYPE

DEFAULT DATA SCOPE

Create Role

Create User

Create User Certificate
Distinguish Name Link

Update Certificate
Distinguished Name

Delete Certificate
Distinguish Name

Delete DN-BIC Routing

Delete Role

Delete User
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Role — New

User — New

User Certificate DN Link —

New

Certificate DN — Edit

Certificate DN —

Delete/Restore

DN-BIC Routing -
Delete/Restore

Role — Delete/Restore

User — Delete/Restore

System

System

System

System

System

System

System

System

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

managed Cash Accounts (for
CSD Participants/External
CSDs/Payment Banks/Ancillary
Systems).

Roles within own System
Entity (for CSDs and Central
Banks).

Users within own System
Entity (for CSDs and Central
Banks) or own Party (for CSD
Participants/External
CSDs/Payment Banks/Ancillary
Systems).

Links within own System Entity
(for CSDs and Central Banks)
or for own Users (for CSD
Participants/External
CSDs/Payment Banks/Ancillary
Systems).

Certificate DN within own

System Entity

Certificate DN within own
System Entity.

DN-BIC Routing data within
own System entity (for Central
Banks) or for DNs linked to
own Users and BICs authorised
to own or co-managed Cash
Accounts (for Payment
Banks/Ancillary Systems).

Roles within own System
Entity (for CSDs and Central
Banks).

Users within own System
Entity (for CSDs and Central
Banks) or own Party (for CSD
Participants/External
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PRIVILEGE USER FUNCTION PRIVILEG OBJECT DEFAULT DATA SCOPE

E TYPE TYPE
CSDs/Payment Banks/Ancillary
Systems).

Delete User Certificate  User Certificate DN Link — System n/a Links within own System Entity

Distinguish Name Link  Delete/Restore (for CSDs and Central Banks)
or for own Users (for CSD
Participants/External
CSDs/Payment Banks/Ancillary

Systems).

Grant Privilege
Grant Privilege System n/a Privileges granted to Parties,

Roles and Users within own
System Entity (for CSDs and
Central Banks) or to own Users
(for CSD Participants/External
CSDs/Payment Banks/Ancillary
Systems)

Grant/Revoke Role Grant/Revoke Role System n/a Roles granted to Parties and
Users within own System
Entity (for CSDs and Central
Banks) or to own Users (for
CSD Participants/External
CSDs/Payment Banks/Ancillary
Systems)

Revoke Privilege Revoke Privilege System n/a Privileges granted to Parties,
Roles and Users within own
System Entity (for CSDs and
Central Banks) or to own Users
(for CSD Participants/External
CSDs/Payment Banks/Ancillary
Systems)

Update DN-BIC Routing DN-BIC Routing - Edit System n/a DN-BIC Routing data within
own System entity (for Central
Banks) or for DNs linked to
own Users and BICs authorised
to own or co-managed Cash
Accounts (for Payment
Banks/Ancillary Systems).
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target

services

UROSYSTEME

DEFAULT DATA SCOPE

PRIVILEGE USER FUNCTION PRIVILEG OBJECT
TYPE TYPE

Update Role Role — Edit System Roles within own System
Entity (for CSDs and Central
Banks)

Update User User — Edit System n/a Users within own System

Entity (for CSDs and Central
Banks) or own Party (for CSD
Participants/External
CSDs/Payment Banks/Ancillary
Systems).

TABLE 7 — PARTY DATA MANAGEMENT

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s)
to maintain data related to multiple Services/components. For example, the same Privileges can be used to
configure a Party to participate in multiple Services.

PRIVILEGE

USER FUNCTION

PRIVILE

OBJECT

DEFAULT DATA SCOPE

GE TYP

TYPE

Create Ancillary System Ancillary System Bilateral = System n/a AS Bilateral Agreements for

Bilateral Agreement Agreement — New Parties within own System Entity
(for Central Banks)

Create Ancillary System Ancillary System System n/a AS Procedures for Parties within

Procedure Procedure — New own System Entity (for Central
Banks)

Create Banking Group Banking Group — New System n/a Banking Groups within own
System Entity (for Central
Banks)

Create Billing Group Billing Group — New System n/a Billing Groups within own
System Entity (for Central
Banks)

Create Eligible EligibleCounterpartCSDCr ~ System n/a Eligible Counterpart CSD Links

Counterpart CSD Link eationRequest under own System Entity

Create Party Party — New Object Party Parties within own System Entity

PartyCreationRequest (for Central Bank/CSD)
Create Party-Service Link  Party-Service Link - New  System n/a Links within own System Entity

All rights reserved.
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PRIVILE
GE TYPE

OBJECT
TYPE

DEFAULT DATA SCOPE

Create Technical Address  Technical Address System n/a Links within own System Entity
Network Service Link Network Service Link — (for CSDs and Central Banks)
New
Delete Ancillary System Ancillary System Bilateral ~ System n/a AS Bilateral Agreements for
Bilateral Agreement Agreement — Parties within own System Entity
Delete/Restore (for Central Banks)
Delete Ancillary System Ancillary System System n/a AS Procedures for Parties within
Procedure Procedure — own System Entity (for Central
Delete/Restore Banks)
Delete Banking Group Banking Group — System n/a Banking Groups within own
Delete/Restore System Entity (for Central
Banks)
Delete Billing Group Billing Group — System n/a Billing Groups within own
Delete/Restore System Entity (for Central
Banks)
Delete Party Party — Delete/Restore Object Party Parties within own System Entity
PartyDeletionRequest (for Central Bank/CSD)
excluding own Party
Delete Party-Service Link  Party-Service Link - System n/a Links within own System Entity
Delete/Restore (for Central Banks)
Delete Technical Address  Technical Address System n/a Links within own System Entity
Network Service Link Network Service Link - (for CSDs and Central Banks)
Delete/Restore
Update Ancillary System Ancillary System Bilateral ~ System n/a AS Bilateral Agreements for
Bilateral Agreement Agreement — Edit Parties within own System Entity
(for Central Banks)
Update Ancillary System  Ancillary System System n/a AS Procedures for Parties within
Procedure Procedure — Edit own System Entity (for Central
Banks)
Update Banking Group Banking Group — Edit System n/a Banking Groups within own
System Entity (for Central
Banks)
Update Billing Group Billing Group — Edit System n/a Billing Groups within own

All rights reserved.

System Entity (for Central
Banks)
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USER FUNCTION

PRIVILE

OBJECT

DEFAULT DATA SCOPE

Update Party

Update Party-Service Link

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT
TYPE

Create Close Link

Create Security

Update Security

Delete Security

Create Securities Valuation

Create Auto-
collateralisation Eligibility
Link

Create Security CSD Link

Update Security CSD Link

All rights reserved.

Party — Edit

PartyModificationRequest

Party-Service Link - Edit

GE TYPE

Object

System

TYPE

Party

n/a

TABLE 8 - SECURITIES DATA MANAGEMENT

Close Link — New

CloseLinkCreationReques
t

Security — New
SecurityCreationRequest
Security — Edit

SecurityMaintenanceReq

uest

Security —
Delete/Restore

SecurityDeletionRequest

Securities Valuation —

Create

CollateralValueCreationR
equest

Auto-collateralisation
Eligibility Link - New

EligibleSecuritiesCreation
Request

Security CSD Link — New

SecurityCSDLinkCreation
Request

Security CSD Link — New

System

Object

Object

Object

System

System

System

System

Party

Security

Security

n/a

n/a

n/a

n/a

Parties within own System Entity
(for Central Bank/CSD)
excluding own Party

Links within own System Entity
(for Central Banks)

DEFAULT DATA SCOPE

Close Links within own
System Entity

Securities within own System
Entity

Securities for which own
Party is responsible for its
maintenance as defined in
Security CSD Links

Securities for which own
Party is responsible for its
maintenance as defined in
Security CSD Links

Securities Valuation for own
CB

Securities Auto-
collateralisation Eligibility
Links for own CB

Security CSD Links within
own System Entity

Security CSD Links within
own System Entity
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PRIVILEGE

USER FUNCTION

PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

PRIVILEGE

Create Securities Account

Update Securities Account

Delete Securities Account

Create CMB Securities
Account Link

Update CMB Securities
Account Link

SecurityCSDLinkMaintena
nceRequest

TYPE

TYPE

TABLE 9 - SECURITIES ACCOUNT DATA MANAGEMENT

USER FUNCTION

Securities Account — New

SecuritiesAccountCreatio
nRequest

Securities Account — Edit

SecuritiesAccountModific
ationRequest

Securities Account —

Delete/Restore

SecuritiesAccountDeletio
nRequest

CMB Securities Account
Link — New

AccountLinkCreationReq
uest

CMB Securities Account
Link — Edit

AccountLinkMaintenance

Request

PRIVILEGE
TYPE

Object

Object

Object

System

System

OBJECT
TYPE

Party

Securities
Account

Securities

Account

n/a

n/a

TABLE 10 —CASH ACCOUNT DATA MANAGEMENT

DEFAULT DATA SCOPE

Securities Accounts within
own System Entity (for CSD)
or owned by own Party (for
CSD Participant and External
CSD)

Securities Accounts within
own System Entity (for CSD)
or owned by own Party (for
CSD Participant and External
CSD)

Securities Accounts within
own System Entity (for CSD)
or owned by own Party (for
CSD Participant and External
CSD)

CMB Securities Account Links
within own System Entity

CMB Securities Account Links
within own System Entity

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s)
to maintain data related to multiple Services/components. For example, the same privileges can be used to
create and maintain all types of Cash Accounts for all Services/components.

All rights reserved.
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UROSYSTEME

PRIVILEGE

USER FUNCTION

PRIVILEGE

DEFAULT DATA SCOPE

Create Account Monitoring
Group

Create Authorised Account
User

Create Cash Account

Create Direct Debit Mandate

Create Limit

Create Liquidity Transfer
Order

Create Liquidity Transfer
Group

All rights reserved.

Account Monitoring
Group — New

Authorised Account
User - New

Cash Account — New

AccountOpeningReques
t

Direct Debit Mandate —

New

Limit — New

Standing Order for

Limit — New

ModifyLimit

Liquidity Transfer Order

— New

ModifyStandingOrder

Liquidity Transfer
Group — New

Account Monitoring Groups
within own System Entity
(for Central Banks) or for
own Cash Accounts (for
Payment Banks)

Links within own System
Entity (for Central Banks) or
for own Cash Accounts (for
Payment Banks/Ancillary
Systems).

Cash Accounts within own
System Entity (for Central
Bank) or owned by own
Party or TIPS CMBs linked to
Cash Accounts owned by
own Party (for Payment
Bank/Ancillary System)

Direct Debit Mandates on
Cash Accounts within own
System Entity (for Central
Bank)

Limits on CMBs defined on
Cash Accounts within own
System Entity (for Central
Bank) or linked to Cash
Accounts owned by own
Party (for Payment
Bank/Ancillary System)

Liquidity Transfer Orders on
Cash Accounts within own
System Entity (for Central
Bank) or owned or co-
managed by own Party (for
Payment Banks/Ancillary
Systems)

Liquidity Transfer Groups
within own System Entity
(for Central Bank)
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PRIVILEGE

DEFAULT DATA SCOPE

Create Settlement Bank
Account Group

Create Standing Order for
Reservation

Delete Account Monitoring

Group

Delete Authorised Account

User

Delete Cash Account

Delete Direct Debit Mandate

Delete Limit

All rights reserved.

USER FUNCTION PRIVILEGE OBJECT

TYPE TYPE

Settlement Bank System n/a

Account Group — New

Standing Order for System n/a

Reservation — New

Account Monitoring System n/a

Group — Delete/Restore

DeleteStandingOrder

Authorised Account System n/a

User - Delete/Restore

Cash Account — Object Cash

Delete/Restore Account

Direct Debit Mandate —  System n/a

Delete/Restore

Limit — Delete/Restore System n/a

Standing Order for
Limit — Delete/Restore

DeleteLimit

Settlement Bank Account
Groups within own System
Entity (for Central Banks)

Standing Orders for
Reservation on Cash
Accounts within own System
Entity (for Central Banks) or
owned or co-managed by
own Party (for Payment
Banks/Ancillary Systems)

Account Monitoring Groups
within own System Entity
(for Central Banks) or for
own Cash Accounts (for

Payment Banks)

Links within own System
Entity (for Central Banks) or
for own Cash Accounts (for
Payment Banks/Ancillary
Systems).

Cash Accounts within own
System Entity (for Central
Bank) or owned by own
Party or TIPS CMBs linked to
Cash Accounts owned by
own Party (for Payment
Bank/Ancillary System)

Direct Debit Mandates on
Cash Accounts within own
System Entity (for Central
Bank)

Limits on CMBs defined on
Cash Accounts within own
System Entity (for Central
Bank) or linked to Cash
Accounts owned by own
Party (for Payment
Bank/Ancillary System)
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PRIVILEGE

USER FUNCTION PRIVILEGE

TYPE

OBJECT
TYPE

DEFAULT DATA SCOPE

Delete Liquidity Transfer
Order

Delete Liquidity Transfer
Group

Delete Settlement Bank

Account Group

Delete Standing Order for

Reservation

Update Account Monitoring
Group

Update Authorised Account
User

Update Cash Account

All rights reserved.

Liquidity Transfer Order
— Delete/Restore

Liquidity Transfer
Group — Delete/Restore

Settlement Bank
Account Group —
Delete/Restore

Standing Order for
Reservation —

Delete/Restore

Account Monitoring
Group — Edit

Authorised Account
User - Edit

Cash Account — Edit

AccountExcludedManda
teMaintenanceRequest

System

Object

System

System

System

System

Object

n/a

Cash

Account

n/a

n/a

n/a

n/a

Cash
Account

Liquidity Transfer Orders on
Cash Accounts within own
System Entity (for Central
Bank) or owned or co-
managed by own Party (for
Payment Bank/Ancillary
Systems)

Liquidity Transfer Groups
within own System Entity
(for Central Bank)

Settlement Bank Account
Groups within own System
Entity (for Central Banks)

Standing Orders for
Reservation on Cash
Accounts within own System
Entity (for Central Banks) or
owned or co-managed by
own Party (for Payment
Banks/Ancillary Systems)

Account Monitoring Groups
within own System Entity
(for Central Banks) or for
own Cash Accounts (for
Payment Banks)

Links within own System
Entity (for Central Banks) or
for own Cash Accounts (for
Payment Banks/Ancillary
Systems).

Cash Accounts within own
System Entity (for Central
Banks) or owned by own
Party, or TIPS CMBs linked to
Cash Accounts owned by
own Party (for Payment
Banks/Ancillary Systems)

Page 35



Z IB BANCA D'ITALIA  BANCODEESPANA
Y EUROSISTEMA Eurosistema

BANQUE DE FRANCE HDEUTSCHE

BUNDESBANK

URDSYSTEME EUROSYSTEM

Common Reference Data Management
User Detailed Functional Specifications

target

services

PRIVILEGE

USER FUNCTION

PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

Update Direct Debit
Mandate

Update Limit

Update Liquidity Transfer
Order

Update Liquidity Transfer
Group

Update Settlement Bank
Account Group

Update Standing Order for

Reservation

TYPE

Direct Debit Mandate —
Edit

System

Limit — Edit
Standing Order for
Limit — Edit

System

Liquidity Transfer Order
— Edit

Object

ModifyStandingOrder

Liquidity Transfer
Group — Edit

System

Settlement Bank System

Account Group — Edit

Standing Order for System

Reservation — Edit

TYPE

n/a

n/a

Cash
Account

n/a

n/a

n/a

TABLE 11 —NETWORK CONFIGURATION

Direct Debit Mandates on
Cash Accounts within own
System Entity (for Central
Bank)

Limits on CMBs defined on
Cash Accounts within own
System Entity (for Central
Bank) or linked to Cash
Accounts owned by own
Party (for Payment
Bank/Ancillary System)

Liquidity Transfer Orders on
Cash Accounts within own
System Entity (for Central
Banks) or owned or co-
managed by own Party (for
Payment Banks/Ancillary
Systems)

Liquidity Transfer Groups
within own System Entity
(for Central Bank)

Settlement Bank Account
Groups within own System
Entity (for Central Banks)

Standing Orders for
Reservation on Cash
Accounts within own System
Entity (for Central Banks) or
owned or co-managed by
own Party (for Payment
Banks/Ancillary Systems)

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s)

to maintain data related to multiple Services/components.

All rights reserved.
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PRIVILEGE

DEFAULT DATA SCOPE

Create Routing

Delete Routing

Update Routing

USER FUNCTION PRIVILEGE OBJECT
TYPE TYPE
Routing — New System n/a
Routing — System n/a
Delete/Restore
Routing — Edit System n/a

TABLE 12 —MESSAGE SUBSCRIPTION CONFIGURATION

Routing configurations within
own System Entity (for CSDs
and Central Banks) or linked
to own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Routing configurations within
own System Entity (for CSDs
and Central Banks) or linked
to own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Routing configurations within
own System Entity (for CSDs
and Central Banks) or linked
to own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s)
to maintain data related to multiple Services/components.

m USER FUNCTION PRIVILEGE
TYPE

Create Message Subscription
Rule

Create Message Subscription
Rule Set

All rights reserved.

(o]:3] o)
TYPE
Message Subscription System n/a
Rule — New
Message Subscription System n/a

Rule Set — New

DEFAULT DATA SCOPE

Message Subscription Rules
within own System Entity
(for CSDs and Central Banks)
or for own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Message Subscription Rule
Sets within own System
Entity (for CSDs and Central
Banks) or for own Party (for

CSD Participants/External
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PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE

TYPE TYPE

CSDs/Payment
Banks/Ancillary Systems)

Delete Message Subscription  Message Subscription System n/a Message Subscription Rules

Rule Rule — Delete/Restore within own System Entity
(for CSDs and Central Banks)
or for own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Delete Message Subscription ~ Message Subscription System n/a Message Subscription Rule
Rule Set Rule Set — Sets within own System
Delete/Restore Entity (for CSDs and Central

Banks) or for own Party (for
CSD Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Update Message Message Subscription System n/a Message Subscription Rules

Subscription Rule Rule — Edit within own System Entity
(for CSDs and Central Banks)
or for own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Update Message Message Subscription System n/a Message Subscription Rule
Subscription Rule Set Rule Set — Edit Sets within own System
Entity (for CSDs and Central
Banks) or for own Party (for
CSD Participants/External
CSDs/Payment
Banks/Ancillary Systems)
TABLE 13 —REPORT CONFIGURATION

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s)
to maintain data related to multiple Services/components.

PRIVILEGE USER FUNCTION PRIVILEGE OBEJCT DEFAULT DATA SCOPE
TYPE

Create Report Configuration  Report Configuration —  System Report Configurations within

New own System Entity (for CSDs

and Central Banks) or for
All rights reserved. Page 38
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URDSYSTEME EUROSYSTEM

target

services

PRIVILEGE

USER FUNCTION PRIVILEGE

OBEICT

DEFAULT DATA SCOPE

TYPE TYPE

Delete Report Configuration  Report Configuration —  System n/a
Delete/Restore

Update Report Configuration  Report Configuration —  System n/a
Edit

TABLE 14 —REFERENCE DATA QUERIES

own Party, own Cash
Account or co-managed Cash
Account (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Report Configurations within
own System Entity (for CSDs
and Central Banks) or for
own Party, own Cash
Account or co-managed Cash
Account (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Report Configurations within
own System Entity (for CSDs
and Central Banks) or for
own Party, own Cash
Account or co-managed Cash
Account (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

These privileges are related to user functions within CRDM. As such, it is possible to use the same privilege(s)

to query data related to multiple Services/components.

DEFAULT DATA SCOPE

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT
TYPE TYPE
Account Monitoring Group Account Monitoring System n/a
Query Group — List
Account Monitoring Group Account Monitoring System n/a

Details Query Group — Details

All rights reserved.

Any Account Monitoring
Group

Any Account Monitoring
Group (Cash Account
identifiers will be displayed
based on the Cash Accounts
the requestor User is
responsible for; the leader
Party will be able to view the
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URDSYSTEME EUROSYSTEM

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE

TYPE TYPE

full list of Cash Accounts in
the Account Monitoring

Group)
Ancillary System Bilateral Ancillary System System n/a AS Bilateral Agreements
Agreement Query Bilateral Agreement — within own System Entity
List (for Central Banks) or for

own Party (for Ancillary

Systems)
Ancillary System Procedure Ancillary System System n/a AS Procedures within own
Query Procedure — List System Entity (for Central

Banks) or for own Party (for
Ancillary Systems)

Authorised Account User Authorised Account System n/a Links within own System
Query User — List Entity (for Central Banks) or
for own Cash Accounts (for

Payment Banks/Ancillary

Systems).
Banking Group Query Banking Group — List System n/a Any Banking Group
Banking Group Details Query Banking Group — System n/a Any Banking Group (Party
Details identifiers will be displayed

based on the Cash Accounts
the requestor User is
responsible for; the leader
Party will be able to view the
full list of Parties in the
Banking Group)

BIC Query BIC Query System n/a Any BIC
Billing Group Query Billing Group — List System n/a Any Billing Group
Billing Group Details Query Billing Group — Details System n/a Any Billing Group (Party

identifiers will be displayed
based on the Cash Accounts
the requestor User is
responsible for; the leader
Party will be able to view the
full list of Parties in the
Billing Group)

All rights reserved. Page 40



IB BANCA D'ITALIA  BANCODEESPANA
b ™ tnosisTinn Eurosistema Common Reference Data Management

BANQUE DE FRANCE DEUTSCHE
BUNDESBANK

URDSYSTEME EUROSYSTEM

User Detailed Functional Specifications

target

services

PRIVILEGE

USER FUNCTION

PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

Cash Account Audit Trail
Query

Cash Account List Query

Cash Account Reference

Data Query

Certificate Query

Country Query

Currency Query

Data Changes of a Business
Object Details Query

Data Changes of a Business
Object List Query

Direct Debit Mandate List
Query

All rights reserved.

Revisions - Selection
Criteria + List

Cash Account Audit
Trail Querydynamic da

Cash Account List
Query

Cash Account

Reference Data Query

Certificate Query

Countries — Select +
List

Currencies — Select +
List

Data Changes of a

Business Object Details

Query

Data Changes of a
Business Object List

Query

Direct Debit Mandate —

List

TYPE

Object

Object

Object

System

System

System

System

System

System

TYPE

Cash
Account

Cash
Account

Cash
Account

n/a

n/a

n/a

n/a

n/a

n/a

Data within own System
Entity (for Central Banks) or
linked to own Party (for
Payment Banks/Ancillary
Systems)

Cash Accounts within own
System Entity (for Central
Banks) or owned by own
Party (for Payment
Banks/Ancillary Systems)

Cash Accounts within own
System Entity (for Central
Banks) or owned by own
Party (for Payment
Banks/Ancillary Systems)

Any Certificate DN

Any Country

Any Currency

Data within own System
Entity (for CSDs and Central
Banks) or linked to own
Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Data within own System
Entity (for CSDs and Central
Banks) or linked to own
Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Direct Debit Mandates on
Cash Accounts within own
System Entity (for Central
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target

services

PRIVILEGE

USER FUNCTION

PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

Granted Roles List Query

Granted Roles List Query

Granted System Privileges

List Query

ISIN List Query

Limit Query

All rights reserved.

Granted Roles — Search

Grant/Revoke Role —

Details

Grant/Revoke System
Privileges List Query

ISIN List Query

Limit Query

Standing Order for
Limit Query

TYPE

System

System

System

System

System

TYPE

n/a

n/a

n/a

n/a

n/a

Banks) or owned by own
Party (for Payment
Banks/Ancillary Systems)

Roles granted to Parties and
Users within own System
Entity (for CSDs and Central
Banks) or to own Users (for
CSD Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Roles granted to Parties and
Users within own System
Entity (for CSDs and Central
Banks) or to own Users (for
CSD Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Privileges granted to Parties,
Roles and Users within own
System Entity (for CSDs and
Central Banks) or to own
Users (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

All Securities defined in
CRDM for T2S.

Limits on CMB defined on
Cash Accounts within own
System Entity (for Central
Banks) or owned by own
Party (for Payment Banks)

Limits on CMB linked to one
or more CMB Securities
Account Links referencing
Securities Accounts within
own System Entity (for CSD)
or owned by own Party (for
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PRIVILEGE

USER FUNCTION PRIVILEGE

TYPE

OBJECT
TYPE

DEFAULT DATA SCOPE

Liquidity Transfer Order
Details Query

Liquidity Transfer Order Link
Set Query

Liquidity Transfer Order List
Query

Liquidity Transfer Order of a
Liquidity Transfer Order Link
Set Query

Liquidity Transfer Group
Query

Liquidity Transfer Group
Details Query

Market-specific Restriction
List Query

Market-specific Restriction
Type Rule Detail Query

All rights reserved.

Liquidity Transfer Order
— Details

Liquidity Transfer Order
Link Set Query

Liquidity Transfer Order
— List

Liquidity Transfer Order
of a Liquidity Transfer
Order Link Set Query

Liquidity Transfer
Group — List

Liquidity Transfer
Group — Details

Market-specific
Restriction List Query

Market-specific
Restriction Type Rule —
Detail Query

Object

System

Object

System

System

System

System

System

Cash
Account

n/a

Cash

Account

n/a

n/a

n/a

n/a

n/a

CSD Participant/External
CSD)

Liquidity Transfer Orders on
Cash Accounts within own
System Entity (for Central
Banks) or owned or co-
managed by own Party (for
Payment Banks/Ancillary
Systems)

Liquidity Transfer Order Link
Sets defined on Cash
Accounts within own System
Entity (for CB) or owned by
own Party (for Payment
Bank)

Liquidity Transfer Orders on
Cash Accounts within own
System Entity (for Central
Banks) or owned or co-
managed by own Party (for
Payment Banks/Ancillary
Systems)

Liquidity Transfer Order Link
Sets defined on Cash
Accounts within own System
Entity (for CB) or owned by
own Party (for Payment
Bank)

Any Liquidity Transfer Group

Any Liquidity Transfer Group

Restrictions defined by the

Operator

Restrictions defined by the
Operator
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URDSYSTEME EUROSYSTEM

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE
TYPE TYPE
Market-specific Restriction Market-specific System n/a Restrictions defined by the
Type Rule Parameter Details  Restriction Type Rule Operator
Query Parameter Details
Query

Market-specific Restriction Market-specific System n/a Restrictions defined by the
Type Rule Set List Query Restriction Type Rule Operator

Set List Query

Message Subscription Rule Message Subscription System n/a Message Subscriptions within

List Query Rule List Query own System Entity (for CSDs
and Central Banks) or for
own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Message Subscription Rule Message Subscription System n/a Message Subscriptions within

Set Details Query Rule Sets Details Query own System Entity (for CSDs
and Central Banks) or for
own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Message Subscription Rule Message Subscription System n/a Message Subscriptions within

Set List Query Rule Set List Query own System Entity (for CSDs
and Central Banks) or for
own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Network Service List query Network Service List System n/a Any Network Service
Query
Party Audit Trail Query Party Audit Trail Query  Object Party Data within own System
Entity (for Central

Banks/CSDs) or linked to
own Party (for Payment
Banks/Ancillary Systems/CSD
Participant/External CSD)

Party List Query Party List Query Object Party Parties within own System

Entity (for Central
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URDSYSTEME EUROSYSTEM

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE

TYPE TYPE
Banks/CSDs) or own Party
(for Payment Banks/Ancillary
Systems/CSD
Participants/External CSDs)

Party Reference Data Query  Party Reference Data Object Party Parties within own System
Query Entity (for Central
Banks/CSDs) or own Party
(for Payment Banks/Ancillary
Systems/CSD
Participants/External CSDs)

Party-Service Link List Query Party-Service Link List System n/a Links within own System
Query Entity (for Central Banks) or

linked to own Party (for

Payment Banks/Ancillary

Systems)
Party-Service Link Query Party-Service Link System n/a Links within own System
Query Entity (for Central Banks) or

linked to own Party (for
Payment Banks/Ancillary

Systems)

Privilege Query Privilege — Selection System n/a Any Privilege

Criteria + List

Queued Data Changes Queued Data Changes - System n/a Data within own System

Query Select+List Entity (for CSDs and Central
Banks) or linked to own
Party (for CSD
Participants/External
CSDs/Payment

Banks/Ancillary Systems)

Report Configuration Details  Report Configuration System n/a Report Configurations within

Query Details Query own System Entity (for CSds
and Central Banks) or for
own Party or own or co-
managed Cash Account (for
CSD Participants/External
CSDs/Payment Banks)

Report Configuration List Report Configuration System n/a Report Configurations within
Query List Query own System Entity (for CSDs
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PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE

TYPE TYPE
and Central Banks) or for
own Party or own or co-
managed Cash Account (for
CSD Participants/External
CSDs/Payment Banks)

Residual Static Data Audit Static Data Audit Trail System n/a Data within own System

Trail Query Query Entity (for CSDs and Central
Banks) or linked to own
Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Restricted Party Query Restricted Party Query Object Party Parties within own System
Entity (for CSD/Central Bank)
or own Party (for CSD
Participant/Payment
Bank/External CSD/Ancillary
System)

Role List Query Role List Query System n/a Roles created or granted to
Parties and Users within own
System Entity (for CSDs and
Central Banks) or to own
Users (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Routing List Query Routing List Query System n/a Routing configurations within
own System Entity (for CSDs
and Central Banks) or linked
to own Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Securities Account Audit Securities Account Object Securities Data within own System

Trail Query Audit Trail Query Account Entity (for CSD) or linked to
own Party (for CSD
Participant/External CSD)

All rights reserved. Page 46



Z IB BANCA D'ITALIA  BANCODEESPANA
%o oo Euositema Common Reference Data Management t a r\ E t
BANQUE DE FRANCE H DEUTSCHE <

DR User Detailed Functional Specifications - OTVICES

URDSYSTEME EUROSYSTEM

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE
TYPE TYPE
Securities Account List Securities Account List ~ Object Party Securities Accounts within
Query Query own System Entity (for CSD)

or owned by own Party (for
CSD Participant and External

CSD)
Securities Account Securities Account Object Securities Securities Accounts within
Reference Data Query Reference Data Query Account own System Entity (for CSD)

or owned by own Party (for
CSD Participant and External

CSD)
Securities Audit Trail Query Securities Audit Trail Object Securities Data within own System
Query Entity (for CSD)
Securities CSD Link Query Securities CSD Link System n/a Security CSD Links within
Query own System Entity (for CSD)

or linked to own Party (for
External CSD)

Securities Deviating Nominal  Securities Deviating System n/a All Securities defined in
Query Nominal Query CRDM for T2S.

Securities Reference Data Securities Reference System n/a All Securities defined in
Query Data Query CRDM for T2S. ?

Service List Query Service List Query System n/a Any Service

Settlement Bank Account Settlement Bank System n/a Settlement Bank Account
Group Query Account Group — List Groups within own System

Entity (for Central Banks) or
defined for own Party (for
Ancillary Systems)

Settlement Bank Account Settlement Bank System n/a Settlement Bank Account
Group Details Query Account Group — Groups within own System
Details Entity (for Central Banks) or

defined for own Party (for
Ancillary Systems)

Standing Order for Standing Order for System n/a Standing Orders for

Reservation Details Query Reservation — Details Reservation on Cash
Accounts within own System
Entity (for Central Banks) or

9 The grantee can query all securities input by all CSDs
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PRIVILEGE

USER FUNCTION PRIVILEGE OBJECT

TYPE TYPE

DEFAULT DATA SCOPE

Standing Order for
Reservation List Query

System Entity Query

System User Link Query

Technical Address Network
Service Link Details Query

Service Items List Query

Service Items Details Query

Invoice Configuration List
Query

Invoice Configuration Details
Query

All rights reserved.

Standing Order for
Reservation — List

System Entities — Select
+ List

System User Link Query

Technical Address
Network Service Link
Details Query

Service Items —
Select+List

Service Item — Details

Invoice Configuration —
Select+List

Invoice Configuration —
Details

System

System

System

System

System

System

System

System

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

owned or co-managed by
own Party (for Payment
Banks/Ancillary Systems)

Standing Orders for
Reservation on Cash
Accounts within own System
Entity (for Central Banks) or
owned or co-managed by
own Party (for Payment
Banks/Ancillary Systems)

Own System Entity (for
Central Banks)

Links within own System
Entity (for CSDs and Central
Banks) or linked to own
Users (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Links within own System
Entity (for CSDs and Central
Banks) or linked to own
Party (for CSD
Participants/External
CSDs/Payment
Banks/Ancillary Systems)

Any Service Item

Any Service Item

Invoice Configurations within
own System Entity (for
Central Banks)

Invoice Configurations within
own System Entity (for
Central Banks)
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PRIVILEGE

USER FUNCTION PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

VAT List Query

These privileges are related to user functions within TIPS. As such, they are

business.

PRIVILEGE

Adjust CMB Limit

Instruct Instant
Payment

Instruct IP using
Single Instructing

Party

Instruct Liquidity
Transfer

Modify All Blocking
Status

Modify CMB Blocking
Status

All rights reserved.

TYPE

VAT — Select+List System n/a

TABLE 15 —TIPS FUNCTIONS

USER FUNCTION PRIVILEGE

TYPE

Adjust CMB Limit System n/a

Initiate Instant Payment System n/a

Confirm/reject Instant
Payment

Request Instant Payment
recall

Confirm Instant Payment recall
Reject Instant Payment recall

Instant Payment Status
Investigation

Request Recall Status Update

Initiate Instant Payment System n/a

without reservation of funds

Initiate Outbound Liquidity
Transfer

System n/a

Block/unblock Participant System n/a
Block/unblock Account
Block/unblock CMB

Block/unblock CMB System n/a

TYPE

OBJECT
TYPE

VAT configurations within
own System Entity (for
Central Banks)

only used for TIPS-specific

DEFAULT DATA SCOPE

Data within own System
Entity (for Central Bank) or
linked to own Party (for
Payment Bank)

Data related to Accounts
within own System Entity
(for Central Bank) or for
which own Party is set as
authorised user (for Payment
Bank)

Instruct IP using Single
Instructing Party

Accounts within own System
Entity (for Central Bank) or
owned by own Party (for
Payment Bank)

Data within own System
Entity (for Central Bank)

Data within own System
Entity (for Central Bank) or
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PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE

TYPE TYPE
linked to own Party (for
Payment Bank)

Query All Query Account Balance and System n/a Data related to Accounts
Status within own System Entity
Query CMB Limit and Status (for Central Bank) or owned
by own Party (for Payment
Query Instant Payment
Bank)
Transaction
Query as Reachable Query CMB Limit and Status System n/a Data related to Accounts
Party Query Instant Payment within own System Entity
Transaction (for Central Bank) or for
which own Party is set as
authorised user (for Payment
Bank)
MPL Query Personal Data Retrieval System n/a Data under responsibility of
Request requestor
MPL Lookup and Look-up request System n/a All data in MPL
Reachability Check Reachability check
MPL Proxy-IBAN Create Proxy-IBAN Mapping System n/a Data under responsibility of
Mapping Table Table entry requestor

Maintenance Delete Proxy-IBAN Mapping

Table entry

Update Proxy-IBAN Mapping
Table entry
TABLE 16 — CLM FUNCTIONS

These privileges are related to user functions within CLM. As such, they are only used for CLM-specific business.
These privileges will be defined separately from the RTGS privileges carrying the same name.

m USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE
TYPE TYPE

CLM Query Account Account Balance Query System n/a Cash accounts within own
Balance System Entity (for CB) or

owned by own or co-

managed Party (for Payment
Bank); only A2A

CLM Query Account Account Statement Query System n/a Reports relevant for

Statement requesting party.
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CLM Query Copy of
General Ledger

CLM Current
Reservations Query

CLM Delete Current

Reservation

CLM Modify Payment
Order

CLM Modify Current

Reservation

CLM Create, Modify
Seizure of Funds

CLM Query Cash
Transfer

CLM Query Cash
Transfer Details

All rights reserved.

CLM Query Copy of General
Ledger

Current Reservations Query

Delete Current Reservation

Modify Payment Order

Modify Current Reservation

Create, Modify Seizure of
Funds

Query and List Cash Transfer

Cash Query Transfer Details

PRIVILEGE
TYPE TYPE

System n/a
System n/a
System n/a
System n/a
System n/a
System n/a
System n/a
System n/a

Copy of the General Ledger
for the relevant system entity
(for CB); only A2A.

Reservations defined on cash
accounts within own System
Entity (for CB) or owned by
own or co-managed Party
(for Payment Bank)

Reservations defined on cash
accounts within own System
Entity (for CB) or owned by
own Party (for Payment
Bank); only A2A

All payment orders on cash
accounts within own System
Entity (for CB)

Reservations defined on cash
accounts within own System
Entity (for CB) or owned by
own or co-managed Party
(for Payment Bank)

Reservations defined on cash
accounts within own System
Entity (for CB); only U2A

All cash transfer orders on
cash accounts within own
System Entity (for CB) or
owned by own or co-
managed Party (for CLM
account holder or CLM CB
account holder); only U2A

All cash transfer orders on
cash accounts within own
System Entity (for CB) or
owned by own or co-
managed Party (for CLM
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PRIVILEGE

USER FUNCTION

PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

CLM Query Available
Liquidity

CLM Query File

CLM Query Message

CLM Query Message
Detail

CLM Query Task queue

CLM Query Task
Queue Detail

CLM Revoke Payment
Order

CLM Query Credit Line
List
All rights reserved.

Query and Display Available
Liquidity (Screen Cash
Account Liquidity and
Dashboard Liquidity

Overview)

Query and List Files, Details
of File

CLM Query and List Message

CLM Query Message Detail

CLM Query and List Task

queue

Query Task Queue Detail

CLM Revoke Payment Order

CLM Query and Display
Credit Line List

TYPE

System

System

System

System

System

System

System

System

TYPE

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

account holder or CLM CB
account holder)

Parties within own System
Entity (for CB), own or co-
managed Party (for Payment
Bank) or Leader of account
monitoring group including
the relevant account

All files for own System
Entity (for CB) or for owned
or co-managed Party (for
CLM account holder or CB
account holder).

All messages for own System
Entity (for CB) or for owned
or co-managed Party (for
CLM account holder or CB

account holder)

All messages for own System
Entity (for CB) or for owned
or co-managed Party (for
CLM account holder or CB
account holder); only U2A

All tasks for own System
Entity (for CB) or for owned
or co-managed Party (for
CLM account holder or CB
account holder); only U2A

All tasks for own System
Entity (for CB) or for owned
or co-managed Party (for
CLM account holder or CB
account holder); only U2A

All payments on cash
accounts within own System
Entity (for CB)

Cash accounts within own

System Entity (for CB); only
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UROSYSTEME .

PRIVILEGE

USER FUNCTION PRIVILEGE OBJECT

TYPE TYPE

DEFAULT DATA SCOPE

CLM Initiate Credit
Line update

CLM Send Direct Debit
(except connected
payment)

CLM Initiate Financial
Institution Credit
Transfer (except

connected payment)

CLM Initiate Connected
payment

CLM Initiate
Immediate Liquidity

Transfer

CLM Initiate Marginal
Lending on request

CLM Initiate Overnight
Deposit

CLM Initiate Overnight

Deposit reversal

CLM Query System

Time

CLM Agree/Disagree
Cash Transfers

All rights reserved.

CLM Initiate Credit Line
update

CLM Send Direct Debit
(except connected payment)

CLM Initiate Financial
Institution Credit Transfer

(except connected)

CLM Initiate Connected
payment

CLM Initiate Immediate
Liquidity Transfer

CLM Initiate Marginal
Lending on request

CLM Initiate Overnight
Deposit

CLM Initiate Overnight

Deposit reversal

CLM Query System Time

CLM Agree/Disagree
earmarked Cash Transfers

System

System

System

System

System

System

System

System

System

System

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

U2A

Cash accounts within own
System Entity (for CB)

Cash accounts within own
System Entity (for CB) only
A2A

Cash accounts within own
System Entity (for CB)

Cash accounts within own
System Entity (for CB)

Cash accounts within own
System Entity (for CB) or
owned by own or co-
managed Party (for CLM
account holder or CB account
holder)

Cash accounts within own
System Entity (for CB)

Cash accounts within own
System Entity (for CB) or
owned by own or co-
managed Party (for CLM
account holder)

Cash accounts within own
System Entity (for CB) or
owned by own or co-
managed Party (for CLM
account holder)

Current time of the system;
only A2A

All cash transfers on Cash
Accounts within own System
Entity (for CB); only U2A
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URDSYSTEME EUROSYSTEM

PRIVILEGE

USER FUNCTION PRIVILEGE

TYPE

OBJECT
TYPE

DEFAULT DATA SCOPE

CLM Query Business
Case

CLM Query Standing
Facilities

CLM Query Minimum

Reserve

CLM Query and List
Minimum Reserve

Requirement

CLM Modify Minimum

Reserve Requirement

CLM Query and List
Minimum Reserve

Fulfilment

CLM Modify Minimum

Reserve Fulfilment

CLM Query of
Minimum Reserve

Infringements

CLM Administrate
Minimum Reserve
Penalty

All rights reserved.

CLM Query Business Case,
List of Business Cases

Query, display Standing
facilities

CLM Query, display minimum
reserve, Running Average,

Adjustment Balance etc.

CLM Query . Listminimum

reserve Requirement

CLM Modify minimum reserve

Requirement

CLM Query and List Minimum
Reserve Fulfilment

CLM Modify Minimum

Reserve Fulfilment

CLM Query and list minimum

reserve infringements

CLM Administrate Minimum
Reserve Penalty

System

System

System

System

System

System

System

System

System

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

All cash transfers on Cash
Accounts within own System
Entity (for CB); only U2A

All cash transfers on Cash
Accounts within own System
Entity (for CB), own Cash
Account (Payment Bank) co-
managed Cash Account or
Cash Account within own
Account Monitoring Group
(for Payment Bank) when
querying user belongs to the

Group leader

Data within own System
Entity (for CB) or own MFI
(for Payment Bank)

Cash Accounts within own
System Entity (for CB).

Cash Accounts within own
System Entity (for CB).

Cash Accounts within own
System Entity (for CB); only
U2A

Cash Accounts within own
System Entity (for CB).

Cash Accounts within own
System Entity (for CB).; only
U2A

Cash Accounts within own
System Entity (for CB): only
U2A
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PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE
TYPE
CLM Query local party  CLM Query, list party System Local Party Reference data
reference data reference data within own System Entity

(for CB) or belonging to own

Cash Accounts, co-managed
Cash Accounts or Cash
Accounts within own Account
Monitoring Group (for
Payment Bank); only U2A

CLM Query local party  CLM Query, list cash account  System n/a Local Cash Account
cash account reference reference data Reference data within own
data System Entity (for CB) or

belonging to own Cash
Accounts, co-managed Cash
Accounts or Cash Accounts
within own Account
Monitoring Group (for
Payment Bank); only U2A

CLM Query BIC data CLM Query Local BIC data System n/a visible for all parties; only
U2A
CLM Query local CLM Query, list of local System n/a Reference data within own
reference data by MFI  reference data by MFI System Entity (for CB); only
U2A
CLM Query broadcast CLM Query, list and display System n/a All broadcasts for Parties
details of broadcast within own System Entity

(for CB) or own Party (for
Ancillary System/Payment
Bank); only U2A

CLM New broadcast CLM Create a new broadcast  System n/a Cash Accounts within own
System Entity (for CB) and
Operator; only U2A

CLM Query Monitoring  Query, list and display details System n/a Cash Accounts within own
Screens “Display of the CB monitoring screens System Entity (for CB); only
Liquidity on CB Level”  “Display Liquidity on CB U2A

Level”
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EUROSYSTEM

target

UROSYSTEME

PRIVILEGE

USER FUNCTION OBJECT DEFAULT DATA SCOPE

CLM Query Monitoring
Screen “List of Sum of
Cash Transfers per
Account Holder”

CLM Query Monitoring
Screens “Available

Liquidity by Party” and
“Available Liquidity by

Account”

CLM Query Monitoring
Screen “Reservations
and dedicated
Liquidity”

CLM Query Monitoring
Screens "List of
Available Liquidity on
Banking Group Level”
and “List of Detailed
Available Liquidity on

Banking Group Level”

CLM Query Monitoring
Screen “Status
Overview for Cash

Transfers”

CLM Query Monitoring
Screen “Warehoused

Cash Transfers”

CLM Query Monitoring
Screen “Standing
Facilities per Account
Holder”

CLM Query Monitoring
Screen “Minimum
Reserve Information

per Account Holder”

All rights reserved.

Query, list and display of CB
monitoring Screen “Cash
Transfer Order Totals by
Party/Account Holder”

Query, list and display of CB
monitoring Screens
“Available Liquidity by Party ”
and “Available Liquidity by

Account”

Query, list and display of CB
monitoring Screen
“Reservations and Seizure of
Funds”

Query, list and display of CB
monitoring Screens “List of
Available Liquidity on
Banking Group Level”, List of
Detailed Available Liquidity
on Banking Group Level” and
“Query Dashboard Liquidity

Overview"”

Query, list and display of CB
monitoring Screen “Status

Overview on Cash Transfers”

Query, list and display of CB
monitoring Screen
“Warehoused Cash

Transfers”

Query, list and display of CB
monitoring Screen “Standing
Facilities per Account Holder”

Query, list and display of CB
monitoring Screen “Minimum
Reserve Information per

Account Holder”

PRIVILEGE
TYPE TYPE

System n/a
System n/a
System n/a
System n/a
System n/a
System n/a
System n/a
System n/a

Cash Accounts within own
System Entity (for CB),
Operator; only U2A

Cash Accounts within own
System Entity (for CB),
Operator; only U2A

Cash Accounts within own
System Entity (for CB),
Operator; only U2A

Cash Accounts within own
System Entity (for CB),
Operator; only U2A

Cash Accounts within own
System Entity (for CB),
Operator; only U2A

Cash Accounts within own
System Entity (for CB),
Operator; only U2A

Cash Accounts within own
System Entity (for CB),
Operator; only U2A

Cash Accounts within own
System Entity (for CB),
Operator; only U2A
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EUROSYSTEM

target

services
UROSYSTEME .

PRIVILEGE

USER FUNCTION OBJECT DEFAULT DATA SCOPE

CLM Query Monitoring
Screens Crisis Situation

CLM Upload File U2A in
contingency situation

CLM Activate
Monitoring Screen for
Crisis Situation

CLM Display System

Parameter

CLM Modify System

Parameter

CLM Upload General
Ledger File from other

Services

CLM Repeat Sending

CLM Simulate Receipt
from other Services

CLM Manual Reversal
Booking other Services

CLM Initiate Marginal
Lending on Request
Reversal

CLM Skip coordinate
General Ledger
processing with other

Services

All rights reserved.

Query, list and display details
of the CB monitoring screens

european wide

CLM Upload File U2A in
contingency situation

Activation of crisis situation
in screens “Display Liquidity
on CB Level” or "“List of
Available Liquidity on

Banking group Level”

CLM Display System

Parameter

CLM Change System

Parameter

Upload General Ledger File
from other Services

Repeat Sending for internal
messages to RTGS, T2S and
TIPS

Simulate Receipt related to
business cases from other

Services

Manual Reversal Booking
related to messages from

other Services

CLM Initiate Marginal
Lending on Request Reversal

CLM Skip coordinate General
Ledger processing with other
Services (for EoD)

PRIVILEGE
TYPE TYPE

System n/a
System n/a
System n/a
System n/a
System n/a
System n/a
System n/a
System n/a
System n/a
System n/a
System n/a

Cash Accounts within own
System Entity (for CB); only
U2A

Cash Accounts within own
System Entity (for CB); only
U2A

Operator only; only U2A

All CB user for a specific
currency: Operator for all

currencies; only U2A

Operator only; only U2A

Operator only; only U2A

TAH user for a specific
currency; Operator for all

currencies; only U2A;

TAH user for a specific
currency; Operator for all

currencies; only U2A;

TAH user for a specific
currency; Operator for all

currencies; only U2A;

Operator only; only U2A

Operator only; only U2A
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URDSYSTEME EUROSYSTEM

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE
TYPE TYPE
CLM Download CLM Download Migration System n/a Unmapped TARGET2
Migration Information Information accounts within own System

Entity (for CB); only relevant
for migration; only U2A

CLM Skip CRDM Data CLM Skip CRDM Data System n/a Operator only; only U2A
Loading Loading
CLM Administrate CLM Administrate Migration System n/a Operator only; only U2A

Migration Information Information (upload of
migration data provided by
CBs; start the migration of

CSLD go-live
CLM Query/List Events  CLM Query/List Events System n/a All party user for a specific
currency.
CLM Start GL Start GL calculation after System n/a Operator only
calculation after contingency recovery

contingency recovery
TABLE 17 — RTGS FUNCTIONS

These privileges are related to user functions within RTGS. As such, they are only used for RTGS-specific
business. These privileges will be defined separately from the CLM privileges carrying the same name.
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URDSYSTEME EUROSYSTEM

PRIVILEGE

USER FUNCTION

PRIVILEGE
TYPE

OBJECT
TYPE

DEFAULT DATA SCOPE

RTGS Query Account
Balance

RTGS Query Account
Statement

RTGS Download
Statement of Account

RTGS Ancillary System
Procedure C —
Start/End of Cycle
(ReturnGeneralBusiness

Information)

RTGS Ancillary System
Procedure C —
Start/End of Procedure
(ReturnGeneralBusiness

Information)

RTGS Query Current

Limits

RTGS Query Current

Reservations

All rights reserved.

RTGS Query Account Balance System
in screens “Query/Display

RTGS Cash Account

Liquidity” and “Display RTGS
Sub-Account Liquidity”

RTGS Account Statement System

RTGS Download Statement
of Account

System

RTGS Ancillary System
Procedure C — Start/End of
Cycle

System

(ReturnGeneralBusinessInfor

mation)

RTGS AS Procedure C —
Start/End of Procedure

(ReturnGeneralBusinessInfor

System

mation)

Query, List Current Limits System

Query and List Current System

Reservations

n/a

n/a

n/a

n/a

n/a

n/a

n/a

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
Payment Bank and
Ancillary System)

Reports relevant for
requesting party (as set up
in CRDM Report

configuration).

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
Payment Bank); only U2A

For Ancillary Systems for
their own cycles and CBs
related to AS within their
own community (only
relevant for settlement

procedure C).

For Ancillary Systems for
their own procedures and
CBs related to AS within
their own community (only
relevant for settlement

procedure C).

Limits defined on RTGS
Dedicated Cash Accounts
within own System Entity
(for CB) or owned by own
Party (for RTGS account
holder)

Reservations defined on
cash accounts within own
System Entity (for CB) or
owned by own Party (for
Payment Bank)
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target

services

UROSYSTEME

PRIVILEGE

USER FUNCTION

OBJECT DEFAULT DATA SCOPE

RTGS Delete Current
Limit

RTGS Delete Current
Reservation

RTGS Invoke
Guarantee Processing

RTGS Liquidity
Adjustment (Ancillary
System Settlement

Procedure D)

RTGS Modify Cash
Transfer Order

RTGS Modify Current

Reservation

All rights reserved.

Delete Current Limit

Delete Current Reservation

RTGS Invoke Guarantee
Processing

RTGS Liquidity Adjustment
(Ancillary System Settlement

Procedure D)

RTGS Modify Cash Transfer
Order

RTGS Modify Current

Reservation

PRIVILEGE
TYPE TYPE

System n/a
System n/a
System n/a
System n/a
System n/a
System n/a

Limits defined on RTGS
Dedicated Cash Accounts
within own System Entity
(for CB) or owned by own
Party (for RTGS account
holder); only A2A

Reservations defined on

cash accounts within own
System Entity (for CB) or
owned by own Party (for
Payment Bank); only A2A

Cash accounts within own
System Entity (for CB) or
owned by Ancillary System
or owned by own Party
(for RTGS account holder);
only A2A

Cash accounts within own
System Entity (for CB) or
owned by AS Settlement
Bank; only A2A

All cash Transfer Orders on
cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder or CB
account holder)

Reservations defined on
cash accounts within own
System Entity (for CB) or
owned by own Party (for
Payment Bank)
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target

services

DEFAULT DATA SCOPE

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT
TYPE TYPE
RTGS Query Cash Query and List RTGS Cash System n/a
Transfer Transfer Order
RTGS Query Cash RTGS Query Transfer Detail System n/a

Transfer Detail

All rights reserved.

All cash transfers on cash
accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS/CB account holder
and RTGS account holder)

Ancillary System can only
query AS Transfer Orders
sent by themselves or sent
by CB on behalf but
Ancillary System (or their
CB on behalf) can
additionally query AS
Transfer Orders from
batches when the Ancillary
System is connected to the
batch as Counterpart-AS in
case of Cross-AS-Business.

All cash transfer orders on
cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS CB account holder
and RTGS account holder);

Ancillary System can only
query AS Transfer Orders
sent by themselves or sent
by CB on behalf but
Ancillary System (or their
CB on behalf) can
additionally query AS
Transfer Orders from
batches when the Ancillary
System is connected to the
batch as Counterpart-AS in
case of Cross-AS-Business;
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URDSYSTEME EUROSYSTEM

target

services

DEFAULT DATA SCOPE

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT
TYPE TYPE
RTGS Query File Query and List RTGS Files System n/a
RTGS Query Message Query and List RTGS System n/a
Message
RTGS Query Message RTGS Query Message Detail System n/a

Detail

All rights reserved.

All files for own System
Entity (for CB) or for
owned Party (for RTGS
account holder or CB
account holder or Ancillary
System); only U2A

All messages for own
System Entity (for CB) or
for owned Party (for RTGS
account holder or CB
account holder or Ancillary
System); Ancillary System
(or their CB on behalf)
connected as Counterpart-
AS in case of Cross-AS-
Business can query
pain.998 ASTI sent and
pain.998 ASTN received of
the Initiating AS party as
well; only U2A.

All messages for own
System Entity (for CB) or
for owned Party (for RTGS
account holder, CB account
holder or Ancillary
Systems) ); Ancillary
System (or their CB on
behalf) connected as
Counterpart-AS in case of
Cross-AS-Business can
query pain.998 ASTI sent
and pain.998 ASTN
received of the Initiating
AS party as well; only U2A
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target
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PRIVILEGE

USER FUNCTION OBJECT DEFAULT DATA SCOPE

RTGS Query Task
Queue

RTGS Query Task
Queue Detail

RTGS Revoke payment
Order

RTGS Revoke or Recall

Cash Transfer

RTGS Send Respond
Recall Request as
Counterparty

RTGS Send Customer
credit transfers(except

mandated payments)

All rights reserved.

Query and List RTGS task

queue

RTGS Query Task Queue
Detail

RTGS Revoke payment Order

RTGS Revoke cash transfer

RTGS Send Respond Recall
Request as Counterparty

RTGS Initiate Customer
payment (except mandated)

PRIVILEGE
TYPE TYPE

System n/a
System n/a
System n/a
System n/a
System n/a
System n/a

All tasks for own System
Entity (for CB) or for
owned Party (for RTGS
account holder, CB account
holder or Ancillary
Systems); only U2A

All tasks for own System
Entity (for CB) or for
owned Party (for RTGS
account holder, CB account
holder or Ancillary
Systems); only U2A

All payments on cash
accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder or CB
account holder); only U2A

All cash transfers on cash
accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder or CB
account holder); only A2A

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder);
only A2A

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder). only
A2A
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PRIVILEGE

PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

RTGS Send Direct Debit

RTGS Send Financial
Institution Credit
Transfer (except
mandated payments)

RTGS Enter Customer
Credit Transfer

RTGS Enter Exceptional
Customer Credit
Transfer

All rights reserved.

TYPE

USER FUNCTION
RTGS Send Direct Debit System
payment
RTGS Send Financial System

Institution Credit Transfer
(except mandated payment)

RTGS Enter Customer Credit  System
Transfer (except mandated
payment)

RTGS Enter Exceptional System
Customer Credit Transfer

n/a

n/a

n/a

n/a

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder or CB
account holder); only A2A

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder or CB
account holder or Ancillary
System); only A2A

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder);
only U2A

This privilege cannot be
combined with the
privilege "RTGS Enter
Exceptional Customer
Credit Transfer”

Cash accounts within own
System Entity (for CB),
own Cash Accounts (for
Payment Bank)

This privilege cannot be
combined with the U2A
privilege for Enter
Customer Credit Transfer,
only U2A
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target

services
UROSYSTEME

PRIVILEGE

USER FUNCTION OBJECT DEFAULT DATA SCOPE

RTGS Enter Financial
Institution Credit
Transfer (except
mandated payments)

RTGS Enter Exceptional
Financial Institution

Credit Transfer

RTGS Initiate
immediate Liquidity
Transfer

RTGS Initiate
immediate liquidity
transfer to/from sub-

account

RTGS Send Settlement
Bank Transfer Initiation

RTGS Send mandated
payment

All rights reserved.

RTGS Enter Financial
Institution Credit Transfer
(except mandated)

RTGS Enter Exceptional
Financial Institution Credit

Transfer

RTGS Initiate immediate
Liquidity Transfer

RTGS Initiate immediate
liquidity transfer to/from

sub-account

RTGS Initiate SBTI

RTGS Initiate mandated
payment

PRIVILEGE
TYPE TYPE

System n/a
System n/a
System n/a
System n/a
System n/a
System n/a

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder or CB
account holder or Ancillary
System); only U2A

This privilege cannot be
combined with the U2A
privilege ‘RTGS Enter
Exceptional Financial

Institution Credit Transfer’.

Cash accounts within own
System Entity (for CB),
own Cash accounts (for

Payment Bank)

This privilege cannot be
combined with the U2A
privilege for Enter Financial
Institution Credit Transfer;
only U2A

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder or CB
account holder)

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder or CB
Account Holder)

Cash accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder);
only A2A

Cash accounts within own
System Entity (for CB)
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PRIVILEGE

DEFAULT DATA SCOPE

RTGS Send new AS
Transfer Initiation

RTGS Initiate Payment
Return

RTGS Query System

Time

RTGS Modify Current
Limit

RTGS Agree/Disagree
Cash Transfers

RTGS Query Business
Case

All rights reserved.

USER FUNCTION PRIVILEGE OBIJECT
TYPE TYPE

RTGS Send new AS Transfer  System n/a
Initiation

Initiate Payment Return System n/a
RTGS Query System Time System n/a
RTGS Modify Current Limit System n/a
RTGS Agree/Disagree AS System n/a

Batches on Procedure A and
B with Group Status
“Stopped due to Blocking”

RTGS Agree/Disagree

earmarked Cash Transfers

RTGS Query Business Case, System n/a
List Business Case,

Ancillary system for their
Settlement Bank Account
Group or CB (when AS
belongs to their
community); only A2A

All payments on cash
accounts within own
System Entity (for CB) or
owned by own Party (for
RTGS account holder or CB

account holder)

Current time of the

system; only A2A

Limits defined on RTGS
Dedicated Cash Accounts
within own System Entity
(for CB) or owned by own
Party (for RTGS account
holder)

AS Batches of Procedure A
and Procedure B with
Group Status “Stopped due
to blocking” within own
System Entity (for CB);
only U2A;

All cash transfers on Cash
Accounts within own
System Entity (for CB);
only U2A

All cash transfers on Cash
Accounts within own
System Entity (for CB);
only U2A
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target

services

DEFAULT DATA SCOPE

PRIVILEGE USER FUNCTION PRIVILEGE OBJECT
TYPE TYPE
RTGS Query AS Query, list and display details System n/a
Batches of AS batches
RTGS Query AS Batch Display AS Batch Processing  System n/a
Processing Log Log
RTGS Modify End of Modify End of Settlement System n/a

Settlement period of AS  Period of AS batch
Batch

All rights reserved.

Ancillary System Parties
within own System Entity
(for CB) or own Party (for
Ancillary System); Ancillary
System parties (or their CB
on behalf) connected to
the batch as Counterpart-
AS in case of Cross-AS-
Business can query the

batch information as well;

Batch processing
information of Ancillary
System Parties within own
System Entity (for CB);
batch processing
information of own Party
(for Ancillary System);
Ancillary system (or their
CB on behalf) can query as
well the batch processing
information of other AS
Initiating Party when it is
connected to the batch as
Counterpart-AS in case of
Cross-AS-Business; Batch
processing information of
Ancillary System Parties
when own Party is either
debited or credited on own
RTGS cash accounts by the
batch instructions (for AS
Settlement Banks). only
U2A.

Ancillary System Parties
and Cash Accounts within
own System Entity (for CB)
or own Party (for Ancillary
System)
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target

services

UROSYSTEME

PRIVILEGE

USER FUNCTION OBJECT DEFAULT DATA SCOPE

RTGS Revoke AS Batch

RTGS Query of AS

procedures and cycles

RTGS Query broadcast

RTGS New broadcast

RTGS Query local

reference data

All rights reserved.

Revoke AS Batch

Query and list of AS

Procedure and Cycles

RTGS Query, list and display
details of broadcast

RTGS create a new
broadcast

RTGS Query, list party
reference data, cash account
reference data and RTGS
directory

PRIVILEGE

TYPE TYPE
System n/a
System n/a
System n/a
System n/a
System n/a

Ancillary System Parties
within own System Entity
(for CB) or own Party (for
Ancillary System); Ancillary
System Parties (or their CB
on behalf) connected to
the batch as Counterpart-
AS in case of Cross-AS-
Business can query the

batch information as well;

Ancillary System Parties
and Cash Accounts within
own System Entity (for CB)
or own Party (for Ancillary

System)

All broadcasts for Parties

within own System Entity
(for CB) or own Party (for
Ancillary System/Payment
Bank); only U2A

Cash Accounts within own
System Entity (for CB) and
Operator; only U2A

Reference data within own
System Entity (for CB) or
belonging to own Cash
Accounts (payment Bank
or Ancillary System) or
Cash Accounts within own
Account Monitoring Group
(for Payment Bank) or
Cash Accounts within own
Settlement Bank Account
Group (for Ancillary System
or their CB on behalf); only
U2A
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target

services

PRIVILEGE

USER FUNCTION

PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

RTGS Query Local Party RTGS Query, List Cash

Cash Account
Reference Data

RTGS Query BIC Data

RTGS Query and List
allowed and used

amount Direct Debit

RTGS Upload Files in
U2A

RTGS
Activate/Deactivate
Exceptional Credit
Transfer Functionality

RTGS
Activate/Deactivate
Value Date Check

All rights reserved.

Account Reference Data

RTGS Query and List Local
Directory Data

Query and List allowed and

used amount Direct Debit

RTGS Upload Files in U2A

RTGS Activate/Deactivate
Exceptional Credit Transfer
Functionality

RTGS Activate/deactivate
value date check

TYPE

System

System

System

System

System

System

n/a

n/a

n/a

n/a

n/a

n/a

Local Cash Account
Reference data within own
System Entity (for CB) or
belonging to own Cash
Accounts (Payment Bank
or Ancillary System) or
Cash Accounts within own
Account Monitoring Group
(for Payment Bank) or
Cash Accounts within own
Settlement Bank Account
Group (for Ancillary System
or their CB on behalf); only
U2A

Local Reference Data
(Financial Institution Name
and BIC from the BIC
Data); only U2A

Local Cash Account
Reference data within own
System Entity (for CB) or
belonging to own Cash
Accounts or Cash Accounts
within own Account
Monitoring Group (for
Payment Bank); only U2A

CBs for all A2A messages
they are entitled to send;
only U2A

RTGS Accounts Holder
within own System Entity
(for CB)

Cash Accounts within own
System Entity (for CB);
only U2A
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EUROSYSTEM

target

UROSYSTEME

PRIVILEGE

USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE

RTGS Query Sum of RTGS Query Monitoring System Cash Accounts within own
Cash Transfers Screen “Query/List of Cash System Entity (for CB);

Transfer Order Totals by only U2A

Party” and “List of Cash

Transfer Order Totals by

Account”
RTGS Query Monitoring RTGS Query Monitoring System n/a Cash Accounts within own
Screen “Available Screens “Query/List of RTGS System Entity (for CB);
Liquidity per Account Liquidity by Party”, “List of only U2A
Holder” RTGS Liquidity by Account

Holder”
RTGS Query Monitoring RTGS Query Monitoring System n/a Cash Accounts within own
Screen “Reservations Screen “List of Reservations System Entity (for CB);
and Dedicated and Dedicated Liquidity” only U2A
Liquidity”
RTGS Query Monitoring RTGS Query Monitoring System n/a Cash Accounts within own
Screen “Status Screens “List of Cash System Entity (for CB);
Overview for Cash Transfer Orders by Status” only U2A
Transfers” and “List of Cash Transfer

Orders Subtotals by Status”
RTGS Query Monitoring RTGS Query Monitoring System n/a Cash Accounts within own
Screen “Warehoused Screen “Ware-housed Cash System Entity (for CB);
Cash Transfers” Transfers” only U2A
RTGS Query Monitoring RTGS Query Monitoring System n/a Cash Accounts within own
Screen “Pending Screens “Query/List of System Entity (for CB);
Payment by Priority” Queued Cash Transfer only U2A

Orders by Priority”
RTGS Query Monitoring RTGS Query Monitoring System n/a Cash Accounts within own
Screen “Status Screen “Status Overview for System Entity (for CB);
Overview for AS AS Batches” only U2A
Batches”
RTGS Query/List RTGS Query Monitoring System n/a Operator only; only U2A

Screen “Algorithm
result” and RTGS
Display Algorithm

Parameter

All rights reserved.

Screen “Algorithm result”

and RTGS Display Algorithm

Parameter

Page 70



ﬁi BANCA D'ITALIA  BANCODEESPANA
Ve EUROSISTEMA Eurosistema

BANQUE DE FRANCE DEUTSCHE
BUNDESBAN

URDSYSTEME EUROSYSTEM

K

Common Reference Data Management
User Detailed Functional Specifications

target

services

PRIVILEGE

USER FUNCTION

PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

RTGS Query/List
System Parameter

RTGS Modify System

Parameter

RTGS Simulate Receipt

from other services

RTGS Repeat Sending

RTGS Manual Reversal
Booking other Services

RTGS Query/List Events

RTGS AS Query
“Liquidity of sub-
account/guarantee/tech

nical account”

Send New Settlement
Instruction/Settlement
Restriction on Securities
either on a Securities
Account or on Behalf of an
external CSD

Send New Settlement
Instruction/Settlement
Restriction on Securities
either on a Securities
Account or on Behalf of an
external CSD

All rights reserved.

RTGS Query/List System
Parameter

RTGS Modify System

Parameter

RTGS Simulate Receipt
related to business cases

from other services

RTGS Repeat Sending for
internal messages to CLM,
T2S and TIPS

RTGS Manual Reversal
Booking related to messages

from other Services

RTGS Query/List Events

RTGS AS Query “Liquidity of
su-
account/guarantee/technical

account”

TYPE

System

System

System

System

System

System

System

TYPE

n/a

n/a

n/a

n/a

n/a

n/a

n/a

TABLE 18 — T2S SETTLEMENT INSTRUCTION MANAGEMENT

USER FUNCTION

SecuritiesSettlementTran

sactionInstruction

IntraPositionMovementIn

struction

PRIVILEG
E TYPE

Object

Object

OBJECT
TYPE

Party

Securities

Account

Securities
Account

All party users for a
specific currency.

Operator only; only U2A

TAH user for a specific
currency; Operator for all
currencies; only U2A;

TAH user for a specific
currency; Operator for all
currencies; only U2A

TAH user for a specific
currency; Operator for all

currencies; only U2A

All party user for a specific
currency.

Sub-accounts, guarantee
account and technical
account within Settlement
Bank Group of AS and AS
within own System Entity
(for CB).

DEFAULT DATA SCOPE

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)
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target

PRIVILEGE

USER FUNCTION

PRIVILEG

OBJECT

DEFAULT DATA SCOPE

Send new instruction using

a specific Instructing Party

Send new instruction using
a specific Instructing Party

Send new instruction using

a specific Instructing Party

Send new instruction using

a specific Instructing Party

Send new instruction using

a specific Instructing Party

Send new instruction using

a specific Instructing Party

Send new instruction using

a specific Instructing Party

Unblock CoSD Securities
Blocking related to

cancelled CoSD Settlement
All rights reserved.

SecuritiesSettlementTran

sactionInstruction

IntraPositionMovementIn

struction

SecuritiesSettlementCond

itionsModificationRequest

SecuritiesTransactionCan

cellationRequest

IntraBalanceMovementIn

struction

IntraBalanceMovementM

odificationRequest

IntraBalanceMovementCa
ncellationRequest

IntraPositionMovementIn

struction

E TYPE

Object

Object

Object

Object

Object

Object

Object

Object

TYPE

Party

Party

Party

Party

Party

Party

Party

Party

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All instructions on T2S
Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)

All instructions on T2S
Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)

All instructions on T2S
Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)

All Settlement Instructions on
Securities Accounts within own

System Entity (for CSD) or
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target

PRIVILEGE

USER FUNCTION

PRIVILEG

OBJECT

DEFAULT DATA SCOPE

Instructions on Behalf of
the relevant CSD in T2S

Send Settlement
Instruction with non-

modifiable flag activated

Link to an Instruction /
Pool Reference belonging
to a specific Party

Link to an Instruction /
Pool Reference belonging

to a specific Party

Link to an Instruction /
Pool Reference belonging
to a specific Party

Use ISO Transaction Code
AUTO (Auto-
Collateralisation)

Use ISO Transaction Code
BYIY (BuyIn)

Use ISO Transaction Code
BSBK (Buy Sell Back)

Use ISO Transaction Code
CLAI (Market Claim)

Use ISO Transaction Code
CNCB (Central Bank
Collateral Operation)

Use ISO Transaction Code
COLI (Collateral In)

Use ISO Transaction Code
COLO (Collateral Out)

Use ISO Transaction Code
CONYV (Depository Receipt
Conversion)

All rights reserved.

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

IntraPositionMovementIn

struction

SecuritiesSettlementCond

itionsModificationRequest

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran
sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

E TYPE

System

Object

Object

Object

System

System

System

System

System

System

System

System

TYPE

n/a

Party

Party

Party

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions

sent

Parties within own System
Entity (for CSD) or own Party
(for CSD Participant/External
CSD)

Parties within own System
Entity (for CSD) or own Party
(for CSD Participant/External
CSD)

Parties within own System
Entity (for CSD) or own Party
(for CSD Participant/External
CSD)

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions
sent

All Settlement Instructions

sent

All Settlement Instructions

sent
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target

PRIVILEGE

USER FUNCTION

PRIVILEG

OBJECT

DEFAULT DATA SCOPE

Use ISO Transaction Code
CORP (Corporate Action)

Use ISO Transaction Code
ETFT

Use ISO Transaction Code
FCTA (Factor Update)

Use ISO Transaction Code
INSP (Move Of Stock)

Use ISO Transaction Code
ISSU (Issuance)

Use ISO Transaction Code
MKDW (Mark Down)

Use ISO Transaction Code
MKUP (Mark Up)

Use ISO Transaction Code
NETT (Netting)

Use ISO Transaction Code
NSYN (Non Syndicated)

Use ISO Transaction Code
OWNE (External Account

Transfer)

Use ISO Transaction Code
OWNI (Internal Account
Transfer)

Use ISO Transaction Code
PAIR (Pair Off)

Use ISO Transaction Code
PLAC (Placement)

Use ISO Transaction Code
PORT (Portfolio Move)

Use ISO Transaction Code
REAL (Realignment)

Use ISO Transaction Code
REBL (Rebalancing)

All rights reserved.

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran
sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran
sactionInstruction

SecuritiesSettlementTran
sactionInstruction

SecuritiesSettlementTran
sactionInstruction

E TYPE

System

System

System

System

System

System

System

System

System

System

System

System

System

System

System

System

TYPE

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

All Settlement Instructions
sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions
sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions
sent

All Settlement Instructions
sent

All Settlement Instructions
sent
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target

PRIVILEGE

USER FUNCTION

PRIVILEG

OBJECT

DEFAULT DATA SCOPE

Use ISO Transaction Code
REDI (Withdrawal)

Use ISO Transaction Code
REDM (Redemption)

Use ISO Transaction Code
RELE (Depository Receipt
Release Cancellation)

Use ISO Transaction Code
REPU (Repo)

Use ISO Transaction Code
RODE (Return Delivery
Without Matching)

Use ISO Transaction Code
RVPO (Reverse
Repurchase Agreement)

Use ISO Transaction Code
SBBK (Sell Buy Back)

Use ISO Transaction Code
SBRE (Borrowing
Reallocation)

Use ISO Transaction Code
SECB (Securities

Borrowing)

Use ISO Transaction Code
SECL (Securities Lending)

Use ISO Transaction Code
SLRE (Lending
Reallocation)

Use ISO Transaction Code
SUBS (Subscription)

Use ISO Transaction Code
SWIF (Switch From)

Use ISO Transaction Code
SWIT (Switch To)

All rights reserved.

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran
sactionInstruction

SecuritiesSettlementTran

sactionInstruction

E TYPE

System

System

System

System

System

System

System

System

System

System

System

System

System

System

TYPE

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

All Settlement Instructions
sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions
sent

All Settlement Instructions
sent

All Settlement Instructions

sent
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ta r*get

PRIVILEGE

USER FUNCTION

PRIVILEG

OBJECT

DEFAULT DATA SCOPE

Use ISO Transaction Code
SYND (Syndicate
Underwriters)

Use ISO Transaction Code
TBAC (TBA Closing)

Use ISO Transaction Code
TRAD (Trade)

Use ISO Transaction Code
TRPO (Triparty Repo)

Use ISO Transaction Code
TRVO (Triparty Reverse
Repo)

Use ISO Transaction Code

TURN (Turnaround)

Party Hold Settlement
Instruction on a Securities
Account or on Behalf of an
external CSD

Party Hold Settlement
Instruction on a Securities
Account or on Behalf of an
external CSD

CSD Hold Settlement
Instruction either on a
Securities Account or on
Behalf of the CSD in T2S

CSD Hold Settlement
Instruction either on a
Securities Account or on
Behalf of the CSD in T2S

Release Party Hold
Settlement Instruction on

All rights reserved.

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran
sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementCond
itionsModificationRequest

SecuritiesSettlementTran

sactionInstruction

SecuritiesSettlementCond
itionsModificationRequest

SecuritiesSettlementCond
itionsModificationRequest

E TYPE

System

System

System

System

System

System

Object

Object

Object

Object

Object

TYPE

n/a

n/a

n/a

n/a

n/a

n/a

Securities

Account

Party

Securities

Account

Party

Securities

Account

Party

Securities
Account

Party

Securities
Account

All Settlement Instructions
sent

All Settlement Instructions
sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions

sent

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own

System Entity (for CSD) or
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target

PRIVILEGE

USER FUNCTION

PRIVILEG

OBJECT

DEFAULT DATA SCOPE

a Securities Account or on
Behalf of an external CSD

Release CSD Hold
Settlement Instruction
either on a Securities
Account or on Behalf of
the CSD in T2S

Release CSD Validation
Hold Settlement
Instruction either on a
Securities Account or on
Behalf of the CSD in T2S

Release CoSD Hold
Settlement Instruction on
Behalf of an Administering
Party

Amend Process Indicator
of a Settlement
Instruction/ Settlement
Restriction on Securities
either on a Securities
Accountr or on Behalf of
the CSD in T2S or on
Behalf of an external CSD

Cancel Settlement
Instruction / Settlement
Restriction on Securities
either on a Securities
Account or on Behalf of
the CSD in T2S, on Behalf
on external CSD or on
Behalf of an Administering
Party

Amend Process Indicator
of a non-modifiable
Settlement Instruction on
behalf of the Instructing

All rights reserved.

SecuritiesSettlementCond
itionsModificationRequest

SecuritiesSettlementCond

itionsModificationRequest

SecuritiesSettlementCond

itionsModificationRequest

SecuritiesSettlementCond

itionsModificationRequest

SecuritiesTransactionCan

cellationRequest

SecuritiesSettlementCond
itionsModificationRequest

E TYPE

Object

Object

Object

Object

Object

Object

TYPE

Party

Securities
Account

Party

Securities

Account

Party

Party

Securities

Account

Party

Securities

Account

Party

Party

owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

Parties within own System
Entity (for CSD) or own Party
(for CSD Participant/External
CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

All Settlement Instructions on
Securities Accounts within own
System Entity (for CSD) or
owned by own Party (for CSD
Participant and External CSD)

Parties within own System
Entity (for CSD) or own Party
(for CSD Participant/External
CSD)
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target

BANQUE DE FRANCE DEUTSCHE P
services

BUNDESBANK

URDSYSTEME EUROSYSTEM

PRIVILEGE

USER FUNCTION

PRIVILEG
E TYPE

OBJECT
TYPE

DEFAULT DATA SCOPE

Party of the underlying

instruction

Hold Non-modifiable
Instructions on behalf of
the Instructing party of the
Underlying Settlement

Instruction

Release Non-modifiable
Instructions on behalf of
the Instructing party of the
Underlying Settlement

Instruction

Cancel Non-modifiable
Instructions on behalf of
the Instructing party of the
Underlying Settlement
Instruction

Release Party Hold Auto-
collateralisation Instruction

on a Securities Account

SecuritiesSettlementCond
itionsModificationRequest

SecuritiesSettlementCond

itionsModificationRequest

SecuritiesTransactionCan
cellationRequest

SecuritiesSettlementCond

itionsModificationRequest

Object

Object

Object

Object

Party

Party

Party

Securities

Account

Party

TABLE 19 — T2S CASH MANAGEMENT

USER FUNCTION

PRIVILEG

OBJECT

Parties within own System
Entity (for CSD) or own Party
(for CSD Participant/External
CSD)

Parties within own System
Entity (for CSD) or own Party
(for CSD Participant/External
CSD)

Parties within own System
Entity (for CSD) or own Party
(for CSD Participant/External
CSD)

All Autocollateralisation
Instructions on Securities
Accounts within own System
Entity (for CSD) or owned by
own Party (for CSD
Participant)

DEFAULT DATA SCOPE

Send New Liquidity
Transfer

Send New Settlement
Restriction on cash on a
Dedicated Cash Account

All rights reserved.

Internal / Inbound /
Outbound Liquidity

Transfer

IntraBalanceMovementIn

struction

E TYPE

Object

Object

TYPE

Party

T2S
Dedicated
Cash
Account

T2S
Dedicated
Cash
Account

T2S Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)

T2S Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)
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target

services

PRIVILEGE

USER FUNCTION

PRIVILEG

OBJECT

DEFAULT DATA SCOPE

Amend Process Indicator

Settlement Restriction on

Cash on a Dedicated Cash
Account

Cancel Settlement
Restriction on Cash on a
Dedicated Cash Account

Unblock CoSD Cash
Blocking related to
cancelled CoSD Settlement
Instructions on Behalf of
the relevant CSD in T2S

Link to an Instruction/Pool
Reference belonging to a
specific Party

Link to an Instruction/Pool
Reference belonging to a

specific Party

Settlement Instruction

Query

Settlement Instruction
Current Status Query

All rights reserved.

IntraBalanceMovementM
odificationRequest

IntraBalanceMovementCa
ncellationRequest

IntraBalanceMovementIn

struction

IntraBalanceMovementIn
struction

IntraBalanceMovementM

odificationRequest

E TYPE

Object

Object

Object

Object

Object

TYPE

T2S
Dedicated
Cash
Account

T2S
Dedicated
Cash
Account

Party

Party

Party

TABLE 20 — T2S DYNAMIC DATA QUERIES

USER FUNCTION PRIVILEGE (0]:3] 01 )
TYPE TYPE

SettlementInstructionQu

ery

Settlement Instruction
Current Status Query

Object

Object

Securities

Account

Party

Securities
Account

Party

T2S Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)

T2S Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)

T2S Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)

T2S Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)

T2S Dedicated Cash Accounts
within own System Entity (for
CB) or owned by own Party
(for Payment Bank)

DEFAULT DATA SCOPE

All Settlement Instructions
on Securities Accounts
within own System Entity
(for CSD) or owned by own
Party (for CSD Participant
and External CSD)

All Settlement Instructions
on Securities Accounts
within own System Entity
(for CSD) or owned by own
Party (for CSD Participant
and External CSD)
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PRIVILEGE DEFAULT DATA SCOPE

USER FUNCTION PRIVILEGE OBJECT
TYPE TYPE

Settlement Instruction Settlement Instruction Object Securities All Settlement Instructions
Status Audit Trail Query Status Audit Trail Query Account on Securities Accounts
Party within own System Entity
(for CSD) or owned by own
Party (for CSD Participant
and External CSD)
Settlement Instruction Settlement Instruction Object Securities All Settlement Instructions
Audit Trail Query Audit Trail Query Account on Securities Accounts
Party within own System Entity
(for CSD) or owned by own
Party (for CSD Participant
and External CSD)
Securities Account Position  Securities Account Object Securities Securities Accounts within
Query Position Query Account own System Entity (for CSD)
or owned by own Party (for
CSD Participant and External
CSD)
T2S Dedicated Cash T2S Dedicated Cash Object T2S T2S Dedicated Cash
Account Balance Query Account Balance Query Dedicated Accounts within own System
Cash Entity (for CB) or owned by
Account own Party (for Payment
Bank)
T2S Dedicated Cash T2S Dedicated Cash Object T2S T2S Dedicated Cash
Account Posting Query Account Posting Query Dedicated Accounts within own System
Cash Entity (for CB) or owned by
Account own Party (for Payment
Bank)
Immediate Liquidity Immediate Liquidity Object T2S Liquidity Transfers on T2S
Transfer Order List Query Transfer Order List Dedicated Dedicated Cash Accounts
Query Cash within own System Entity
Account (for CB) or owned by own
Party (for Payment Bank)
Immediate Liquidity Immediate Liquidity Object T2S Liquidity Transfers on T2S
Transfer Order Detail Transfer Order Detail Dedicated Dedicated Cash Accounts
Query Query Cash within own System Entity
Account (for CB) or owned by own

All rights reserved.

Party (for Payment Bank)
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PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE
TYPE TYPE
Outstanding Auto- Outstanding Auto- System n/a T2S Dedicated Cash
Collateralisation Credit Collateralisation Credit Accounts within own System
Query Query Entity (for CB) or owned by
own Party (for Payment
Bank)
T2S Overall Liquidity Query  T2S Overall Liquidity Object Party Parties within own System
Query Entity (for CB) or own Party

(for Payment Bank)

Liquidity Information Query Liquidity Infomation Object T2S T2S Dedicated Cash
Query Dedicated Accounts within own System
Cash Entity (for CB) or owned by
Account own Party (for Payment
Bank)
Cash Forecast Query Cash Forecast Query Object Party Parties within own System

Entity (for CB) or own Party
(for Payment Bank)

Limit Utilisation Journal Limit Utilisation Journal System n/a Limits on CMB defined on

Query Query T2S Dedicated Cash
Accounts within own System
Entity (for CB) or owned by
own Party (for Payment
Bank); Limits on CMB linked
to one or more CMB
Securities Account Links
referencing Securities
Accounts within own System
Entity (for CSD) or owned by
own Party (for CSD
Participant/External CSD)

Limit Utilisation Query Limit Utilisation Query System n/a Limits on CMB defined on
T2S Dedicated Cash
Accounts within own System
Entity (for CB) or owned by
own Party (for Payment
Bank); Limits on CMB linked
to one or more CMB
Securities Account Links
referencing Securities
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PRIVILEGE

USER FUNCTION PRIVILEGE OBJECT

DEFAULT DATA SCOPE

TYPE TYPE

Total collateral value per Total collateral value per ~ System n/a
T2S Dedicated Cash T2S Dedicated Cash

Account Query Account Query

Collateral Value per T2S Collateral Value per T2S  System n/a
Dedicated Cash Account Dedicated Cash Account

Query Query

Collateral Value of a Collateral Value of a System n/a

Security Query Security Query
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Accounts within own System
Entity (for CSD) or owned by
own Party (for CSD
Participant/External CSD)

T2S Dedicated Cash
Accounts within own System
Entity (for CB) or owned by
own Party (for Payment
Bank); Collateral Value of
securities positions of
Securities Accounts within
own System Entity (for CSD)
or owned by Party (for CSD
Participant/External CSD)
related to T2S Dedicated
Cash Accounts of CMB linked
to one or more CMB
Securities Account Links
referencing the respective
Securities Accounts

T2S Dedicated Cash
Accounts within own System
Entity (for CB) or owned by
own Party (for Payment
Bank); Collateral Value of
securities positions of
Securities Accounts within
own System Entity (for CSD)
or owned by Party (for CSD
Participant/External CSD)
related to T2S Dedicated
Cash Accounts of CMB linked
to one or more CMB
Securities Account Links
referencing the respective
Securities Accounts

T2S Dedicated Cash
Accounts within own System
Entity (for CB) or owned by
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PRIVILEGE

USER FUNCTION

PRIVILEGE

OBJECT

DEFAULT DATA SCOPE

Cancellation Instructions
for Intra-Balance

Movements Query

Cancellation Instructions
for Query for Intra-Position
Movements and Settlement
Instructions

Amendment Instruction
Query for Intra-Balance

Movements

All rights reserved.

TYPE

Cancellation Instructions  Object
for Intra-Balance

Movements Query

Cancellation Instructions  Object
Query for Intra-Position
Movements and

Settlement Instructions

Amendment Instruction Object
Query for Intra-Balance

Movements

TYPE

T2S
Dedicated
Cash

Account

Securities
Account

T2S
Dedicated
Cash

Account

own Party (for Payment
Bank); Collateral Value of
securities positions of
Securities Accounts within
own System Entity (for CSD)
or owned by Party (for CSD
Participant/External CSD)
related to T2S Dedicated
Cash Accounts of CMB linked
to one or more CMB
Securities Account Links
referencing the respective
Securities Accounts

T2S Dedicated Cash
Accounts within own System
Entity (for CB) or owned by
own Party (for Payment
Bank)

Securities Accounts within
own System Entity (for CSD)
or owned by own Party (for
CSD Participant and External
CSD)

T2S Dedicated Cash
Accounts within own System
Entity (for CB) or owned by
own Party (for Payment
Bank)
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PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE
TYPE TYPE
Amendment Instruction Amendment Instruction Object Securities Securities Accounts within
Query for Intra-Position Query for Intra-Position Account own System Entity (for CSD)
Movements and Settlement Movements and or owned by own Party (for
Instructions Settlement Instructions CSD Participant and External
CSD)
Intra-Balance Movements Intra-Balance Object T2S T2S Dedicated Cash
Query Movements Query Dedicated Accounts within own System
Cash Entity (for CB) or owned by
Account own Party (for Payment
Bank)
Intra-Position Movements Intra-Position Object Securities Securities Accounts within
Query Movements Query Account own System Entity (for CSD)

or owned by own Party (for
CSD Participant and External

CSD)
Total amount of standing Total amount of standing Object Cash Liquidity Transfers on Cash
and predefined orders and predefined orders Account Accounts within own System
Query Query Entity (for CB) or owned by

own Party (for Payment
Bank)

TABLE 21 — BILLING

USER FUNCTION | PRIVILEG | OBJECT DEFAULT DATA SCOPE
E TYPE TYPE

Invoice Data List Invoice Data List System n/a Billing data for CSD and CB
Query Query
Invoice Data Invoice Data System n/a Billing data for CSD and CB
Details Query Details Query
Itemised Invoice Itemised Invoice System n/a Itemised Billing Data under own System
Data List Query Data List Query Entity
Itemised Invoice Itemised Invoice System n/a Itemised Billing Data under own System
Data Details Query  Data Details Query Entity
PDF Invoice List PDF Invoice List System n/a Invoices under own System Entity (for Central
Query Query Banks) or related to own Party (for Payment

Banks/Ancillary Systems)
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PRIVILEGE

USER FUNCTION

PRIVILEG
E TYPE

OBJECT
TYPE

DEFAULT DATA SCOPE

Manual Correction

List Query

Manual Correction

Details Query

Manage Manual
Correction

Manage Manual
Correction

BILL Monitor

USER PRIVILEG | OBIJECT
FUNCTION TYPE TYPE

Manual Correction

List Query

Manual Correction

Details Query

Manual Correction -

New

Manual Correction

— Delete

BILL Monitor

Invoice Configurations

List Query

Invoice Configuration

Details Query

Create Invoice

Configuration

Update Invoice
Configuration

Delete Invoice

Configuration

VAT List Query

Create VAT

All rights reserved.

System

System

System

System

System

n/a

n/a

n/a

n/a

n/a

Manual corrections for invoices under own
System Entity (for Central Banks)

Manual corrections for invoices under own
System Entity (for Central Banks)

Manual corrections for invoices under own
System Entity (for Central Banks)

Manual corrections for invoices under own
System Entity (for Central Banks)

For ECB to act as issuer of System Entity
invoices to CSDs and CBs.

TABLE 22 — BILLING CONFIGURATION

Invoice
Configurations
List Query

Invoice
Configuration
Details Query

Invoice
Configuration -
New

Invoice
Configuration -
Edit

Invoice

Configuration

Delete/Restore

VAT List Query

VAT - New

System

System

System

System

System

System

System

n/a

n/a

n/a

n/a

n/a

n/a

DEFAULT DATA SCOPE

Invoice Configurations under own System
Entity (for Central Banks)

Invoice Configurations under own System
Entity (for Central Banks)

Invoice Configuration under own System
Entity (for Central Banks)

Invoice Configuration under own System
Entity (for Central Banks)

Invoice Configuration under own System
Entity (for Central Banks)

VAT configurations within own System Entity

(for Central Banks)

VAT configurations within own System Entity

(for Central Banks)
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PRIVILEGE

USER

DEFAULT DATA SCOPE

(0]:3]e)
TYPE

PRIVILEG
E TYPE

Update VAT

Delete VAT

Data Warehouse

Normal User

Data Warehouse
Advanced User

Data Warehouse

Operator User

PRIVILEGE

FUNCTION

VAT - Edit System n/a VAT configurations within own System Entity
(for Central Banks)
VAT — Delete System n/a VAT configurations within own System Entity

USER
FUNCTION

Data
Warehouse

Normal User

Data
Warehouse
Advanced
User

Data
Warehouse
Operator
User

USER FUNCTION

(for Central Banks)
TABLE 23 — DATA WAREHOUSE FUNCTIONS

PRIVILE | OBJECT DEFAULT DATA SCOPE

GE TYPE TYPE

System n/a Execution of predefined reports (for Payment Bank,
Ancillary System and Central Bank)

System n/a Execution of predefined, adaptable and user-defined
reports (for Central Bank)

System n/a Only applicable for Operator

TaBLE 24 — ECONS II FUNCTIONS

PRIVILEG | OBJECT DEFAULT DATA SCOPE

Activation/Deactiva
tion Contingency

Change business
date in
Contingency

Change
Contingency status
(start/end

All rights reserved.

ECONS II

Settlement Day

management:
Open/Close

contingency

ECONS II

E TYPE TYPE

Settlement Day

management:

Change business

date in contingency

ECONS II

System n/a Operator only.
System n/a Operator only.
System n/a Operator only.

Settlement Day

management:

Change
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PRIVILEGE

USER FUNCTION | PRIVILEG

E TYPE

OBJECT
TYPE

DEFAULT DATA SCOPE

Maintenance
Window)

Open Account

Modify Liquidity

Insert Payment

Query ECONS II
Business Day

Information

Query Contingency
Account and

balance

Query Task List

Block/unblock
Contingency
Account

Send AS Transfer
Initiation

Agree/Disagree
transaction

Query Liquidity
Monitoring on CB
Level

All rights reserved.

contingency status
(start/end
Maintenance
Window)

Account
management - new

Transaction/Payme

nt - new

Transaction/Payme

nt - new

ECONS II
Settlement Day
monitoring -

search/list

Contingency
Account balance
monitoring -

search/list

Task Queue -
search/list +
details
(approve/revoke
functionality)

Account

management - edit

Send AS Transfer

Initiation

Agree/Disagree
transaction

Query, list and
display details of
the Liquidity
monitoring on CB
Level

System

System

System

System

System

System

System

System

System

System

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

Operator only.

Cash Accounts within own System Entity (for
CBs).

Cash Accounts within own System Entity (for
CBs) or owned by own Party (for Payment
Banks).

Data available to all users.

Cash Accounts within own System Entity (for
CBs) or owned by own Party (for Payment
Banks).

Tasks performed by users within own System
Entity (for CBs) or own Party (for Payment
Banks and Ancillary Systems).

Cash Accounts within own System Entity (for
CBs).

Cash Accounts within own System Entity (for
CBs).

Cash Accounts within own System Entity (for
CBs).

Cash Accounts within own System Entity (for
CBs).
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TABLE 25 - BUSINESS DAY MANAGEMENT QUERIES

PRIVILEGE

USER FUNCTION PRIVILEGE

TYPE

OBJECT
TYPE

DEFAULT DATA SCOPE

Calendar Query Calendar Query System n/a All elements 10
Diary Query Diary Query System n/a All elements 11
Current Status of the Current Status of the System n/a Current status 12
settlement day settlement day
TABLE 26 - REPORT QUERIES
PRIVILEGE USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA SCOPE
TYPE TYPE
Report Details Query Report Details Query System n/a Reports relevant for

TABLE 27 - MESSAGE MANAGEMENT

OBJECT
TYPE

requesting party.

DEFAULT DATA SCOPE

USER FUNCTION PRIVILEGE
TYPE
Resend Communication ResendCommunication Object Party
RTGS answer RTGS answer System n/a
Third party receipt 13 All messages subject to Object Party

copies

TABLE 28 — OTHER

n/a

T2S Dedicated Cash
Accounts within own System
Entity (for CB)

n/a

PRIVILEGE USER FUNCTION PRIVILEGE
TYPE
Data Migration Tool Allows access to the DMT. System
Access
CRDM Access Allows access to CRDM. System
TIPS Access Allows access to TIPS. System

10 The grantee can query all the entries of the calendar.
11 The grantee can query all the events of the current settlement day.
12 The grantee can query the current status of the settlement day.

13 See section Message subscription.
All rights reserved.

OBJECT DEFAULT DATA
TYPE SCOPE
n/a n/a
n/a n/a
n/a n/a
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USER FUNCTION PRIVILEGE OBJECT DEFAULT DATA
TYPE TYPE SCOPE
CLM Access Allows access to CLM. System n/a n/a
RTGS Access Allows access to RTGS. System n/a n/a
ECMS Access Allows access to ECMS. System n/a n/a
Contingency Access Allows access to ECONS2. System n/a n/a
DWH Access Allows access to Data System n/a n/a
Warehouse
BILL Access Allows access to Billing System n/a n/a
component
BDM Access Allows access to Business Day System n/a n/a

Management Component

EIDB Access Allows access to the TIPS System n/a n/a
Enhanced Information

Database

See section 1.2.2.2.2 Configuration of privileges for information on the configuration of privileges.

1.2.2.1.3 Secured object

A secured object is a reference data object on which a grantee was granted an object privilege. This is the
exhaustive list of the possible types of secured objects:

| Party;

| Security;
| Securities account;

| Cash account.

1.2.2.1.4 Secured group

A secured group is a homogeneous group of secured objects, i.e. a group of secured objects of the same
type (e.g. a group of securities accounts, a group of parties). See section 1.2.2.3 Configuration of secured
objects and secured groups for information on the configuration of secured groups.

1.2.2.1.5 Role

A role is a set of privileges. See section 1.2.2.2.3 Configuration of roles for information on the configuration
of roles.

1.2.2.1.6 User

A user is an individual or application that interacts with CRDM triggering the available CRDM user functions.
See section 1.2.2.2.1 Configuration of users for information on the configuration of users.
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1.2.2.1.7 Certificate

A digital certificate is an electronic document binding an identity to a pair of electronic keys, a private key
(used to sign digital information to be sent to a counterpart or to decrypt digital information received from a
counterpart) and a public key (used to encrypt digital information to be sent to a counterpart or to perform
the authentication and to ensure the integrity of digital information received from a counterpart).

CRDM Actors assign certificates to their individuals (interacting with CRDM and other Services/components in
U2A mode) and applications (interacting with CRDM and other Services/components in A2A mode). If a CRDM
Actor uses multiple connectivity providers to connect, then it has to assign one certificate to each of its
individuals and applications for each of these | connectivity providers.

1.2.2.1.8 Associations between users and certificates

Depending on the provisions of the specific Service or component, CRDM actors may play different roles within
them and, as a consequence, they may be defined as multiple parties in CRDM (e.g. a bank being a participant
of multiple CSDs, or a Central Bank being defined as a CB and also as a participant of its local CSD). This can
result in different types of associations between the system user references (and consequently the users) and
the certificate DNs (and consequently the certificates) of a given CRDM Actor.

In a basic scenario where a given CRDM Actor is defined as one party in CRDM, the association between
certificate DNs and system user references is one-to-one. Each individual and each application of the CRDM
Actor is defined as a user belonging to the party defined in CRDM for this Actor and the certificate DN of each
individual and each application is linked to the system user reference of the corresponding user defined in
CRDM.

EXAMPLE 4 - BASIC SCENARIO WITH ONE CRDM ACTOR DEFINED AS ONE PARTY

Bank X participates in T2S as a participant of CSD A only, with two individuals and one application. Bank X
creates one user for each of them and it links their certificate DNs to the system user references of the created
users according to a one-to-one association.
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DIAGRAM 4 - BASIC SCENARIO WITH ONE CRDM ACTOR DEFINED AS ONE PARTY
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Bank X
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The following table shows the one-to-one association between the distinguished names of the given individuals
and applications and the system user references of the corresponding users defined in CRDM.

TABLE 29 - BASIC SCENARIO WITH ONE CRDM ACTOR DEFINED AS ONE PARTY

DISTINGUISHED NAME SYSTEM USER REFERENCE

DNX1 SURX1
DNX2 SURX2
DNX3 SURX3

In a more complex scenario, where a single CRDM Actor is defined as multiple parties in CRDM, the association
between certificate DNs and system user references can be one-to-many. In fact, in this scenario each
individual and each application of the CRDM Actor may be defined as a user for each of the parties defined
for the given CRDM Actor in CRDM. In this case, CRDM allows linking each of the users corresponding to a
given individual or to a given application to the same certificate DN, i.e. the distinguished name of the
certificate of the same individual or application.

EXAMPLE 5 - COMPLEX SCENARIO WITH ONE CRDM ACTOR DEFINED AS MULTIPLE PARTIES (A)

The central bank X participates in T2S as a Central Bank and also as a participant of CSD A, with two individuals
(X1 and X2) and one application (X3). Central bank X creates one user for each of them for both parties and
it links their certificate DNs to the system user references of the created users according to a one-to-many
association.
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DIAGRAM 5 - COMPLEX SCENARIO WITH ONE CRDM ACTOR DEFINED AS MULTIPLE PARTIES (A)
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The following table shows the one-to-many association between the distinguished names of the given
individuals and applications and the system user references of the corresponding users defined in T2S.

TABLE 30 - COMPLEX SCENARIO WITH ONE CRDM ACTOR DEFINED AS MULTIPLE PARTIES (A)

DISTINGUISHED NAME SYSTEM USER REFERENCE

DNX1 SURX11
DNX1 SURX21
DNX2 SURX12
DNX2 SURX22
DNX3 SURX13
DNX3 SURX23

This configuration allows each individual and application of central bank X to connect as two different users
(e.g. individual X1 can connect either as user X11 or user X21) and operate either for party CB X or for party
CB X (CSD Part.).

It is worth mentioning that the one-to-many association between certificate DNs and system user references
just illustrated is not a mandatory option for the CRDM Actor in a complex scenario. In fact, the CRDM Actor
may also opt for defining only one user belonging to one of its parties for each of its individuals and
applications. This would result in a partitioning of its individuals and applications among its parties.
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EXAMPLE 6 - COMPLEX SCENARIO WITH ONE CRDM ACTOR DEFINED AS MULTIPLE PARTIES (B)

The central bank X participates in T2S as a Central Bank and also as a participant of CSD A, with two individuals
(X1 and X2) and one application (X3). Central bank X creates one user for each of the two individuals assigning
them to the Central Bank and then it creates one user for the application assigning it to the CSD participant.
Finally, it links their certificate DNs to the system user references of the created users according to a one-to-
one association.

DIAGRAM 6 - COMPLEX SCENARIO WITH ONE CRDM ACTOR DEFINED AS MULTIPLE PARTIES (B)
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The following table shows the one-to-one association between the distinguished names of the given individuals
and applications and the system user references of the corresponding users defined in CRDM.

TABLE 31 - COMPLEX SCENARIO WITH ONE CRDM ACTOR DEFINED AS MULTIPLE PARTIES (B)

DISTINGUISHED NAME SYSTEM USER REFERENCE

DNX1 SURX1
DNX2 SURX2
DNX3 SURX3

This configuration allows each individual operating only for party CB X, whereas it allows the application
operating only for party CB X (CSD Part.).

1.2.2.1.9 Common reference data objects and the hierarchical party model

All parties in the CRDM are linked to each other according to a hierarchical model. As shown in the following
diagram and on the basis of this hierarchical party model, the Operator is the only party at level 1, all the
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CSDs and Central Banks are level 2 parties, all CSD participants, external CSDs, payment banks and ancillary
systems are level 3 partiest*. All the other reference data objects are linked to a party. For example:

| a cash account is linked to its Central Bank, ancillary system or payment bank;
| a securities account is linked to its CSD or CSD participant;

| a standing or pre-defined liquidity transfer order is linked, via the relevant debited cash account, to the
payment bank holding the same cash account;

| a restriction type is linked to the Operator or to the CSD or to the CB that defined this restriction type;
| a security is linked to the CSD responsible for its maintenance;

| all event types are linked to the Operator.

DIAGRAM 7 —COMMON REFERENCE DATA OBJECTS AND THE HIERARCHICAL PARTY MODEL

Restriction

Type Event Type
" Restriction
Restriction CSD . Ancillary Payment ] Type
Type Participant Securities System Bank
Securities Cash Cash Cash
Account Account Account Account

Liquidity
Transfer Order

1,2.2,1.10 Data scope

For each privilege, the hierarchical party model determines the data scope of the grantee, i.e. the set of
reference data objects on which the grantee can trigger the relevant user function. More precisely:

| users of the Operator have visibility on all reference data objects, and can act on objects belonging to
participants only in exceptional circumstances, following a specific agreement;

| users of the CSDs and of the Central Banks have visibility on all reference data objects belonging to the
same system entity; !>

| users of the CSD participants, external CSDs, payment banks and ancillary systems have visibility on
reference data objects that are (directly or indirectly) linked to the same party.

14 Participation types may be further detailed with information specific to each individual Service, if the Service foresees this possibility; for more
information see section 1.3.2.

15 A system entity in the CRDM corresponds to a partition of data equating to the scope of a Central Bank or of the Operator. For example, the
system entity of a Central Bank includes all the data related to its payment banks.
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The default data scope of each user can be extended or reduced on the basis of the actual business needs,
by means of object privileges. Granting a user a given privilege on a secured object (or on a secured group)
results in extending the data scope of the user by adding the secured object (or the secured group) to the
data scope of the user. Vice versa, denying a user a given privilege on a secured object (or on a secured
group) results in reducing the data scope of the user by removing the secured object (or the secured group)
from the data scope of the user.

The default data scope of privileges can also be extended or reduced at party level. Granting a party a given
object privilege on a secured object (or on a secured group) as listed in tables

| Settlement Instruction Management

| Cash Management

| Securities Data Management

| Securities Account Data Management
| Cash Account Data Management

| Dynamic Data Queries

| Reference Data Queries

| Business Day Management Queries

| Report Queries

| Billing Queries

results in extending the data scope of the party by adding the secured object (or the secured group). This
allows the party administrator of the grantee party to extend the data scope of the users and roles of the
party by granting them with the given object privilege on the same object (or secured group). On the other
hand, denying a party a given object privilege on a secured object (or on a secured group)'® as listed in tables

| Settlement Instruction Management

| Cash Management

| Securities Data Management

| Securities Account Data Management
| Cash Account Data Management

results in reducing the data scope of the party by removing the secured object (or the secured group) from
the default data scope of the party. This automatically results in reducing in the same way the data scope of
all the users and roles of the party.’

Extending the default data scope of a user can be meaningful in several circumstances. For example:

16 The reduction of a participant’s data scope at party level is only meaningful when the related secured object is a Party, Security, Securities
Account, Cash Account or a Secured Group. It cannot be used to deny participant access to its own Party and all of its Accounts, nor to the
participant’s own System Entity.

17 The data scope reduction for the users is made effective on a deferred basis for performance reasons. The related process runs daily on a
scheduled basis and corresponds to the business day event “Update Environment Table”. If necessary, users can contact the Operator to request
an ad hoc run of the event in order to make the changes immediately effective.
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A CSD Participant X may grant another CSD Participant Y with the power of attorney to send Settlement
Instructions referencing one or many securities accounts of X. This can be obtained by extending the
default data scope of a user belonging to Y in order to include the relevant securities account of X.

A CSD X may grant a CB Y with the privilege to query the Settlement Instructions and the securities
positions related to one or many securities accounts of the CSD X. Also in this case, the needed
configuration can be set up by extending the default data scope of a user belonging to the CB Y. A similar
approach can also be adopted in order to allow a CB X granting a CSD Y with the privilege to query the
cash balances related to one or many cash accounts of the CB X.

Reducing the default data scope of a user can also be meaningful. For example, a CSD Participant may
decide, for specific business or organisational reasons, to grant some or all of its users with a selective
access to a given sub-set of its securities accounts. This configuration can be obtained by reducing the
default data scope of the relevant users, i.e. by denying them the privilege to access this sub-set of
securities accounts, which would normally belong to the default data scope of these users.

A CSD may decide, for some special purpose securities accounts of one of its CSD Participants (e.g. pledge
accounts, accounts used to keep collateral received as collateral taker, or accounts to segregate instructed
positions in case of voluntary corporate actions), to prevent the CSD Participant instructing on these
securities accounts, which normally belong to the default data scope of this CSD Participant. The CSD can
setup this configuration by reducing the default data scope of the CSD Participant at party level, i.e. by
denying to the party the privileges to instruct on these securities accounts.

The rest of this section presents some examples describing the concept of default, extended and reduced data
scope. 8

EXAMPLE 7 — DEFAULT DATA SCOPE

Three users, X, Y and Z, belonging to a Payment Bank, to a Central Bank and to the Operator respectively,
are granted with the same privilege to query cash accounts:

TABLE 32 - UsSER PRIVILEGES (DATA SCOPE)

USER PRIVILEGE

X Cash Account Reference Data Query
Y Cash Account Reference Data Query
z Cash Account Reference Data Query

The following diagram shows the default data scopes stemming from this access rights configuration for the
three users.

18

Each of the following examples presents only the configuration data that are relevant for the example. All the possible configuration options are
defined in the following sections.
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DIAGRAM 8 - DATA SCOPES

Operator

Central Central

I Bank 1 Bank 2

Payment Payment Payment Payment

Bank A Bank B . Bank C Bank D

The diagram shows that users X, Y and Z are given different default data scopes, owing to the fact that they
belong to different parties located at different levels of the hierarchical party model. More precisely:

| User X of Payment Bank B gets a default data scope including the cash account ACC2 only, as ACC2 is the
only account of Payment Bank B. User X cannot query any other cash account in CRDM;

| User Y of Central Bank 1 gets a default data scope including cash accounts ACC1 and ACC2, as these
accounts belong to Payment Banks of Central Bank 1. User Y cannot query any other cash account in
CRDM, i.e. any cash account falling under the data scope of any other Central Bank;

| User Z of the Operator gets a default data scope including all cash accounts in CRDM, as the Operator is
at the top level of the hierarchical party model.

EXAMPLE 8 - EXTENDED DATA SCOPE AT OBJECT LEVEL

The user X, belonging to CSD Part.B, is granted the privilege to send new Settlement Instructions:

TABLE 33 - USER PRIVILEGES (EXTENDED DATA SCOPE AT OBJECT LEVEL)

USER PRIVILEGE

X Send New Settlement Instruction/Settlement Restriction on Securities either on a Securities Account
or on Behalf of an External CSD

and the same privilege with specific reference to securities account SAC5 as a secured object:
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TABLE 34 - USER OBIECT PRIVILEGES (EXTENDED DATA SCOPE AT OBJECT LEVEL)

USER PRIVILEGE OBJECT OBJECT TYPE

X Send New Settlement Instruction/Settlement Restriction on SAC5 Securities Account
Securities either on a Securities Account or on Behalf of an
External CSD

The following diagram shows that user X gets a default data scope including all the securities accounts of CSD
Part.B (SAC2 only, in this example), plus a data scope extension which includes the securities account SAC5.
The resulting extended data scope of user X includes SAC2 and SACS.

DIAGRAM 9 - EXTENDED DATA SCOPE AT OBJECT LEVEL

P —

Operator

Default data scope

Data scope extension

EXAMPLE 9 - EXTENDED DATA SCOPE AT PARTY LEVEL

The user X, belonging to CSD Part.B, is granted the privilege to send new Settlement Instructions:

TABLE 35 - USER PRIVILEGES (EXTENDED DATA SCOPE AT PARTY LEVEL)

USER PRIVILEGE

X Send New Settlement Instruction/Settlement Restriction on Securities either on a Securities Account
or on Behalf of an External CSD

and the same privilege with specific reference to party CSD Part.D as a secured object °:

19 For details on the various types of assignments for an object privilege, see section Configuration of privileges.
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TABLE 36 - USER OBIECT PRIVILEGES (EXTENDED DATA SCOPE AT PARTY LEVEL)

USER PRIVILEGE OBJECT OBJECT TYPE
X Send New Settlement Instruction/Settlement Restriction on CSD Part.D Party
Securities either on a Securities Account or on Behalf of an
External CSD

The following diagram shows the resulting extend data scope for user X.

DIAGRAM 10 - EXTENDED DATA SCOPE AT PARTY LEVEL

o

Operator

Default data scope

= Data scope extension

The diagram shows that user X gets a default data scope including all the securities accounts of CSD Part.B
(SAC2 only, in this example), plus a data scope extension which includes all securities accounts of CSD Part.D
(SAC4 and SAC5). The resulting extended data scope of user X includes SAC2, SAC4 and SACS.

ExAMPLE 10 - REDUCED DATA SCOPE

The user X, belonging to CSD Part.D, is granted the privilege to send new Settlement Instructions:

TABLE 37 -USER PRIVILEGES (REDUCED DATA SCOPE)

USER PRIVILEGE DENY 20

Send New Settlement Instruction/Settlement Restriction on Securities either on a False

Securities Account or on Behalf of an External CSD

20 See section Configuration of Privileges for a definition of the Deny option.
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This user is then denied the same privilege with specific reference to securities account SAC5 as a secured
object:

TABLE 38 - USER OBIECT PRIVILEGES (REDUCED DATA SCOPE)

USER PRIVILEGE OBJECT OBJECT TYPE DENY

X Send New Settlement SAC5 Securities Account True
Instruction/Settlement Restriction on
Securities either on a Securities Account or
on Behalf of an External CSD

DIAGRAM 11 - REDUCED DATA SCOPE

e

Operator

Default data scope

Data scope reduction

The diagram shows that user X gets a default data scope including all the securities accounts of CSD Part.D
(SAC4 and SACS5), minus the data scope reduction which includes SACS5. The resulting reduced data scope of
user X includes SAC4 only.

1.2.2.2 Access rights configuration

This section presents how roles and privileges can be configured in the CRDM in order to grant each user with
the appropriate set of access rights.

1.2.2.2.1 Configuration of users

Links between users and parties
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Each new user is linked to the same party which the creator user belongs to. An exception takes place when
creating the first user of a party, i.e.

| when a CRDM Operator party administrator creates a new party administrator for a CSD or for a Central
Bank;

| When a CSD party administrator creates a new party administrator for one of its CSD participants or
external CSDs;

| when a Central Bank party administrator creates a new party administrator for one of its payment banks
or ancillary systems.

In all these cases the created user is linked to the party this user is going to administer.

Through the link with the relevant party, each user inherits a data scope (see section 1.2.2.1.10Data
scope).The link between a user and a party cannot be changed, i.e. a user is always linked to the same party.

Party administrators

Each party must have at least one party administrator, i.e. a user being granted specific system privileges that
allow its grantee to grant any roles and privileges previously granted to the grantee’s party.

1.2.2.2.2 Configuration of privileges

Availability of privileges

Each privilege, just after its creation, is available to the party administrator(s) of the CRDM Operator only. This
means that party administrators of all the other parties cannot grant this privilege to their users.

A privilege becomes available to a party administrator of a party different from the CRDM Operator only after
this privilege has been granted to this party. From this moment on, the party administrator can grant this
privilege, according to the rules defined in the following sections.

This implies that a two-step process is required in order to grant a specific privilege to a user belonging to a
party different from the CRDM Operator. In the first step, the privilege is granted to the relevant party (so
that it becomes available to the party administrator(s) of this party). With the second step, one of the party
administrators grants the privilege to the relevant user.

The following diagram illustrates the access rights configuration steps needed to grant a user Z of a Party B a
given privilege P that is already available to the party administrator X of another party A.%

21 Party A may be the Operator or any other party which was previously granted privilege P.
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DIAGRAM 12 - ACCESS RIGHTS CONFIGURATION STEPS

Grant Privilege P
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Jser X L Grant Privilege P
- (step 2)
Party Party
Administrator Administrator

The two configuration steps are as follows:

| User X, as a party administrator of party A, grants privilege P to party B. From this moment on, privilege
P becomes available to the party administrator Y of party B.

| User Y, as a party administrator of party B, grants privilege P to user Z. From this moment on, user Z
can trigger the user functions linked to privilege P.

At Party level, Access rights are propagated following the hierarchical Party model, i.e. the Operator propagates
access rights to Central Banks and CSDs which in turn propagate them to their Payment Banks, Ancillary
Systems, CSD Participants and External CSDs. If necessary, the Operator can act on behalf of a Central Bank
or CSDs following a specific request to propagate access rights directly to its Payment Banks, Ancillary Systems,
CSD Participants or External CSDs.

While the features described above apply to all privileges related to CRDM functions, it should be noted that
privileges related to TIPS, CLM and RTGS functions cannot be granted directly to Parties or Users, but can
only be granted to Roles, which can in turn be granted to Parties and Users. This implies that the above
described configuration steps remain valid for TIPS, CLM and RTGS as well, but in this case Privileges have to
be granted to Roles in the first place and then Roles can be granted to Parties and Users. For details on the
configuration of Roles see section 1.2.2.2.3Configuration of roles.

Granting system privileges

Most system privileges can be granted to roles, users and parties, whereas CLM, RTGS and TIPS privileges
can be granted to roles only. When granting a privilege, the grantor specifies appropriate values for the three
following assignment options: Deny option, Administration option and Four-Eyes option.
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TABLE 39 - PRIVILEGE ASSIGNMENT OPTIONS

OPTION DESCRIPTION

Deny This option specifies whether the associated user function is allowed (Deny is False) or explicitly
denied (Deny is True).

Administration If the grantee of the privilege is a user or a role, this option specifies whether the grantee is allowed
to grant the same privilege to another user or role of the same party (Administrator is True) or not
(Administrator is False).

If the grantee of the privilege is a party, this option specifies whether the party administrators of the
grantee party is allowed to grant the same privilege only to users and roles of the same party
(Administrator is False) or also to other parties (Administrator is True).

Four-Eyes This option specifies whether the grantee of the privilege is allowed to use the function associated to
the privilege according to the Two-Eyes (Four-Eyes is False) or Four-Eyes (Four-Eyes is True)
principles.

This option is relevant only when the Deny option is set to False and it is always not relevant for

privileges related to queries.

Obiject privileges can also be granted as system privileges. In this case, the object privilege is granted without
specifying any secured object or secured group. This action results in granting the given privilege on all the
objects belonging to the relevant default data scope. For example, granting a user of a CSD with the object
privilege Update Securities Account without specifying a given securities account or a given group of securities
account, results in granting the user with the privilege to update all the securities accounts of the CSD.

EXAMPLE 11 - ASSIGNMENT OF PRIVILEGES TO ROLES

The following table shows some examples of assignment of privileges to roles:

TABLE 40 - ASSIGNMENT OF PRIVILEGES TO ROLES

ROW ROLE PRIVILEGE DENY | ADMIN | FOUR-EYES
1 Cash Account Management Cash Account Reference Data Query False False not relevant
2 Cash Account Administration Cash Account Reference Data Query True  True not relevant
3 Party Management Create Party False False True
4 Party Management Update Party False False True
5 Party Management Delete Party False False True
6 Party Management Party Reference Data Query False  True not relevant

For each assignment of a privilege to a role, three additional attributes define the features of such assignment.

For example, according to row 1, the privilege to query Cash Account data is assigned to the Cash Account
Management role:
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| without Deny, i.e. users linked to the Cash Account Management role can query cash account data %%;

| without Admin, i.e. users linked to the Cash Account Management role cannot grant the privilege to query
cash account data to other roles and users.

According to row 2, the privilege to query Cash Account data is assigned to the Cash Account Administration
role:

| with Deny, i.e. users linked to the Cash Account Administration role cannot query cash account data;

| with Admin, i.e. users linked to the Cash Account Administration role can grant the privilege to query cash
account data to other roles and users of the same party.

As a whole, rows 1 and 2 result in a segregation of duties between business users and access rights
administrators. In fact, users linked to the Cash Account Management role can query accounts, but they cannot
configure the same access rights for any other user. On the contrary, users linked to the Cash Account
Administration role cannot query accounts, but they can configure these access rights for other users.

According to row 3, the privilege to create parties is assigned to the Party Management role:

| without Deny and with 4-Eyes set to True, i.e. users linked to the Party Management role can create parties
according to the Four-Eyes principle only;

| without Admin, i.e. users linked to the Party Management role cannot grant the privilege to create parties
to other roles and users.

As per rows 4 and 5, the privileges to maintain and delete parties are assigned to the Party Management role
with the same assignment options.

Finally, according to row 6, the privilege to query parties is assigned to the Party Management role:
| without Deny, i.e. users linked to the Party Management role can query parties;

| with Admin, i.e. users linked to the Party Management role can grant the privilege to query parties to other
roles and users of the same party.

As a whole, rows from 3 to 6 only result in a partial segregation of duties between business users and access
rights administrators. In fact:

| business users linked to the Party Management role can create, maintain, delete and query parties, they
can only configure the same access rights for any other user limited to the query privilege;

| on the contrary, access rights administrators linked to the Party Management role, and whose Party is also
linked to the same role, can create, maintain, delete and query parties and they can also grant the same
privilege to other users of the same party; in addition, they can also grant the query privilege to other
parties.

EXAMPLE 12 - ASSIGNMENT OF PRIVILEGES TO USERS

The following table shows two examples of assignment of privileges to users:

22 In this case the setting for the Four Eyes assignment option is not applicable, as the privilege refers to a query.

All rights reserved. Page 104



/S BANCADITALIA  BANGODEESPANA
Euosistena Common Reference Data Management t a r\ € t
BANQUE DE FRANCE H DEUTSCHE

DELTSCHE User Detailed Functional Specifications Services

EURGSYSTEME EUROSYSTEM

TABLE 41 - ASSIGNMENT OF PRIVILEGES TO USERS

ROW PRIVILEGE USER DENY ADMIN FOUR-EYES
1 Create Cash Account Ux False False False
2 Create Cash Account Uy True True False

For each assignment of a privilege to a user, three additional attributes define the features of such assignment.
According to row 1, the privilege to create cash accounts is assigned to user Ux:

| without Deny, i.e. user Ux can create cash accounts according to the Two-Eyes principle (as the privilege
is assigned without Four-Eyes);

| without Admin, i.e. user Ux cannot grant the privilege to create cash accounts to other roles and users.
Similarly, row 2 stipulates that the privilege to create cash accounts is assigned to user Uy:
| with Deny, i.e. user Uy cannot create cash accounts;

| with Admin, i.e. user UY can grant the privilege to create cash accounts to other roles and users of the
same party, according to the Two-Eyes principle or to the Four-Eyes principle (as the privilege is assigned
without Four-Eyes).

As a whole, this configuration results in a full segregation of duties between business users and access rights
administrators. In fact, user Ux can create cash accounts, but without having the possibility to grant the same
privilege to any other user. Vice versa, user Uy can configure this privilege for other users, but without having
the possibility to use it.

EXAMPLE 13 - ASSIGNMENT OF PRIVILEGES TO PARTIES
The following table shows one example of assignment of a privilege to a party:

TABLE 42 - ASSIGNMENT OF PRIVILEGES TO PARTIES

PRIVILEGE PARTY DENY | ADMIN | FOUR-EYES
Cash Account Reference Data Query Payment Bank A False True False

For each assignment of a privilege to a party, three additional attributes define the features of such
assignment. In this example, the privilege to query cash accounts is assigned to the payment bank A:

| without Deny, i.e. party administrators of the payment bank A can grant the privilege to query cash
accounts to other roles and users of the same party;

| with Admin, i.e. party administrators of the payment bank A can grant the privilege to query cash accounts
to other parties.

The Four-Eyes attribute is set to false but it is not relevant for this example, as the privilege refers to a Query.

Granting object privileges

Like system privileges, object privileges as well can be granted to roles, users and parties. However, in this
case it is also necessary to specify the secured object(s) on which the privilege is going to be granted. In this
respect, three different options are possible:
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| To grant the privilege on a secured object. As a result, the grantee is assigned the relevant privilege with
specific reference to the given secured object. For example, this option makes it possible to grant a user
with the privilege to initiate immediate liquidity transfer orders debiting a specific cash account;

| To grant the privilege on a secured group. As a result, the grantee is assigned the relevant privilege with
specific reference to all the secured objects included in the given secured group (See section 1.2.2.3
Configuration of secured objects and secured groups). For example, this option makes it possible to grant
a user with the privilege to display reference data of all the securities accounts included in a previously
defined secured group of securities accounts;

| To grant the privilege on a party. As a result, the grantee is assigned the relevant privilege with specific
reference to all the secured objects belonging to the given party. For example, this option makes it possible
to grant a user with the privilege to send Settlement Instructions against all the securities accounts of a
party. 2
Also when granting object privileges, CRDM requires the specification of appropriate values for the Deny
option, the Administration option and the Four-Eyes option.

EXAMPLE 14 - ASSIGNMENT OF OBJECT PRIVILEGES TO ROLES

Obiject privileges can be assigned to roles, users and parties. The following table shows three examples of
assignment of object privileges to roles:

TABLE 43 - ASSIGNMENT OF OBJECT PRIVILEGES TO ROLES

ROW| ROLE PRIVILEGE OBJECT OBJECT TYPE DENY | ADMIN | FOUR-EYES
1 RO1 Securities Account Position SAC1 Securities Account False False False
Query
2 R0O2 Securities Account Position SAC2 Securities Account False True False
Query
3 RO1 Send New Settlement SAC1 Securities Account False False True
Instruction/Settlement

Restriction on Securities
either on a Securities Account
or on Behalf of an External
CSD

For each assignment of an object privilege to a role, three additional attributes define the features of such
assignment.

For example, according to row 1, the privilege to query the securities account SAC1 is assigned to the role
RO1:

| Without Deny, i.e. users linked to the role RO1 can query the securities account SAC1;

23 If the party is a CSD participant, then the grantee can instruct all the securities accounts of this CSD participant. If the party is a CSD, then the
grantee can instruct all the securities accounts of all the CSD participants of this CSD.
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| Without Admin, i.e. users linked to the role R01 cannot grant the privilege to query the securities
account SAC1 to other roles and users of the same party.

Row 2 stipulates that the privilege to query the securities account SAC2 is assigned to the role RO1:
| Without Deny, i.e. users linked to the role R01 can query the securities account SAC2;

| With Admin, i.e. users linked to the role RO1 can grant the privilege to query the securities account SAC2
to other roles and users of the same party.

Finally, according to row 3, the privilege to send new Settlement Instructions referencing the securities
account SAC1 is assigned to the role RO1:

| Without Deny, i.e. users linked to the role RO1 can send new Settlement Instructions referencing the
securities account SAC1 according to the Four-Eyes principle only (as the privilege is assigned with Four-
Eyes);

| Without Admin, i.e. users linked to the role RO1 cannot grant the privilege to send new Settlement
Instructions referencing the securities account SAC1 to other roles and users of the same party.

EXAMPLE 15 - ASSIGNMENT OF OBJECT PRIVILEGES TO USERS
The following table shows one example of assignment of an object privilege to a user:

TABLE 44 - ASSIGNMENT OF OBJECT PRIVILEGES TO USERS (A)

PRIVILEGE OBJECT OBJECT TYPE USER | DENY | ADMIN | FOUR-EYES

Send New Settlement SAC1 Securities Account Ux False False True
Instruction/Settlement Restriction on
Securities either on a Securities Account
or on Behalf of an External CSD

For each assignment of an object privilege to a user, three additional attributes define the features of such
assignment. In this example, the privilege to send new Settlement Instructions referencing the securities
account SAC1 is assigned to user Ux:

| Without Deny, i.e. user Ux can send new Settlement Instructions referencing the securities account SAC1
according to the Four- Eyes principle (as the privilege is assigned with Four-Eyes);

| Without Admin, i.e. user Ux cannot grant the privilege to send new Settlement Instructions referencing
the securities account SAC1 to other roles and users of the same party.

EXAMPLE 16 - ASSIGNMENT OF OBJECT PRIVILEGES TO PARTIES

The following table shows two examples of assignment of object privileges to parties:
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TABLE 45 - ASSIGNMENT OF OBJECT PRIVILEGES TO PARTIES (A)

PRIVILEGE OBJECT OBJECT TYPE PARTY DENY | ADMIN | FOUR-EYES
Securities Account Position SAC1 Securities Account CBA False True False
Query
Securities Account Position SAC1 Securities Account Payment Bank B False False False
Query

For each assignment of an object privilege to a party, three additional attributes define the features of such
assignment. In this example, the privilege to query the securities account SACL1 is assigned to the central bank
A:

| Without Deny, i.e. parties administrators of the central bank A can grant the privilege to query the
securities account SAC1 to other roles and users of the same party;

| With Admin, i.e. parties administrators of the central bank A can grant the privilege to query the securities
account SAC1 to other parties.

Similarly, the privilege to query the securities account SAC1 is assigned to the payment bank B:

| Without Deny, i.e. parties administrators of the payment bank B can grant the privilege to query the
securities account SAC1 to other roles and users of the same party;

| Without Admin, i.e. parties administrators of the payment bank B cannot grant the privilege to query the
securities account SAC1 to other parties.

Contradicting privileges

Each system privilege and each object privilege can be granted to a role, a user or a party only once; however
if a user or party has already been granted a system or object privilege via role it is still possible to assign the
same privilege directly. In this case the directly granted privilege has priority over the one granted via role.
This is in order to prevent the possibility to grant contradicting privileges to the same role, user or party, e.g.:

| The same user being allowed (grant with deny option set to false) and not allowed (grant with deny option
set to true) to send new Settlement Instructions;

| The same role being assigned the privilege to input an immediate liquidity transfer order both according
to the Two-Eyes principle and to the Four-Eyes principle.

For this reason, when granting a system privilege or an object privilege to a role, a user or a party, CRDM
applies the following rules:

| a system privilege can be granted to a role, a user or a party if and only if the role, the user or the party
is not yet linked directly to the same system privilege;

| an object privilege on a given object or group of objects can be granted to a role, a user or a party if and
only if the role, the user or the party is not yet linked directly to the same object privilege on the same
object or group of object;

| a role can be granted to a user or a party if and only if the user or the party is not yet linked, directly or
indirectly, to one or more system privileges contained in the role;

All rights reserved. Page 108



ﬁi BANCA D'ITALIA  BANCODEESPANA
A EUROSISTEMA

Eurosistema Common Reference Data Management t a r\ g € t
BANQUE DE FRANCE DEUTSCHE H H =1 H
N HBUNDESB kK User Detailed Functional Specifications SErvICes

EUROSYSTEM

| These rules imply that one privilege can always be granted both as a system privilege and as an object
privilege to the same role, user or party without resulting in a contradicting configuration. This also applies

when granting the same object privilege on two different objects or group of objects to the same role,
user or party.

The following tables show some examples on the assignment of contradicting and non-contradicting privileges.

TABLE 46 - ASSIGNMENT OF CONTRADICTING PRIVILEGES (A)

ROW PRIVILEGE PRIVILEGE TYPE OBIJECT GRANTEE | DENY | ADMIN FOUR-EYES
1 Update Security System ISIN00001 User A False False False
2 Update Security System ISIN00001 User A True False False

The above configuration is rejected; it is not possible to assign the same system privilege to the same user
regardless of the value of the Deny flag. If Row 1 is created first, it will not be possible to create Row 2. This

prevents the assignment of privileges representing a contradicting grant (in this example, the two privileges
respectively allow and forbid the Update of Securities ISINO0001).

TABLE 47 - ASSIGNMENT OF CONTRADICTING PRIVILEGES (B)

ROW PRIVILEGE PRIVILEGE TYPE OBJECT GRANTEE | DENY | ADMIN | FOUR-EYES
1 Update Security System n/a User A False False False
2 Update Security Object ISINO0001 User A True False False
3 Update Security Object ISIN29021 User A False False False

The above configuration is allowed. It is possible to assign the same Privilege both at System and Object level.
Row 1 grants generic access to the Update Securities function on the default data scope of User A. Row 2
blocks Update access to ISINO0001; for example, if ISINO00O1 is within the default data scope of User A, the

creation of Rows 1 and 2 corresponds to allowing User A to update all the Securities in its own default data
scope with the exception of ISINO0OO1.

Additionally, Row 3 grants the same Update rights on ISIN29021. This is not in contradiction with the other

privilege assignments, but is meaningful only if ISIN29021 is outside of User A’s default data scope. Otherwise,
it is redundant with row 1.

TABLE 48 - ASSIGNMENT OF CONTRADICTING PRIVILEGES (C)

ROW PRIVILEGE PRIVILEGE TYPE OBIJECT GRANTEE | DENY | ADMIN FOUR-EYES
1 Update Security Object ISIN00001 User A False False False
2 Update Security Object ISIN00001 User A False False True

Similarly to the first example, this configuration is rejected. It is not possible to assign the same privilege with
different values for the Four-Eyes flag.
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TABLE 49 - ASSIGNMENT OF CONTRADICTING PRIVILEGES (D)

PRIVILEGE PRIVILEGE TYPE GRANTEE FOUR-EYES
1 Update Security Object ISIN0O0001 Role X True False False
2 Update Security Object ISIN00001 User A False False False

The above configuration is allowed, but the system blocks any attempt to grant Role X to User A. Doing so
would result in a contradicting configuration similar to assigning the same privilege twice directly to User A.

TABLE 50 - ASSIGNMENT OF CONTRADICTING PRIVILEGES (E)

PRIVILEGE PRIVILEGE GRANTEE FOUR-EYES
TYPE

1 Update System n/a Role A False False False
Security

2 Update System n/a USER A False False False
Security (through Role

A)

3 Update System n/a USER A False False True

Security directly

The above configuration is allowed. It is possible to assign the same Privilege firstly via Role and then
directly to a party or a user. As a result the user A can update securities only in four-eyes mode.

Revoking privileges

Privileges can be revoked from roles, users and parties.

When revoking a system privilege or an object privilege from the user, this just results in the removal of the
privilege from the list of privileges linked to the user.

When revoking a system privilege or an object privilege from a role, this results in the removal of the privilege
from the list of privileges linked to the role. Consequently, all the users and parties linked to the role are not
linked anymore to the privilege, with immediate effect in CRDM.

When revoking a privilege from a party, CRDM applies a cascade effect. This results in the removal of the
privilege:

| from the list of privileges linked to the party and
| from the list of privileges linked to all the roles and users of the party.

The following table shows all the possible scenarios for revoking privileges that are allowed in CRDM, their link
with the cascade process and how party administrators of CSDs and Central Banks can ensure that all the
privileges revoked from one of their parties are revoked also from all the users of the same party:
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TABLE 51 —CAscADE PROCESS WHEN REVOKING PRIVILEGES

FUNCTION FROM | CASCADE
Revoke Privilege User n/a

Revoke Privilege Role n/a

Revoke Privilege Party Yes

PROPAGATION TO USERS
As the grantee is already a user, there is no need to trigger any cascade process.

If the party administrator of the CSD Participant/External CSD/Payment
Bank/Ancillary System granted a privilege included in the role directly to other users
of the CSD Participant/External CSD/Payment Bank/Ancillary System, then the
removal of this privilege from the role would not revoke the same privilege from
these users.

In fact, when revoking a privilege from a role, CRDM does not trigger the cascade
process as this may result in unintended removal of privileges from the users of the
CSD Participant/External CSD/Payment Bank/Ancillary System. For example, even a
simple movement of a privilege between two roles assigned to the same CSD
Participant/External CSD/Payment Bank/Ancillary System (i.e. revoking the privilege
from the first role and granting it to the latter) would imply the removal of the same
privilege from all the users of this CSD Participant/External CSD/Payment
Bank/Ancillary System and this would oblige the party administra-tor of the CSD
Participant/External CSD/Payment Bank/Ancillary System to grant again this
privileges to all the impacted users.

In order to ensure that the relevant privilege is revoked also from the users of the
CSD Participant/External CSD/Payment Bank/Ancillary System (if this is the intended
goal), the party administrator of the Central Bank should grant directly this privilege
to the CSD Participant/External CSD/Payment Bank/Ancillary System and then
revoke it, as this will trigger the cascade process related to the Revoke Privilege

function from Party (see next row of this table).

CRDM triggers automatically the cascade process, which ensures that privileges

revoked from a party are also revoked from all the users and roles of the same
party.

The cascade process is automatically triggered in a deferred mode one time per business day. However, in

case the party administrator needs the cascade process to take place immediately, this can be achieved by
contacting the CRDM Operator, as the CRDM Operator can trigger this process on demand also intraday.

EXAMPLE 17 — REVOKE PRIVILEGE CASCADE EFFECT

The following table shows one example of assignment of the same privilege to a party and its users:

TABLE 52 - ASSIGNMENT OF PRIVILEGE TO PARTY AND USERS

PRIVILEGE GRANTEE DENY | ADMIN | FOUR-EYES
Cash Account Reference Data Query Payment Bank A False True False
Cash Account Reference Data Query User Al False True False
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PRIVILEGE GRANTEE DENY | ADMIN | FOUR-EYES

Cash Account Reference Data Query User A2 False False False

Users Al and A2 belongs to Payment Bank A. If Payment Bank A’s Central Bank wants to revoke the privilege
“Cash Account Reference Data Query” from all Users of Payment Bank A, it just needs to revoke it from
Payment Bank A at Party level. The cascade process will then automatically revoke it from Users Al and A2.

1.2.2.2.3 Configuration of roles

Links between roles

CRDM supports a role-based access control (RBAC) model. This results in the possibility to inherit privileges
from one or more roles.

Granting roles
Roles can be granted to users and parties.

When granting a role to a user, the grantee user immediately inherits all the privileges of the granted role, i.e.
all the privileges linked to the granted role.

When granting a role to a party, the grantee party immediately inherits all the privileges of the granted role,
i.e. all the privileges linked to the granted role.

Revoking roles
Roles can be revoked from users and parties.

When revoking a role from a user, this user immediately loses all the privileges of the revoked role, i.e. all the
privileges linked to the revoked role.

When revoking a role from a party, this party immediately loses all the privileges of the revoked role, i.e. all
the privileges linked to the revoked role.

Both when revoking roles from users and from parties, CRDM does not apply a cascade effect.

The following table shows all the possible scenarios for revoking roles that are allowed in CRDM, their link with
the cascade process and how party administrators of Central Banks can ensure that all the roles revoked from
one of their parties (and all the privileges included in these roles) are revoked also from all the users of the
same party:

TaBLE 53 —CascADE PROCESS WHEN REVOKING ROLES

FUNCTION |FROM | CASCADE PROPAGATION TO USERS
Revoke Role User n/a As the grantee is already a user, there is no need to trigger any cascade process.
Revoke Role Party n/a If the party administrator of the CSD Participant/External CSD/Payment

Bank/Ancillary System granted the role (or a privilege included in the role) directly
to other users of the CSD Participant/External CSD/Payment Bank/Ancillary System,
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FUNCTION

FROM | CASCADE

PROPAGATION TO USERS

then the removal of this role from the party would not revoke the same role (or the
privilege included in the role) from these users.

In fact, when revoking a role from a party, CRDM does not trigger the cascade

process as this may result in unintended removal of roles (or privileges) from the
users of the CSD Participant/External CSD/Payment Bank/Ancillary System.

In order to ensure that the relevant role is revoked also from the users of the CSD
Participant/External CSD/Payment Bank/Ancillary System, the party administrator of
the Central Bank or CSD should revoke all the privileges included in the role from

the role itself and then delete the role. It should be noted that this approach can be
applied without unintended side effects on other CSD Participant/External

CSD/Payment Banks/Ancillary System only if the role was specifically created for
(and assigned to) the relevant CSD Participant/External CSD/Payment Bank/Ancillary

System only, otherwise the procedure just described would also have an effect on all
CSD Participant/External CSD/Payment Banks/Ancillary System (and on all their

users) being granted with the same role.

Furthermore, in order to ensure that any privilege belonging to the role and that
was granted directly to users of the CSD Participant/External CSD/Payment

Bank/Ancillary System is also revoked from these users, the party administrator of

the Central Bank or CSD should grant directly this privilege to the CSD

Participant/External CSD/Payment Bank and then revoke it, as this will trigger the

cascade process related to the Revoke Privilege function from Party (see Table 11 —

Cascade Process when Revoking Privileges).

EXAMPLE 18 — PROCEDURE TO REVOKE ROLE FROM ALL USERS OF A PARTY

The following table shows one example of assignment of the privileges to a Role, of the Role to a User and of

one of the Privileges it contains directly to another User:

ROW ROLE
1 Party Management
2 Party Management
3 Party Management
4 Party Management

ROW ROLE

1 Party Management

All rights reserved.

TABLE 54 - ASSIGNMENT OF PRIVILEGES TO ROLES

PRIVILEGE DENY | ADMIN
Create Party False  True
Update Party False  True
Delete Party False  True
Party Reference Data Query False  True
TABLE 55 - ASSIGNMENT OF ROLES TO USERS
USER DENY | ADMIN
User Al False  True

FOUR-EYES

True

True

True

not relevant

FOUR-EYES

True
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TABLE 56 - ASSIGNMENT OF PRIVILEGES TO USERS

ROW PRIVILEGE USER DENY | ADMIN | FOUR-EYES

1 Update Party User A2 False  True True
Assuming Users Al and A2 belong to the same Payment Bank Party, and the responsible Central Bank wants
to make sure they both do not use any of the Privileges included in Role Party Management, the Central Bank
administrator should:

| Revoke all Privileges from the Role, then delete the Role: this renders the Role useless and prevents other
Party Administrators from granting privileges to it again for any reason. As a consequence, User Al can
no longer use the privileges contained in the Role;

| Grant the “Update Party” Privilege to the Payment Bank to which Users Al and A2 belong, then revoke it.
This triggers the cascade process for revoking Privileges, which results in Privilege “Update Party” being
revoked automatically from User A2, who had it granted directly.

1.2.2.3 Configuration of secured objects and secured groups

CRDM provides the possibility to create and maintain secured groups, i.e. sets of secured objects of the same
type (See section 1.2.2.1.4 Secured group). Each secured group is defined by the following elements:
| The identifier of the secured group;
| The type of the secured group, i.e. the type of the secured objects that can be assigned to the secured
group.
EXAMPLE 19 - CREATION OF A NEW SECURED GROUP

The following table shows the definition of a secured group of securities accounts.

TABLE 57 - CREATION OF A NEW SECURED GROUP

SECURED GROUP ID SECURED GROUP TYPE

SGX Securities Account

Each newly created secured group must also already include references to one or more secured objects. After
its creation, the secured group can be assigned additional secured objects, provided that they are the same
type as the secured group. Secured objects previously assigned to a secured group can also be removed from
the same secured group.

EXAMPLE 20 - ASSIGNEMENT OF SECURED OBJECTS TO A SECURED GROUP

The following table shows the assignment of three secured objects, namely three securities accounts, to one

secured group.
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TABLE 58 - ASSIGNEMENT OF SECURED OBJECTS TO A SECURED GROUP

SECURED GROUP ID SECURED OBJECT ID

SGX ABC
SGX XYZ
SGX MNO

Obiject privileges can be granted on secured groups to roles, users and parties.

EXAMPLE 21 - ASSIGNMENT OF OBJECT PRIVILEGES ON SECURED GROUPS

The following tables show several examples of assignment of object privileges on a secured group SGX of
securities accounts to roles, users and parties:

TABLE 59 - ASSIGNMENT OF OBJECT PRIVILEGES ON SECURED GROUPS TO ROLES

ROLE PRIVILEGE OBJECT OBJECT TYPE DENY | ADMIN | FOUR-EYES

RO1 Send New Settlement SGX Secured Group False False True
Instruction/Settlement Restriction on
Securities either on a Securities
Account or on Behalf of an External
CSD

RO1 Securities Account Position Query SGX Secured Group False False False

TABLE 60 - ASSIGNMENT OF OBJECT PRIVILEGES ON SECURED GROUPS TO USERS

PRIVILEGE OBJECT OBJECT TYPE USER DENY ADMIN | FOUR-EYES

Update Securities Account SGX Secured Group Uy False False True

TABLE 61 - ASSIGNMENT OF OBJECT PRIVILEGES ON SECURED GROUPS TO PARTIES

PRIVILEGE OBJECT OBJECT TYPE DENY | ADMIN | FOUR-EYES
Securities Account Position SGX Secured Group CSD Part. A False True False
Query
Update Securities Account SGX Secured Group CSD Part. A False False False
Delete Securities Account SGX Secured Group CSD Part. A False False True

For each assignment of an object privilege to a role, three additional attributes define the features of such
assignment.

In this example:

| According to Table 65 - Assignment of Object Privileges on Secured Groups to Roles, users granted with
role RO1 are authorised to query and to send new Settlement Instructions according to the Four-Eyes
principle referencing all securities accounts included in the secured group SGX. Users granted with role
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R0O1, however, cannot grant the same privileges to other roles and users (as the administration option is
set to false);

| Table 66 - Assignment of Object Privileges on Secured Groups to Users stipulates that user Uy can update
according to the Four-Eyes principle all securities accounts included in the secured group SGX. User Uy,

however, cannot grant the same privilege to other roles and users (as the administration option is set to
false);

| Finally, as per Table 67 - Assignment of Object Privileges on Secured Groups to Parties, the CSD participant

A is granted with the privileges to query, update (according to the Two-Eyes principle) and delete
(according to the Four-Eyes principle) all securities accounts included in the secured group SGX. This
implies that a party administrator of the CSD participant A can grant the same privileges to other users
and roles of the same party. Furthermore, owing to the specific configuration of the administration option
for the three privileges, a party administrator of the CSD participant A can only grant the privilege to query
all securities accounts of the secured group SGX to other parties (as the administration option is set to
true for this privilege only).

1.2.2.4 Access rights configuration process

As described in section 1.2.2.2.2Configuration of privileges, before the party administrator of a given party

can grant a privilege to a user of the same party, the same privilege has to be granted to the same party, so
that it becomes available to the party administrator(s) of the party.

On this basis, the following diagram illustrates the steps needed for granting a given privilege P to the users
of a Central Bank (identified as Party A in the diagram).

DIAGRAM 13 - ACCESS RIGHTS CONFIGURATION PROCESS (A)

Operator

Grant P Grant P

Operator Central Bank

The diagram shows that the two required steps are as follows:
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| User X, as a party administrator of the Operator, grants the privilege P to the party A;

| UserY, as a party administrator of the party A, grants the privilege P to all the relevant users (in this case,
users Y1 and Y2).

The same process applies when a Central Bank needs to configure access rights for their payment banks and
ancillary systems. The following diagram illustrates all the steps needed for granting a given privilege P to the
users of a payment bank/ancillary system (party B in the diagram), via the relevant Central Bank (party A in
the diagram).

DIAGRAM 14 - ACCESS RIGHTS CONFIGURATION PROCESS (B)

: GrantP GrantP
Party Party Party
HSERE AdminY LS Admin Z S
Grant P Grant P Grant P
Operator Central Bank Payment Bank / Ancillary System

The diagram shows that the three required steps are as follows:

| User X, as a party administrator of the Operator, grants the privilege P to the party A (i.e. to a Central
Bank or a CSD);

| User Y, as a party administrator of the party A, grants the privilege P to the party B (i.e. to a CSD
participant, external CSD, payment bank or ancillary system);

| User Z, as a party administrator of the party B, grants the privilege P to the relevant users (in this case
users Z1 and Z>).

In addition, the diagram shows that user Y, as a party administrator of the party A, can also grant the privilege
P to the user Y1, as this user belongs to the same party.

These two examples illustrates that the access rights configuration process in the CRDM consists in two main
tasks:

| configuration of access rights at party level;
| configuration of access rights at user level.

As stated in section 1.2.2.2.2Configuration of privileges, the above process is not directly applicable for TIPS
Privileges; in this case Privileges have to be granted to Roles in the first place and then Roles can be granted
to Parties and Users. For details on the configuration of Roles see section 1.2.2.2.3Configuration of roles.
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1.2.2.4.1 Configuration of access rights at party level

This task consists in the assignment of the relevant set of roles and privileges to a given party in the CRDM.
A party administrator of the Operator performs this task for the configuration of access rights of CSDs and
Central Banks.

The following diagram shows an example in which the party administrator of the Operator grants to all the
CSDs the same set of roles and privileges. This set includes all the privileges needed by the CSDs and all the
privileges needed by the CSD participants. Similarly, the Operator grants to all the Central Banks the same set
of roles and privileges, includin also all the privileges needed by the Payment Banks and Ancillary Systems.

EXAMPLE 22 - CONFIGURATION OF ACCESS RIGHTS AT PARTY LEVEL BY THE OPERATOR

Operator

CSDs and Central Banks

A party administrator of each CSD assigns the relevant set of roles and privileges to all its CSD participants,
whereas a party administrator of each Central Bank assigns the relevant set of roles?* and privileges to all its
payment banks.

In this example the party administrator of a Central Bank A configures the relevant access rights for three
payment banks Party 1, Party 2 and Party 3. This results in two different set of roles and privileges, the first
one being granted to the payment bank Party 1 only, the latter being assigned to both payment banks Party

24 For T2 and TIPS privileges, new Roles can only be created and maintained by the CRDM Operator and Central Bank parties. Payment Banks and Ancillary
Systems can only grant/revoke Roles that have previously been granted to them by their Central Banks. For other types of privileges, CBs and CSDs can
create their own Roles.
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2 and Party 3. Similarly, the party administrator of a Central Bank B assigns the relevant access rights to two
payment banks Party 4 and Party 5, this task resulting in the configuration of the same set of access rights
for both payment banks Party 4 and Party 5.

EXAMPLE 23 - CONFIGURATION OF ACCESS RIGHTS AT PARTY LEVEL BY PARTY ADMINISTRATOR OF A CB

Central
Bank A

Party

Admin Y

Central
Bank B

Party
Admin Y

Central Banks

%.

g 1

Payment Banks

1.2.2.4.2 Configuration of access rights at user level

After the configuration of access rights at party level has been set up for a given party, its party
administrator(s) can perform the configuration of access rights at user level, in order to assign the appropriate
roles and privileges to all the users of the given party.
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DIAGRAM 15 - CONFIGURATION OF ACCESS RIGHTS AT USER LEVEL

Pre-defined roles

User X1 User X2
Grant and revoke Grant and revoke
roles and privileges roles and privileges

Create and maintain roles

The above diagram shows that the party administrator(s) can set up the appropriate access rights
configuration for the users of the same party:

| by possibly creating and maintaining? additional roles, besides the ones previously granted at party level?¢

| by granting (and revoking) the (default and additional) roles and the (default) privileges to the users of
the same party.

EXAMPLE 24 - POWER OF ATTORNEY AT SECURITIES ACCOUNT LEVEL

The CSD participant PTY_X holding the securities account SAC_X wants to give another party, identified by
PTY_Y, the power of attorney to instruct a given securities account SAC_X.

This scenario can be modelled as follows:

TABLE 62 - ASSIGNMENT OF OBJECT PRIVILEGES TO PARTIES (B)

PRIVILEGE OBJECT OBJECT TYPE PARTY | DENY | ADMIN | FOUR-EYES

Send New Settlement SAC_X Securities Account  PTY_Y False False False
Instruction/Settlement Restriction on

Securities either on a Securities Account
or on Behalf of an External CSD

The object privilege to send new Settlement Instructions referencing the securities account SAC_X is assigned:

| Without Deny, i.e. party administrators of PTY_Y can grant this privilege to other roles and users of the
same party;

| Without Admin, i.e. party administrators of PTY_Y cannot give other parties the power of attorney to send
new Settlement Instructions referencing this securities account;

25 For T2 and TIPS privileges, new Roles can only be created and maintained by the CRDM Operator and Central Bank parties. Payment Banks and

Ancillary Systems can only grant/revoke Roles that have previously been granted to them by their Central Banks. For other types of privileges, CBs
and CSDs can create their own Roles.

26 These additional roles can only be granted with available privileges, i.e. privileges previously granted at party level.
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| Without Four-Eyes, i.e. party administrators of PTY_Y can grant other roles and users of the same party
with the privilege to send new Settlement Instructions referencing the securities account SAC_X, according
to the Two-Eyes principle or to the Four-Eyes principle.

From now on, party PTY_Y has the power of attorney to send new Settlement Instructions referencing the
securities account SAC_X of party PTY_X.

It is up to party administrators of PTY_Y to specify the actual roles and users of the same party that are
granted the privilege to send new Settlement Instructions referencing the securities account SAC_X.
EXAMPLE 25 - POWER OF ATTORNEY AT PARTY LEVEL

The CSD participant PTY_X holding multiple securities accounts in T2S wants to give another party, identified
by PTY_Y, the power of attorney to send new Settlement Instructions referencing all its securities accounts.

This scenario can be modelled as follows:

TABLE 63 - ASSIGNMENT OF OBJECT PRIVILEGES TO PARTIES (C)

PRIVILEGE OBJECT | OBJECT TYPE PARTY DENY | ADMIN | FOUR-EYES

Send New Settlement PTY X Party PTY_Y False False True
Instruction/Settlement Restriction on
Securities either on a Securities Account or
on Behalf of an External CSD

The object privilege to send new Settlement Instructions referencing securities accounts of party PTY_X is
assigned:
| Without Deny, i.e. party administrators of PTY_Y can grant this privilege to other roles and users of the
same party;

| Without Admin, i.e. party administrators of PTY_Y cannot give other parties the power of attorney to send
new Settlement Instructions referencing the securities accounts of PTY_X;

| With Four-Eyes, i.e. party administrators of PTY_Y can grant other roles and users of the same party with
the privilege to send new Settlement Instructions referencing any securities account of PTY_X, according
to the Four- Eyes principle only.

From now on, party PTY_Y has power of attorney to send new Settlement Instructions referencing all securities
accounts of party PTY_X.

It is up to party administrators of PTY_Y to specify the actual roles and users of the same party that are
granted the privilege to send new Settlement Instructions referencing these securities accounts.

EXAMPLE 26 - SELECTIVE ACCESS AT SECURITIES ACCOUNT LEVEL
A party administrator of the CSD participant holding the securities account SAC_X wants to grant:
| User USR_Y the privilege to query this securities account;

| User USR_Z the privilege of querying and send new Settlement Instructions referencing this securities
account.

This scenario can be modelled as follows:
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TABLE 64 - ASSIGNMENT OF OBJECT PRIVILEGES TO USERS (B)

PRIVILEGE OBJECT OBJECT TYPE USER DENY | ADMIN | FOUR-EYES
Securities Account Position Query SAC_X Securities Account USR_Y False False False
Securities Account Position Query SAC_X Securities Account USR_Z False False False
Send New Settlement SAC_X Securities Account USR_Z False False True

Instruction/Settlement Restriction
on Securities either on a Securities
Account or on Behalf of an External

CSD

The privilege to query the securities account SAC_X is assigned:
| Without Deny, i.e. users USR_Y and USR_Z can query the securities account SAC_X;

| Without Admin, i.e. users USR_Y and USR_Z cannot grant the privilege to query the securities account
SAC_X to any other roles and users of the same party;

| Without Four-Eyes, which is not relevant for a privilege related to a read-only function.
The privilege to send new Settlement Instructions referencing the securities account SAC_X is assigned:

| Without Deny, i.e. user USR_Z can send new Settlement Instructions referencing the securities account
SAC_X;

| Without Admin, i.e. user USR_Z cannot grant the same privilege to other roles and users of the same
party;

| With Four-Eyes, i.e. user USR_Z can send new Settlement Instructions referencing the securities account
SAC_X according to the Four-Eyes principle only.

EXAMPLE 27 - SELECTIVE ACCESS AT GROUP OF SECURITIES ACCOUNTS LEVEL

A party administrator of the CSD participant holding securities accounts SAC_1, SAC_2 and SAC_3 wants to
grant user USR_X the privilege to query these securities accounts.

This scenario can be modelled as follows:

TABLE 65 - ASSIGNMENT OF OBJECT PRIVILEGES TO USERS (C)

PRIVILEGE OBJECT OBJECT TYPE USER DENY | ADMIN | FOUR-EYES
Securities Account Position Query SAC_1 Securities Account USR_X False False False
Securities Account Position Query SAC_2 Securities Account USR_X False False False
Securities Account Position Query SAC_3 Securities Account USR_X False False False

Alternatively, the same scenario can also be modelled as follows:
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TABLE 66 - ASSIGNMENT OF OBJECT PRIVILEGES TO USERS (D)

PRIVILEGE OBJECT OBJECT TYPE USER DENY ADMIN FOUR-EYES
Securities Account Position Query SG_Z Secured Group USR_X False False False

where SG_Z is the group of secured objects defined as in the following diagram:

SG_Z Secured group (of securities accounts)

SAC_1 SAC_2 SAC_3 Secured objects
(securities accounts)

EXAMPLE 28 - CB ACCESS TO SECURITIES ACCOUNTS

A party administrator of the CSD Y holding the securities account SAC_A wants to grant its own CSD Participant
PTY_X as well as CB PTY_Z with the privilege to query the securities account SAC_A.

This scenario can be modelled as follows:

TABLE 67 - ASSIGNMENT OF OBJECT PRIVILEGES TO PARTIES (D)

PRIVILEGE OBJECT OBJECT TYPE PARTY DENY ADMIN | FOUR-EYES
Securities Account Position Query SAC_A Securities Account PTY_X False True False
Securities Account Position Query SAC_A Securities Account PTY Z False False False

The privilege to query the securities account SAC_A is assigned by a party administrator of CSD PTY_Y to the
CSD participant PTY_X

| Without Deny, i.e. party administrators of PTY_X can grant the privilege to query the securities account
SAC_A to other roles and users of the same party;

| With Admin, i.e. party administrators of PTY_X can grant the privilege to query the securities account
SAC_A to other parties;

| Without Four-Eyes, which is not relevant for a privilege related to a read-only function.

Moreover, the privilege to query the securities account SAC_A is assigned by a party administrator of the Y to
the central bank PTY_Z

| Without Deny, i.e. party administrators of PTY_Z can grant the privilege to query the securities account
SAC_A to other roles and users of the same party;

| Without Admin, i.e. party administrators of PTY_Z cannot grant the privilege to query the securities account
SAC_A to other parties;

| Without Four-Eyes, which is not relevant for a privilege related to a read-only function.

From now on, the central bank PTY_Z can query the securities account SAC_A of the CSD Y.
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It is up to party administrators of the central bank PTY_Z to specify the actual roles and users of the same
party that are granted the privilege to query the securities account SAC_A.

1.2.3 Message subscription

1.2.3.1 Message subscription configuration

CSDs and Central Banks can configure, for themselves and for CSD participants, external CSDs, payment banks
and ancillary systems they are responsible for, the specific set of messages (or copies of messages) they want
to receive from individual services and components.

Each message subscription rule set is defined by the following elements:
| the name and the description of the message subscription rule set;
| a validity period, specified by a mandatory initial date of validity and an optional final date of validity;

| a set of subscribing interested parties to which the relevant service or component sends all the messages
matching the rule set;

| a set of rules defining the criteria according to which the relevant service checks whether a message has
to be sent or not. These criteria are expressed on the basis of a pre-defined set of parameter types. Each
rule is assigned a validity period, specified by a mandatory initial date of validity and an optional final date
of validity. The validity period of a rule cannot exceed the validity period of the message subscription rule
set it belongs to, i.e. the validity period of a rule cannot start before or end after the validity period of the
relevant message subscription rule set.

| if applicable for the relevant Service/component, a positive/negative parameter according to which the
Service/component should send/should not send a given message (if “positive”, the rule set matches if
one of its rules is satisfied);

The positive/negative parameter allows subscribing Parties to explicitly refuse to receive messages that match
certain criteria. If set to negative it means that the Party/ies does not receive messages which match the
rule set. % Setting it to positive means that the Party/ies receive messages matching the rule set (i.e., the
normal subscription behaviour). In the event of an overlap, “negative” rule sets have priority over “positive”
rule sets.

If deemed necessary, Central Banks can decide to hand over the control to their Payment Banks and/or
Ancillary Systems by granting them the privilege for message subscription configuration (for more information
on privilege granting see section 1.2.2 Access rights).

1.2.3.2 Message subscription parameter types

The table below describes the exhaustive list of parameter types that CSDs and Central Banks can use for
configuring their message subscription rule sets.

Table 68 - Message subscription Parameter Types

27 Exception exists for parameter “Instruction Status Reason Code”. For this parameter, also the paths of Message status, Instruction status and all
Instruction Status Reason Codes reported in the respective message are relevant. As long as one or more statuses or codes are provided in the
respective message that do not match the one set up in the negative message subscription rule, the negative rule is not applied and the messages
are sent provided a corresponding positive subscription rule exists.
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PARAMETER APPLICABLE DESCRIPTION
TYPE SERVICE/COMPONENT
Message Type TIPS, T2S, T2 (CLM/RTGS), It specifies the type of message, depending on the service.
CRDM Possible values depend on the specific service for which messages

are being subscribed and are listed below.
For TIPS:
| BankToCustomerDebitCreditNotification (camt.054)
| BillingReport (camt.077)
For CLM:
| SystemEventNotification (admi.004)
| ReturnBusinessDayInformation (camt.019)
| BankToCustomerDebitCreditNotification (camt.054)
| PaymentStatusReport (pacs.002)
For RTGS:
| SystemEventNotification (admi.004)
| ReturnBusinessDayInformation (camt.019)
| ResolutionOfInvestigation (camt.029)
| BankToCustomerDebitCreditNotification (camt.054)
| PaymentStatusReport (pacs.002)

| BillingReport (camt.077)

28 This column defines the applicable Service or Component to be selected to subscribe to each specific message in the context of that Service/Component.
{T2 CR0136}
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PARAMETER APPLICABLE

DESCRIPTION

TYPE SERVICE/COMPONENT

For T2S:

All rights reserved.

SettlementInstruction/SecuritiesSettlementTransaction
(sese.023)

SettlementRestriction on securities/IntraPositionMovement
(semt.013)

SettlementRestriction on cash/IntraBalanceMovement
(camt.066)

SystemEventNotification (admi.004)
ReturnBusinessDayInformation (camt.019)
ResolutionOfInvestigation (camt.029)
BankToCustomerDebitCreditNotification (camt.054)
PaymentStatusReport (pacs.002)

BillingReport (camt.077)
IntraPositionMovementStatusAdvice (semt.014)
IntraPositionMovementConfirmation (semt.015)
SecuritiesSettlementTransactionStatusAdvice (sese.024)
SecuritiesSettlementTransactionConfirmation (sese.025)

SecuritiesTransactionCancellationRequestStatusAdvice
(sese.027)

SecuritiesSettlementTransactionAllegementNotification
(sese.028)

SecuritiesMessageCancellationAdvice (semt.020)
SecuritiesSettlementAllegementRemovalAdvice (sese.029)

SecuritiesSettlementConditionsModificationStatusAdvice
(sese.031)

IntraBalanceMovementStatusAdvice (camt.067)
IntraBalanceMovementConfirmation (camt.068)

SecuritiesSettlementTransactionGenerationNotification
(sese.023)

IntraBalanceMovementModificationRequestStatusAdvice
(camt.073)

IntraBalanceMovementCancellationRequestStatusAdvice
(camt.075)
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target

services

PARAMETER

APPLICABLE

DESCRIPTION

TYPE

Instruction Type

Message Status

Party
Securities Account
ISIN

Cash Account

Debit/Credit

indicator

Multi-addressee
BIC

Business case

Priority

SERVICE/COMPONENT

T2S

T2S, CRDM

T2S, CRDM
T2S, CRDM
T2S, CRDM

TIPS, T2S, T2 (CLM/RTGS),

CRDM

TIPS

T2 (RTGS)

T2 (CLM/RTGS)

T2 (RTGS)

For CRDM#:
| AccountRequestAcknowledgement (acmt.010)
| PartyStatusAdvice (reda.016)
| Receipt (camt.025)
| SecurityCreationStatusAdvice (reda.008)
| SecurityMaintenanceStatusAdvice (reda.029)
| SecurityDeletionStatusAdvice (reda.030)
| SecuritiesAccountStatusAdvice (reda.020)
| CollateralDataStatusAdvice (reda.028)
| EligibleCounterpartCSDStatusAdvice (reda.044)
| SecurityCSDLinkStatusAdvice (reda.047)
| AccountLinkStatusAdvice (reda.051)

It specifies the type of instruction included in the message. Refer
to section “Instruction Types” in the T2S UDFS for the exhaustive
list of instruction types.

It specifies the status of the message, i.e. the status of the

request included in the message.3°

It specifies the party referenced in the message.

It specifies the securities account referenced in the message.
It specifies the financial instrument referenced in the message.

It specifies the Cash Account for which relevant messages shall

be sent.

It specifies whether the notification should be sent for Liquidity
Transfers which debit or credit the TIPS Account.

It specifies the BIC11 of the Multi-addressee that sent the related

instruction/cancellation.

It specifies the business case for which the message is
subscribed.

It specifies the priority of the original payment instruction.

29 A subset of messages is generated and sent by CRDM, for which the subscription is not related to specific Services (i.e. all instances of the selected

messages, regardless of which Service the underlying data refers to, will be sent if subscribed). This requires to define a Rule Set using the value

"T2S/CRDM" as Service. {T2 CR0136}

30 Consequently, the meaning of this status depends on the given message type, e.g. it is a settlement status for a message conveying the response
related to an immediate liquidity transfer, whereas it is a processing status for a message conveying the response related to a statuc data maintenance
request. The exhaustive list of possible values depends on the specific status nad it is provided in the specification of the relevant message type.
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PARAMETER APPLICABLE DESCRIPTION
TYPE SERVICE/COMPONENT
Underlying T2 (CLM/RTGS) It specifies the message type of the original message sent to the
message type service.
Instruction Status  T2S, CRDM It specifies the status of the instruction. The exhaustive list of

possible status values of instructions is as follows, depending on
the message type:

For camt.025:
| LIMC (Reference data Limit maintenance “Completed” code)
| LIMQ (Reference data Limit maintenance “Queued” code)
| LIMR (Reference data Limit maintenance “Rejected” code)

| LTOC (Reference data Liquidity Transfer Order maintenance

“Completed” code)

| LTOQ (Reference data Liquidity Transfer Order maintenance

“Queued” code)

| LTOR (Reference data Liquidity Transfer Order maintenance

“Rejected” code)
| APPR (Liquidity Transfer “Approved” code)
| SPAS (Liquidity Transfer “Partially Settled” code)
| SSET (Liquidity Transfer “Settled” code)
| SUNS (Liquidity Transfer “Unsettled” code)
| RREJ (RTGS “Rejected” code)

For semt.014, sese.024, sese.027, sese.031, sese.032, camt.067,
camt.073 and camt.075:

| AckdAccptd (Accepted)
For semt.014, sese.024, sese.027, camt.067 and camt.075:
| Canc (Cancelled)
For semt.014, sese.024, sese.032 and camt.067:
| Pdg (Pending) 3!
For sese.027, sese.031, camt.073 and camt.075:
| Dnd (Denied)
For sese.031 and camt.073:

| Cmpltd (Completed)

31 If the customer wants to receive only messages for failing, he has to set up a negative message subscription for Instruction Status “Pending”.
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PARAMETER APPLICABLE DESCRIPTION

TYPE SERVICE/COMPONENT

For sese.024:

| Mtchd (Matched) 32

| CxIReqd (Cancellation Requested)
For sese.027:
PdgCxl (Pending Cancellation)

Instruction Status  T2S It specifies the reason codes of “pending” and “failing” settlement

Reason Code status messages.The exhaustive list of possible status reason
codes is as follows, depending on the message type. Please refer
to the Index of Status Values and Codes in the T2S UDFS for the
detailed lists:

For semt.014

| PendingReason10Code

| FailingReason3Code
For sese.024

| PendingReason2Code

| FailingReason2Code
For camt.067

| PendingReason10Code

| FailingReason3Code

Transaction Code  T2S It specifies the ISO transaction code referenced in the message.
Currency T2S It specifies the currency code referenced in the message.
Already Matched T2S It specifies whether to select only one side of the reporting when
Flag a settlement instruction is sent as “already matched” in T2S.
Settlement T2S It specifies the settlement transaction condition code referenced
Transaction in the message.

Condition Code

Business Sending  T2S It specifies the Business Sending Party of the message. For
Party outgoing messages, it refers to the Business Sending Party of the
related incoming message.

System User T2S It specifies the System User Reference of the Business Sending
Reference User of the message.

32 If the customer wants to receive only messages with unmatched status, he has to set up a negative message subscription for Instruction Status
“Matched”.
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PARAMETER APPLICABLE DESCRIPTION

TYPE SERVICE/COMPONENT

Instructing Party T2S It specifies the Instructing Party of the message. For outgoing
messages, it refers to the Instructing Party of the related
incoming message.

Not all the parameter types listed in the previous table are applicable for each message. The following table
provides the mapping between the incoming message types subject to subscription and the applicable
parameter types33,

TABLE 69 - APPLICABLE MESSAGE SUBSCRIPTION PARAMETER TYPES FOR INCOMING MESSAGES (FOR COPIES)

ADNIHHND

ddiAl NOILDONHISNI
SN1YLS A9YSS3IA
SN1YLS NOILDNHISNI
3303 NOILDYSNYHI
ALMVd ONLLDMHISNI

INNOD2DY S3ILIHENDIS

MESSAGE TYPE

BY1d d3HDLYIW AQY3HTY
AlHVd DNIONIS SSIANISNA
FINTHHIH HISN WALSAS

INNODDY HSYD d31v¥2Id3a Sl

300D NOLITANOD NOLLOVSNVHL INJWA 11 13S

SettlementInstruction Yes No Yes Yes Yes Yes No Yes Yes Yes Yes Yes Yes Yes

SecuritiesSettlementTransaction (sese.023)

SettlementRestriction on securities No No Yes Yes Yes No No No No No No Yes Yes Yes

IntraPositionMovement (semt.013)
SettlementRestriction on cash No No Yes No No Yes No No Yes No No Yes Yes Yes
IntraBalanceMovement (camt.066)

The following table provides the mapping between the outgoing message types subject to subscription and
the applicable parameter types3“.

Table 70 — Applicable Message subscription Parameter Types for Outgoing Messages

33 The Message parameter type is not shown in the following table as it applicable by definition to all messages.

34 The Message parameter type is not shown in the following table as it applicable by definition to all messages.
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MESSAGE TYPE

AONTHIND

4SYD SSANISNg
ALTIOT™d

=

c E
= A
c |>
QG)
S |o
2
cHE
gm

1INNOJJV SALLTINDAS
JI9 33SS3AAAV-ILTNIW
ddAL 3OVSSIN ONIATIIANN
SNL1V1S NOILONYLSNI
3d0D NOSVIY SNLVLS NOILOMYLSNI
3d0D NOILOVSNVYHL
OV1d dIHOLVIN AQVIHTV
3d0D NOILIANOD
NOILOVSNVYL INIWIFTLLIS
seALdVd ONIAN3S SSANISNY
JONIYIJTY ¥3ISN WILSAS
ALdVd ONILOMYLSNI

SystemEventNotification No No No No No No No No No No No No No No No No No No No
(admi.004)

ReturnBusinessDayInform No No No No No No No No No No No No No No No No No No No
ation (camt.019)

ResolutionOfInvestigation No No No No No Yes Yes No No No No No No No No No No No No
(camt.029)

BankToCustomerDebitCre No No No No No Yes No Yes No No No No No No No No No No No
ditNotification (camt.054)

PaymentStatusReport No No No No No Yes Yes No Yes Yes No No No No No No No No No
(pacs.002)

AccountRequestAcknowle No Yes Yes No No Yes No No No No No No No No No No No No No
dgement (acmt.010)

PartyStatusAdvice No Yes Yes No No No No No No No No No No No No No No No No
(reda.016)

SecurityCreationStatusAd No Yes No No Yes No No No No No No No No No No No No No No
vice (reda.008)

SecurityMaintenanceStatu No Yes No No Yes No No No No No No No No No No No No No No
sAdvice (reda.029)

SecurityDeletionStatusAd No Yes No No Yes No No No No No No No No No No No No No No
vice (reda.030)

SecuritiesAccountStatusA No Yes No Yes No No No No No No No No No No No No No No No
dvice (reda.020)

CollateralDataStatusAdvic No Yes No No No No No No No No No No No No No No No No No
e (reda.028)

35 Not checked in case of DMT files or T2S internally generated instructions.
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MESSAGE TYPE

AONTHIND

4SYD SSANISNg
ALTIOT™d

=

c E
= A
c |>
QG)
S |o
2
cHE
gm

1INNOJJV SALLTINDAS
JI9 33SS3AAAV-ILTNIW
ddAL 3OVSSIN ONIATIIANN
SNL1V1S NOILONYLSNI
3d0D NOSVIY SNLVLS NOILOMYLSNI
3d0D NOILOVSNVYHL
OV1d dIHOLVIN AQVIHTV
3d0D NOILIANOD
NOILOVSNVYL INIWIFTLLIS
seALdVd ONIAN3S SSANISNY
JONIYIJTY ¥3ISN WILSAS
ALdVd ONILOMYLSNI

EligibleCounterpartCSDSt No Yes No No No No No No No No No
atusAdvice (reda.044)

=2

o No No No No No No No

SecurityCSDLinkStatusAd No Yes Yes No Yes No No No No No No No No No No No No No No
vice (reda.047)

AccountLinkStatusAdvice No Yes No Yes No Yes No No No No No No No No No No No No No
(reda.051)

ReturnBusinessDayInform No No No No No No No No No No No No No No No No No No No
ation (camt.019)

Receipt (camt.025) No No No No No No No No No No No No No No No No No No No
BillingReport (camt.077) No No No No No No No No No No No No No No No No No No No

BankToCustomerDebitCre Yes No No No No Yes No No No No No No No Yes No No No No No
ditNotification (camt.054)

IntraPositionMovementSt No Yes Yes Yes Yes No No No No No Yes Yes No No No No Yes No Yes
atusAdvice (semt.014)

IntraPositionMovementCo No No Yes Yes Yes No No No No No No No No No No No Yes No Yes
nfirmation (semt.015)

SecuritiesSettlementTran Yes Yes Yes Yes Yes No No No No No Yes Yes Yes Yes Yes Yes Yes No Yes
sactionStatusAdvice
(sese.024)

SecuritiesSettlementTran Yes No Yes Yes Yes Yes No No No No No No Yes Yes Yes Yes Yes No Yes
sactionConfirmation
(sese.025)

SecuritiesTransactionCan No Yes Yes Yes Yes No No No No No Yes No No Yes Yes No Yes No Yes
cellationRequestStatusAd
vice (sese.027)
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MESSAGE TYPE

AONTHIND

4SYD SSANISNg
ALTIOT™d

=

c E
= A
c |>
QG)
S |o
2
cHE
g(n

1INNOJJV SALLTINDAS
JI9 33SS3AAAV-ILTNIW
ddAL 3OVSSIN ONIATIIANN
SNL1V1S NOILONYLSNI
3d0D NOSVIY SNLVLS NOILOMYLSNI
3d0D NOILOVSNVYHL
OV1d dIHOLVIN AQVIHTV
3d0D NOILIANOD
NOILOVSNVYL INIWIFTLLIS
seALdVd ONIAN3S SSANISNY
JONIYIJTY ¥3ISN WILSAS
ALdVd ONILOMYLSNI

=2

SecuritiesSettlementTran No No Yes Yes Yes No No No No No No No Yes Yes No No No No No
sactionAllegementNotifica

tion (sese.028)

SecuritiesMessageCancell No No Yes Yes No No No No No No No No No No No No No No No
ationAdvice (semt.020)

SecuritiesSettlementAlleg No No Yes Yes Yes No No No No No No No No No No No No No No
ementRemovalAdvice
(sese.029)

SecuritiesSettlementCond No Yes Yes Yes No No No No No No Yes No No No Yes No Yes No Yes
itionsModificationStatusA
dvice (sese.031)

IntraBalanceMovementSt No Yes Yes No No Yes No No No No Yes Yes No Yes No No Yes No Yes
atusAdvice (camt.067)

IntraBalanceMovementCo No No Yes No No Yes No No No No No No No Yes No No Yes No Yes
nfirmation (camt.068)

SecuritiesSettlementTran Yes Yes Yes Yes Yes Yes No No No No Yes No Yes Yes No No Yes No Yes
sactionGenerationNotifica
tion (sese.023)

IntraBalanceMovementM No Yes Yes No No Yes No No No No Yes No No Yes No No Yes No Yes
odificationRequestStatusA
dvice (camt.073)

IntraBalanceMovementCa No Yes Yes No No Yes No No No No Yes No No Yes No No Yes No Yes
ncellationRequestStatusA
dvice (camt.075)

1.2.3.3 Message subscription examples
The above described message subscription configuration is illustrated below.
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EXAMPLE 29 - SUBSCRIBING FOR LIQUIDITY TRANSFER CREDIT NOTIFICATION

This example is about a message subscription configuration which allows a payment bank A to receive credit
notifications related to settlement of liquidity transfers.

This message subscription configuration must be valid as of 1% of July 2019. The general features of the new
message subscription rule set for the payment bank A, i.e. the rule set name, the starting validity date and
the relevant interested party can be specified as follows:

TABLE 71 - DEFINITION OF A NEW MESSAGE SUBSCRIPTION RULE SET

MESSAGE SUBSCRIPTION RULE SET

Name CREDIT_NOTIFY_ACCOUNT_A
Description Receive credit notifications for account A
Interested Party Payment Bank A

Valid From 1-July-2019

Valid To -

The rule that the payment bank A needs to specify for itself in order to fulfil the requirements described before
is as follows:

TABLE 72 - DEFINITION OF THE RULES FOR A NEW MESSAGE SUBSCRIPTION RULE SET

RULE SET | VALID FROM | VALID TO MESSAGE TYPE CASH ACCOUNT | DEBIT/CREDIT
INDICATOR

Rule 1 2019-07-01 - BankToCustomerDebitCreditNotificatio ACCOUNT A CRDT

n

EXAMPLE 30 - SUBSCRIBING FOR MATCHING AND SETTLEMENT CONFIRMATION MESSAGES
This example is about two message subscription configurations which allow:

| A CSD A to receive from T2S status advices related to matching and partial settlement, plus settlement
confirmations for the Settlement Instructions of all its participants.

| A directly connected participant DCP B to receive settlement confirmations for all its Settlement
Instructions.

These message subscription configurations must be valid as of 1st of July 2015. The general features of the
new message subscription rule set for the CSD A, i.e. the rule set name, the starting validity date and the
relevant interested party can be specified as follows:

TABLE 73 - DEFINITION OF A NEW MESSAGE SUBSCRIPTION RULE SET

MESSAGE SUBSCRIPTION RULE SET

Name REC_STAT_ADV_AND_CONF
Description Receive Status Advice and Confirmation
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Interested Party CSD A
Valid From 1-July-2015
Valid To =
Positive/Negative positive

The rule set that the CSD A needs to specify for itself in order to fulfil the requirements described before is as
follows:

TABLE 74 - DEFINITION OF THE RULES FOR A NEW MESSAGE SUBSCRIPTION RULE SET
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Rule 1 2015-07-01 - SecuritiesSettlementTransactionSta Pending
tusAdvice

SecuritiesSettlementTransactionSta Matched
tusAdvice

Rule 2 2015-07-01 - SecuritiesSettlementTransactionSta
tusConfirmation

Similarly, the CSD A has to configure for the directly connected participant DCP B the following general
features:

TABLE 75 - DEFINITION OF A NEW MESSAGE SUBSCRIPTION RULE SET

MESSAGE SUBSCRIPTION RULE SET

Name REC_SETT_CONF

Description Receive Settlement Confirmation
Interested Party DCP B

Valid From 1-July-2015

Valid To =

Positive/Negative positive
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Finally, the following matrix shows the rule set the CSD A must specify for DCP B:

TABLE 76 - DEFINITION OF THE RULES FOR A NEW MESSAGES SUBSCRIPTION RULE SET

ELpt-|
0l dITYA

WOHd dITYA

=
m
n
n
=
(7]
m
-
-
o
m

ddiAl NOILDNHISNI
SNLY.lS ADYSS3IIN
INNOD2DY SIILTHNDIS
SN1YLlS NOILDNY1SNI

ANNODOY HSYD d31Y¥0103a SEL

Rule 1 2015-07-01 - SecuritiesSettlementTransactionConfi
rmation

On the basis of the two rule sets described above, as of 1st of July 2015:

| The CSD A starts receiving status advices for matched and pending instructions (rule 1 of Table 80) and
settlement confirmations (rule 2 of Table 80) for the Settlement Instructions of all its participants.

| The directly connected participant DCP B starts receiving settlement confirmations (rule 1 of Table 82) for
all its Settlement Instructions.

The following diagram shows the message flows exchanged between the two involved T2S Actors (CSD A and
DCP B) and T2S when the CSD A sends a Settlement Instruction to T2S and this instruction is fully settled.

DIAGRAM 16 - MESSAGE FLOWS EXCHANGED BETWEEN THE T2S ACTORS AND T2S (A)

0 SecuritiesSettlementTransactioninstruction

a
i

SecuritiesSettlementTransactionStatusAdvice
Matched = “Matched”

)
<

SecuritiesSettlementTransactionConfirmation e

DCPB y

SecuritiesSettlementTransactionConfirmation e

After the CSD A has sent a Settlement Instruction to T2S (step 1 in the diagram) and this Settlement
Instructions is matched, T2S sends a status advice to CSD A to notify the matching status (step 2). Finally,
when the given Settlement Instruction is settled, T2S sends the related settlement confirmation both to the
sender party, CSD A, and to the directly connected participant DCP B (step 3).
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EXAMPLE 31 - SUBSCRIBING FOR COPIES OF INCOMING SETTLEMENT INSTRUCTIONS

This example is about a message subscription configuration which allows a CSD A to receive from T2S copies
of incoming Settlement Instructions submitted by two directly connected participants of the same CSD.

This message subscription configuration must be valid as of 1st of July 2015. The general features of the new
message subscription rule set for the CSD A, i.e. the rule set name, the starting validity date and the relevant
subscribing party can be specified as follows:

TABLE 77 - DEFINITION OF A NEW MESSAGE SUBSCRIPTION RULE SET

MESSAGE SUBSCRIPTION RULE SET

Name REC_COPY_SETT_INST

Description Receive Copy of Settlement Instruction
Interested Party CSD A

Valid From 1-July-2015

Valid To =

Positive/Negative Positive

The rule set that the CSD A needs to specify for itself in order to fulfil the requirements described before is
as follows:

TABLE 78 - DEFINITION OF THE RULES FOR A NEW MESSAGE SUBSCRIPTION RULE SET
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Rule 1 2015-07-01 - SecuritiesSettlementTransactionInstr DCP X
uction

SecuritiesSettlementTransactionInstr DCPY
uction

On the basis of the message subscription configuration just described, as of 1st of July 2015 the CSD A starts
receiving copies of all Settlement Instructions submitted either by DCP X or by DCP Y, after T2S has
successfully performed the business validation for these incoming Settlement Instructions.
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The following diagram shows the message flows exchanged between the involved T2S Actors and T2S when
one of the directly connected participants (DCP X) sends a Settlement Instruction to T2S and this instruction
is successfully validated.

DIAGRAM 17 - MESSAGE FLOWS EXCHANGED BETWEEN THE T2S ACTORS AND T2S (B)

.

SecuritiesSettlementTransactioninstruction
(successfully validated by T2S)

SecuritiesSettlementTransactioninstruction

After the DCP X sends a Settlement Instruction to T2S (step 1 in the diagram) and this Settlement Instructions
undergoes successfully the business validation process, T2S sends a copy of the incoming Settlement
Instruction to CSD A (step 2).

EXAMPLE 32 - SUBSCRIBING FOR A SUB-SET OF REFERENCE DATA STATUS ADVICES

This example describes how a T2S Actor, in this case a central bank CB A, can set up a message subscription
rule set to receive reference data status advice messages only if the relevant status value is final, i.e. if status
= “Rejected” or status = “Completed”. This allows the T2S Actor avoiding the transmission of all reference
data status advice messages with a provisional status, i.e. with status = “Queued” as they are in any case
followed by another message after T2S completes the processing of the relevant reference data maintenance
instruction.

If the message subscription rule set must be valid from the 15th of May 2015 (included), this new configuration
can be specified as follows.

TABLE 79 - DEFINITION OF A NEW MESSAGE SUBSCRIPTION RULE SET

MESSAGE SUBSCRIPTION RULE SET

Name REC_ADV_REJ_COMP

Description Receive Advice Rejected or Completed
Interested Party NCB A

Valid From 15-May

Valid To =

Positive/Negative positive
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Once defined the general features of this new message subscription rule set, the CB A must specify the
following rule set, implementing the requirements described before:

TABLE 80 - DEFINITION OF THE RULES FOR A NEW MESSAGE SUBSCRIPTION RULE SET
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Rule 1 2015-07-01 - PartyStatusAdvice Rejected
PartyStatusAdvice Completed

On the basis of the rule defined above, as of 15th of May 2015, all the party status advice messages for
reference data maintenance instructions related to parties of the CB A are sent to the CB A only if their status
is final, i.e. “Completed” or “"Rejected”.

The following diagram shows the message flows exchanged between the CB A and T2S when the CB A sends
a party creation request to T2S.

DIAGRAM 18 - MESSAGE FLOWS EXCHANGED BETWEEN THE T2S ACTORS AND T2S (E)

—

o PartyModificationRequest

PartyStatusAdvice
“Completed”

These flows are the same regardless of the phase of the settlement day in which the CB A sends the given
party modification request. In fact, even if the CB A sends this request while a night-time settlement sequence

is running, T2S does not send to the CB A the provisional party status advice (with status = “"Queued”), just
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after having suspended the processing of the given request until the end of the current night-time settlement
sequence.

1.2.4 Graphical user interface

Users of CRDM Actors granted with the appropriate privileges can communicate with the CRDM in U2A mode
via a web-based graphical user interface (GUI).

The following CRDM functionalities are available in U2A mode:

TABLE 81 — CRDM U2A FUNCTIONS

Function Actor36

Create Party Operator, CSD, Central Bank

Update Party Operator, CSD, Central Bank

Delete/Restore Party Operator, CSD, Central Bank

Query Party List Operator, CSD, Central Bank, CSD Participant, External

CSD, Payment Bank, Ancillary System

Query Party Details Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Create Party Service Link Operator, Central Bank

Update Party Service Link Operator, Central Bank

Delete/Restore Party Service Link Operator, Central Bank

Query Party Service Link List Operator, Central Bank, Payment Bank, Ancillary
System

Create Eligible Counterpart CSD CsD

Update Eligible Counterpart CSD CsSD

Delete/Restore Eligible Counterpart CSD CSD

Eligible Counterpart CSD List Query CSD

Eligible Counterpart CSD Details Query CSD

Create Banking Group Central Bank

Update Banking Group Central Bank

Delete/Restore Banking Group Central Bank

Query Banking Group List Central Bank, Payment Bank

36 The Actor types listed for each function refer to the default responsible Actor in normal operating conditions. However it is possible for the CRDM
Operator to act on behalf of Central Banks (and of Payment Banks, upon request of the relevant Central Bank) and for the Central Banks to act on-behalf
of their Payment Banks, under well-defined contingency scenarios.
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Query Banking Group Details Central Bank, Payment Bank

Create Billing Group Central Bank

Update Billing Group Central Bank

Delete/Restore Billing Group Central Bank

Query Billing Group List Central Bank, Payment Bank

Query Billing Group Details Central Bank, Payment Bank

Create Cash Account Operator, Central Bank, Payment Bank, Ancillary
System3’

Update Cash Account Operator, Central Bank, Payment Bank, Ancillary
System?3’

Delete/Restore Cash Account Operator, Central Bank, Payment Bank, Ancillary
System?3’

Query Cash Account List Operator, Central Bank, Payment Bank, Ancillary
System

Query Cash Account Details Operator, Central Bank, Payment Bank, Ancillary
System

Create External RTGS Account Central Bank

Update External RTGS Account Central Bank

Delete/Restore External RTGS Account Central Bank

External RTGS Account List Query Central Bank

External RTGS Account Details Query Central Bank

Create Limit Payment Bank, Ancillary System

Update Limit Payment Bank, Ancillary System

Delete/Restore Limit Payment Bank, Ancillary System

Query Limit List Payment Bank, Ancillary System

Query Limit Details Payment Bank, Ancillary System

Create Authorized Account User Payment Bank, Ancillary System

Update Authorized Account User Payment Bank, Ancillary System

Delete/Restore Authorized Account User Payment Bank, Ancillary System

37 Payment Banks and Ancillary Systems are only allowed to Update floor/ceiling data (threshold amounts, target amounts and notification flags) for Cash
Accounts under their responsibility as well as to Create/Update/Delete/Restore Cash Accounts of type “TIPS Credit Memorandum Balance”.
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Query Authorized Account User List

Create Ancillary System Bilateral Agreement

Delete/Restore Ancillary System Bilateral Agreement

Update Ancillary System Bilateral Agreement
Query Ancillary System Bilateral Agreement List
Create Ancillary System Procedure
Delete/Restore Ancillary System Procedure
Update Ancillary System Procedure

Query Ancillary System Procedure List

Create Account Monitoring Group

Update Account Monitoring Group
Delete/Restore Account Monitoring Group
Query Account Monitoring Group List

Query Account Monitoring Group Details
Create Liquidity Transfer Order

Update Liquidity Transfer Order
Delete/Restore Liquidity Transfer Order

Query Liquidity Transfer Order List

Query Liquidity Transfer Order Details

Create Liquidity Transfer Order Link Set
Update Liquidity Transfer Order Link Set
Delete/Restore Liquidity Transfer Order Link Set
Liquidity Transfer Order Link Set List Query
Liquidity Transfer Order Link Set Details Query
Create Liquidity Transfer Group

Update Liquidity Transfer Group
Delete/Restore Liquidity Transfer Group

Query Liquidity Transfer Group List

Query Account Monitoring Group Details
All rights reserved.

Payment Bank, Ancillary System

Central Bank

Central Bank

Central Bank

Central Bank, Payment Bank, Ancillary System
Central Bank

Central Bank

Central Bank

Central Bank, Payment Bank, Ancillary System
Payment Bank

Payment Bank

Payment Bank

Payment Bank

Payment Bank

Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank

Central Bank, Payment Bank

Central Bank, Payment Bank

Central Bank, Payment Bank

Central Bank, Payment Bank

Central Bank

Central Bank

Central Bank

Central Bank, Payment Bank

Central Bank, Payment Bank
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Create Settlement Bank Accounts Group

Delete/Restore Settlement Bank Accounts Group

Update Settlement Bank Accounts Group

Query Settlement Bank Accounts Group

Query Settlement Bank Accounts Group Details

Create Direct Debit Mandate

Update Direct Debit Mandate

Delete/Restore Direct Debit Mandate

Query Direct Debit Mandate List

Create Standing Order for Reservation
Update Standing Order for Reservation
Delete/Restore Standing Order for Reservation
Query Standing Order for Reservation List
Query Standing Order for Reservation Details
Create Credit Memorandum Balance

Update Credit Memorandum Balance
Delete/Restore Credit Memorandum Balance
Credit Memorandum Balance List Query
Credit Memorandum Balance Details Query
Create Security

Update Security

Delete/Restore Security

Security List Query

Security Details Query

Create Auto-Collateralisation Eligibility Link

Update Auto-Collateralisation Eligibility Link

Delete/Restore Auto-Collateralisation Eligibility Link
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Central Bank

Central Bank

Central Bank

Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank, Ancillary System
Central Bank

Central Bank

Central Bank

Central Bank, Payment Bank, Ancillary System
Payment Bank, Ancillary System

Payment Bank, Ancillary System

Payment Bank, Ancillary System

Payment Bank, Ancillary System

Payment Bank, Ancillary System

Operator, Central Bank, Payment Bank
Operator, Central Bank, Payment Bank
Operator, Central Bank, Payment Bank
Operator, Central Bank, Payment Bank
Operator, Central Bank, Payment Bank

CSD

CSD

CSD

CSD, CSD Participant, External CSD, Central Bank,

Payment Bank

CSD, CSD Patrticipant, External CSD, Central Bank,

Payment Bank
Central Bank, Payment Bank
Central Bank, Payment Bank

Central Bank, Payment Bank
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Auto-Collateralisation Eligibility Link List Query Central Bank, Payment Bank

EURDSYSTEME

Cash Discount Penalty Rate List Query CSD, CSD Participant, External CSD, Central Bank,

Payment Bank

Create Close Link Central Bank, Payment Bank
Delete/Restore Close Link Central Bank, Payment Bank
Close Link List Query Central Bank, Payment Bank
Create Securities Valuation Central Bank, Payment Bank
Delete/Restore Securities Valuation Central Bank, Payment Bank
Securities Valuation List Screen Central Bank, Payment Bank
Create Security CSD Link CSD, External CSD

Update Security CSD Link CSD, External CSD
Delete/Restore Security CSD Link CSD, External CSD

Security CSD Link List Query CSD, External CSD

Security CSD Link Details Query CSD, External CSD

Create Securities Subject to Cash Penalties CSD

Update Securities Subject to Cash Penalties CsD

Delete/Restore Securities Subject to Cash Penalties CSD

Securities Subject to Cash Penalties List Query CsD

Create Daily Price CSD

Delete/Restore Daily Price CSD

Daily Price List Query CSD

Create Euro Foreign Exchange Rate Central Bank38

Delete Euro Foreign Exchange Rate Central Bank3®

Euro Foreign Exchange Rate List Query Central Bank, Payment Bank, CSD, CSD Participant

External CSD
Security Penalty RateList Query CSD, CSD Patrticipant, External CSD

Create Securities Account CSD

38 Only the ECB is granted with the privilege to manage the Euro Foreign Exchange Reference Rate.
39 Only the ECB is granted with the privilege to manage the Euro Foreign Exchange Reference Rate.
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Update Securities Account CSD

Delete/Restore Securities Account CsD

Securities Account Details Query CSD, CSD Participant, External CSD
Securities Account List Query CSD, CSD Participant, External CSD
Create CMB Securities Account Link CSD, CSD Participant, External CSD
Update CMB Securities Account Link CSD, CSD Participant, External CSD
Delete/Restore CMB Securities Account Link CSD, CSD Participant, External CSD
CMB Securities Account Link List Query CSD, CSD Participant, External CSD
Create CSD Account Link CSD, External CSD

Update CSD Account Link CSD, External CSD

Delete/Restore CSD Account Link CSD, External CSD

CSD Account Link List Query CSD, External CSD

Create User Operator, CSD, Central Bank, CSD Participant, External

CSD, Payment Bank, Ancillary System

Update User Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Delete/Restore User Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Query User List Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Query User Details Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Create Role Operator, CSD, Central Bank
Update Role Operator, CSD, Central Bank
Delete/Restore Role Operator, CSD, Central Bank
Query Role List Operator, CSD, Central Bank
Create Certificate DN Operator, CSD, Central Bank, CSD Participant, External

CSD, Payment Bank, Ancillary System

Update Certificate DN Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System
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Delete/Restore Certificate DN

Query Certificate DN List

Create User Certificate DN Link

Delete/Restore User Certificate DN Link

Query User Certificate DN Link List

Create Attribute Domain

Update Attribute Domain
Delete/Restore Attribute Domain
Attribute Domain Details Query
Attribute Domain List Query

Create Attribute Reference

Update Attribute Reference
Delete/Restore Attribute Reference
Attribute Reference Details Query
Attribute Reference List Query

Create Market-Specific Attribute
Update Market-Specific Attribute
Delete/Restore Market-Specific Attribute
Market-Specific Attribute List Query
Market-Specific Attribute Details Query

Grant Privilege

Revoke Privilege

Query Granted Privilege List

All rights reserved.

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System
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target

Query Granted Privilege Details

Grant Role

Revoke Role

Query Granted Role List

Query Granted Role Details

Create Secured Group

Update Secured Group
Delete/Restore Secured Group
Secured Group Details Query
Secured Group List Query

Create Message Subscription Rule

Update Message Subscription Rule

Delete/Restore Message Subscription Rule

Query Message Subscription Rule List

Query Message Subscription Rule Details

Create Message Subscription Rule Set

Update Message Subscription Rule Set

Delete/Restore Message Subscription Rule Set

Query Message Subscription Rule Set List

All rights reserved.

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank
CSD, Central Bank

CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

CSD, Central Bank, CSD Participant, External CSD,
Payment Bank, Ancillary System

CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System
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target

oo

Query Message Subscription Rule Set Details

Create Restriction Type

Update Restriction Type
Delete/Restore Restriction Type
Restriction Type List Query
Restriction Type Details Query
Create Restriction Type Rule

Update Restriction Type Rule
Delete/Restore Restriction Type Rule
Restriction Type Rule List Query
Create CoSD Rule Set

Update CoSD Rule Set
Delete/Restore CoSD Rule Set
CoSD Rule Set List Query

CoSD Rule Set Details Query

Create CoSD Rule

Update CoSD Rule

Delete/Restore CoSD Rule

CoSD Rule List Query

CoSD Rule Details Query

Create Technical Address Network Service Link
Delete/Restore Technical Address Network Service Link

Query Technical Address Network Service Link List

Create Routing

Delete/Restore Routing

All rights reserved.

oo

CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System
CSD, Central Bank

CSD, Central Bank

CSD, Central Bank

CSD, Central Bank

CSD, Central Bank

CSD, Central Bank

CSD, Central Bank

CSD, Central Bank

CSD, Central Bank

CsD

CSD

CSD

CSD

CsD

CsD

CsD

CSD

CSD

CSD

Operator, CSD, Central Bank
Operator, CSD, Central Bank

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System
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Update Routing Operator, CSD, Central Bank, CSD Participant, External

EURDSYSTEME

CSD, Payment Bank, Ancillary System

Query Routing List Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Create DN BIC Routing Operator, Central Bank, Payment Bank, Ancillary
System

Update DN BIC Routing Operator, Central Bank, Payment Bank, Ancillary
System

Delete/Restore DN BIC Routing Operator, Central Bank, Payment Bank, Ancillary
System

Query DN BIC Routing List Operator, Central Bank, Payment Bank, Ancillary
System

Create Report Configuration CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

Update Report Configuration CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

Delete/Restore Report Configuration CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

Query Report Configuration List CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

Query Report Configuration Details CSD, Central Bank, CSD Participant, External CSD,

Payment Bank, Ancillary System

Query Service Items List Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Query Service Items Details Operator, CSD, Central Bank, CSD Participant, External
CSD, Payment Bank, Ancillary System

Create Invoice Configuration Operator, Central Bank
Update Invoice Configuration Operator, Central Bank
Delete/Restore Invoice Configuration Operator, Central Bank
Query Invoice Configuration List Operator, Central Bank
Query Invoice Configuration Details Operator, Central Bank
Create VAT Operator, Central Bank
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Update VAT Operator, Central Bank
Delete/Restore VAT Operator, Central Bank
Query VAT List Operator, Central Bank

Via U2A mode, CRDM offers to CRDM Actors a dual authorisation concept, the Four-Eyes-Principle.
Detailed description of the CRDM graphical user interface is provided into the CRDM User Handbook.

1.2.5 Security

This section aims at describing the main processes performed by CRDM in terms of security principles applied
to ensure to CRDM users that they can securely exchange information with CRDM.

Secure means that the following security conditions are met:
| Confidentiality: Ensuring that information is accessible only to authenticated and authorised CRDM Actors;
| Integrity: Safeguarding the accuracy and completeness of information;

| Monitoring: Detecting operational and technical problems and recording appropriate information for crisis
management scenarios and future investigations;

| Availability: Ensuring that authorised users have access to information and associated assets when
required;

| Auditability: Ensuring the possibility to establish whether a system is functioning properly and that it has
worked properly.

1.2.5.1 Confidentiality

The confidentiality of data in CRDM is ensured by the possibility to grant specific access rights for any given
set of data, as detailed in section 1.2.2. In conjunction with mechanisms of authentication*® and authorisation
applying to all requests received by CRDM in both A2A and U2A mode as well as through the DMT channel,
this guarantees that each CRDM Actor’s data is treated confidentially and is not accessible to non-authorized
CRDM Actors.

In addition to these standard mechanisms, the principle of data segregation is applied on the static and
transactional data belonging to CSD, CBs, CSD Participants, External CSDs, Ancillary Systems and Payment
Banks in order to ensure a strict separation of their respective data in CRDM.

1.2.5.2 Integrity

Within CRDM, various business validations ensure the integrity of information. If a business validation fails,
CRDM has a concept of Error handling in place. The requested action is not processed and CRDM provides the
user with detailed information regarding the nature of the error via DMT, A2A or U2A.

40 Authentication means determining whether someone or something (function, component...) is who or what it is declared to be
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In U2A mode, CRDM offers users in addition the possibility to further ensure the integrity of data, data requests
and communications via usage of a dual authorisation concept, the Four-Eyes-Principle. If this option is chosen
for a specified set of CRDM operations, a second independent verification and confirmation is required before
an operation becomes active in CRDM. If, for example, a critical set of Reference Data should be modified and
the person requesting the change is only allowed to do so under the Four-Eyes Principle, then a second person
of the same Party has to confirm the correctness of the request. Otherwise, the requested Reference Data
change is not implemented.

1.2.5.3 Monitoring

CRDM operational monitoring provides tools to the CRDM Operator for the detection in real-time of functional
or operational problems.

Technical monitoring allows for the detection of hardware and software problems via real-time monitoring of
the technical components involved in the processing, including the network connections.

In addition, the monitoring provides the CRDM Operator with an overview of the message flows in CRDM.

1.2.5.4 Availability

The overall availability of the CRDM services is ensured by the infrastructure design. The technical environment
for the CRDM core system follows a “two regions/four sites” approach to ensure availability throughout the
widest possible range of system failures.

1.2.5.5 Auditability

CRDM provides an audit trail with which it is possible e.g. to reconstruct who updated which data when. In
order to ensure sustainability, CRDM archives all data by storing for a harmonised period of ten years all
inbound and outbound messages (except queries) in their original format.

1.3 Reference data model

This section provides a detailed description of all the reference data objects stored by CRDM. More in detalil,
section 1.3.1 identifies some common information that are used for all reference data objects and the validity
period attributes that have to be specified for all reference data objects having a limited validity period (see
section 1.4.3.3). The following sections describe into detail the conceptual data model of the different CRDM
reference data components, i.e.:

e party data management (8.1.3.2)

e cash account data management (8.1.3.3)

e access rights management (8.1.3.6)

e message subscription configuration (8.1.3.7)
e network configuration (8.1.3.8)

e report configuration (8.1.3.9)

e restriction type management (8.1.3.10)

e configuration parameters (8.1.3.14)
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e business day management configuration (8.1.3.15)

1.3.1 Common information

All reference data items have the following set of attributes in common for audit trail and reference data change
management purposes:

TABLE 82 — COMMON INFORMATION ATTRIBUTES

Technical Identifier ~ This attribute is the automatically assigned primary identifier for a new item of reference data.
The technical identifier in combination with a sequential revision number is used to ensure
uniqueness within multiple occurrences of a single reference data item, which has undergone

multiple updates.

Revision Number Given a technical identifier, this attribute marks every update of the item’s attributes to ensure

the uniqueness of a given item which has undergone several revisions.
Deletion Status It defines whether the reference data may be available for processing in other services or
common components. The exhaustive list of possible values is as follows:
e Active
e Deleted
The reference data item is available for processing only if its deletion status is “Active” and it

approval status (see below) is “Approved”.

Approval Status The attribute defines whether the reference data object is approved or revoked by an authorised
system user, is awaiting approval by the system user, or was rejected owing to business

validation errors. The exhaustive list of possible values is as follows:
e Approved

e  Awaiting Approval

e Rejected

e Revoked.

In case of updates of a reference data item submitted according to the Four-Eyes principle, the
modified version of the data is created with status "Awaiting Approval" and it becomes either
“Approved” or “Revoked” only after the decision of the second, independent, authorised system

user.

Furthermore, a System Entity Identifier attribute links each new reference data item to a Central Bank or to the
CRDM Operator for data segregation purposes.

Finally, some reference data items may have one or two additional attributes specifying a validity period:

TABLE 83 — VALIDITY PERIOD ATTRIBUTES
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Valid From*! It specifies the date (inclusive) from which the reference data item is valid.
Valid To*? It specifies the date (inclusive) until when the reference data item is valid.

These two attributes are indicated explicitly for the relevant entities in the data model descriptions.
To ensure the audit trail documenting events and status changes, Common Reference Data Management

keeps the date and time of every change and the unique identifier of the system user requesting the change.

TABLE 84 — AUDIT TRAIL ATTRIBUTE

Timestamp Timestamp of the change

The audit trail record has an association with the system user (or the application) responsible for the change
and to the before and after images of the records, resulting from the change.

Some examples below illustrate the concepts of revision and history in combination with the status transitions
related to the attributes Deletion Status and Approval Status of Reference Data objects.

Example 1: Common Reference Data Management allows the maintenance of a reference data object (not
requiring a data history), i.e. some of its attributes are updated according to the Four-Eyes principle. In this
scenario, the latest revision of the object with Deletion Status = “Active” and Approval Status = “Approved” is
used as a baseline for the maintenance request processing.

TABLE 85 — BEFORE THE PROCESSING

Technical Identifier Attributes | Deletion Status | Approval Status

20101968 ABCD Active Approved

When updated according to the Four-Eyes principle, the processing immediately creates a new revision of the
object with an Approval Status set to “Awaiting Approval’. The status allows authorised users (i.e. the ones
authorised either to approve or revoke it), to access the object for approval or revocation, but excludes this
revision of the object for any other types of processing in other services or components. After the processing
(and until the approval of the new revision by a second authorised user), the old revision of the object is still
available for processing in other services or components.

TABLE 86 — AFTER THE FIRST STEP OF THE PROCESSING

Technical Identifier Attributes | Deletion Status | Approval Status

20101968 ABCD Active Approved
20101968 6 XYZ Active Awaiting Approval

When the second user approves the update, a new revision of the object is created in order to update its
Approval Status and set it to "Approved". This makes the new version of the object (i.e. with the new values
for the updated attributes) available for processing in other services.

4 Opening Date for certain items.
® Closing Date for certain items.
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TABLE 87 — AFTER THE APPROVAL

Technical Identifier Attributes | Deletion Status | Approval Status

20101968 ABCD Active Approved
20101968 6 XYZ Active Awaiting Approval
20101968 7 XYZ Active Approved

Example 2: A duly authorised system user maintains an item of a reference data object subject to a data history
and based on the Two-Eyes principle to create a new version of that item valid as of a future date.

TABLE 88 — BEFORE THE PROCESSING

Technical Identifier Revision | Valid From Attributes | Deletion Status | Approval Status Ref.

Identifier

20101968 3 2020-01-01  ABC Active Approved 19581027

In this scenario, a new version of the item is created with the specified validity period and it is linked to the
same object (identified with “Ref. Tech. Identifier’). As a result, two different items exist for the same object,
but with different validity periods.

TABLE 89 — AFTER THE PROCESSING

Technical Identifier | Revision | Valid From | Attributes | Deletion Status | Approval Status Ref.

Identifier
20101968 3 2020-01-01 ABC Active Approved 19581027
13021972 0 2020-03-15 XYZ Active Approved 19581027

Example 3: For a reference object with a data history, a duly authorised system user maintains an existing
item of a reference data object for an existing validity date and based on the Two-Eyes principle.

TABLE 90 — BEFORE THE PROCESSING

Technical Identifier | Revision | Valid From | Attributes | Deletion Status | Approval Status Ref.

Identifier

20101968 3 2020-01-01 ABC Active Approved 19581027

In this scenario, a new revision of the item is created with the new attributes and the same validity period and
it is linked to the same object. As before the processing, one single item is linked to the relevant object, but
with different values of the attributes when compared to the previous revision.

TABLE 91 — AFTER THE PROCESSING

Technical Identifier | Revision | Valid From | Attributes | Deletion Status | Approval Status | Ref.

Identifier
20101968 3 2020-01-01 ABC Active Approved 19581027
20101968 4 2020-01-01 DEF Active Approved 19581027
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1.3.2 Party data management

1.3.2.1 Data Model of the component

The following diagram shows the conceptual data model for Party Data Management.

Party Dats Homagement

[ cash Accoumt
LI Technical Address etwork Service Link L B oF B

L Restriction Type

a1
[ Securtios

L serviee
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1.3.2.2 Description of the component

This component allows the management of reference data related to parties, according to the hierarchical
structure described in chapter 1.2.2.1.9.

The CRDM Operator is the only party on the top level of the hierarchy and it is responsible for the setup of
each party of the second level, i.e. each Central Bank and each CSD. Similarly, each party belonging to the
second level (i.e. a Central Bank or a CSD) is responsible for the setup of all parties of its community (i.e.
Payment Banks, Ancillary Systems for Central Banks; CSD Participants and External CSDs for CSDs),
represented by parties of the third level.

The Party Data Management component allows the managements of all the relationships between all the
parties belonging to the hierarchy.

In order for a Party to be active within a specific Service (e.g. RTGS), it must be linked to the Service. One
Party may be configured to participate in different Services and may play different roles in each of them.

For example, as far as Payment Banks are concerned, when they are linked to the TIPS Service, the relevant
Central Bank must specify whether the Payment Bank participates in TIPS as a TIPS Participant or as a
reachable Party.

The following section describes all the reference data objects related to the Party Data Management
component.

1.3.2.3 Description of the entities
1. Party

This entity includes all party reference data that do not require a data history, i.e. all the attributes having only

one valid value for a given party, regardless the point in time taken into account.

ATTRIBUTE DESCRIPTION

Party Opening Date Opening date of the party.
Party Closing Date Closing date of the party.
Party Type It specifies a classification for the party. The exhaustive list of possible values is as
follows:
| Operator

| Payment Bank
| Central Bank

| Ancillary System
| CSD

| CSD Participant

| External CSD
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ATTRIBUTE DESCRIPTION
LEI It specifies the Legal Entity Identifier associated to the party.

It is mandatory if the party must be enabled to RTGS or CLM
The party reference data that require a data history are the entities Party Code, Party Name, Party Address,
Contact and Party-Service Link, described below. Each party is linked at least to one Party Code, Party Name
and may be linked to a Party Address. One or more Party-Service Links may be defined to link a specific Party
to one or more Services. In addition, each party is linked to one or many Party Technical Addresses.
At any given point in time, a party may be referenced in a single Banking Group and a single Billing Group
while an Ancillary System may act as the leader of a single Settlement Bank Account Group. Both are identified
by a name.
Participation to Banking Groups, Billing Groups and Settlement Bank Account Groups requires validity periods
to be specified when adding the entity to the group. Each Party may be linked to one or many Party
Restrictions*. In addition, each Party defined by a CSD (i.e. a CSD Participant) may be linked to one or many
Market-Specific Attributes*+.
Finally, each Party defined as a CB and all Parties defined as a payment bank and offering auto-

collateralisation are linked to an Auto-collateralisation Rule (see below).

2. Party Code

This entity includes the information used to identify a Party from a business perspective. Each legal entity is
identified in the market by its primary BIC, based on ISO 9362 standard. A legal entity may establish multiple
legal relationships with several Central Banks and CSDs in the hierarchical party model. As a consequence, a
legal entity may be defined multiple times in the hierarchical party model, possibly multiple times for each legal
relationship with a Central Bank or a CSD. The combination of <Central Bank BIC/CSD BIC, Party BIC>
ensures the uniqueness of the Party in the hierarchical party model, i.e. any BIC is unique within a given
System Entity (see section 1.3.14)%.

Party codes may change in time, but only one Party code for each Party must be valid at any given point in

time. For this reason, it is also necessary to specify the validity period for each Party Code.

ATTRIBUTE DESCRIPTION

Valid From Starting validity date for the party code.

Code Type Code type for the party. Currently, only BIC (as defined by ISO 9362 standard) is
foreseen.

Party Mnemonic Actual value for the party code, i.e. a BIC11 for the party.

Each Party Code is linked to its relevant Party.

43 For each party restriction, a period of validity and a restriction type must be specified.
44 For each market-specific attribute, a valid value must be specified.

45 CRDM business rules prevent multiple Parties with the same Party BIC from being active in RTGS, CLM or TIPS simultaneously. This is checked upon
creation of the related Party Service Link (see subsection 8).
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3. Party Name

This entity includes the Party Long Names and Party Short Names in a chronological sequence. This is due

to the fact that party names may change in time, but only one long hame and one short name for each Party
are valid at any given point in time.

ATTRIBUTE DESCRIPTION

Valid From Starting validity date for the party name.
Party Long Name Full name of the party.
Party Short Name Short name of the party.

Each Party Name is linked to its relevant Party.
4. Party Address

This entity includes legal address information in a chronological basis for specific Party Types (i.e. “Operator”,

“CSD”, “CB”, “Payment Banks” and “Ancillary Systems”). This is due to the fact that party legal addresses may
change in time, but only one legal address for each Party is valid at any given point in time.

ATTRIBUTE DESCRIPTION

Valid From Starting validity date for the party address.
Street Name of the street for the address.

House Number House number for the address.

City Name of the city for the address.

Postal Code Postal code for the address.

State or Province State or province for the address.

Each Party Address is linked to its relevant Party and Country.

5. Contact

This entity includes contact details for the party including the validity period of the record.
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