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Glossary

ADA Applied Data Analytics.
ADRF Administrative Data Research Facility.

CI Coleridge Initiative.
DUA Data Use Agreement.

IRB Internal Review Board.

IT Information Technology.

MFA Multi-Factor Authentication.

MOU Memorandum of Understanding.
NDA Non Disclosure Agreement.
PI Principal Investigator.

TOU Terms Of Use.
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Overview

The Coleridge Initiative (CI) has developed a Data Stewardship web application designed to automate the
most common administrative workflows associated with the access to and use of confidential micro-data by
approved analysts. In practical terms, the application provides a structured workflow for the management
of (i) dataset policies, (ii) data access requests and approval workflows, and (iii) user-generated metadata.
It also generates reports on project activity and dataset usage. The goal of this report is to document the
implementation of that workflow in the context of its deployment with the Administrative Data Research
Facility (ADRF). It includes a description of the features and technical requirements as well as a description
of the underlying data model.

1.1 User Groups

The following chapters describe the common workflows and the features of the application organized by user
group. It is designed with three user groups in mind.

e Data Users. This group includes government analysts, as well as academic or institutional researchers
approved by the Data Stewards. Lead Data Users can add Data Users to their projects.

e Data Stewards. This group includes individuals charged with approving projects and agreements as well
as monitoring project work.

e ADRF Administrators. This group is charged with facilitating access to and use of approved projects
and data.



Workflows

2.1 Workflow Overview

The Data Stewardship application provides a way for Data Stewards to manage the access of Data Users in a
responsible and transparent way for all parties involved, monitor the work of Data Users, and create reports
for stakeholders. This chapter describes the workflows of the three user groups: Data Users, Data Stewards
and ADRF administrators. Figure 1 provides an overview of the workflows of each. The high level workflow
depicted in Figure 1 is broken out into workflows for each user group in the following sections.

) Account , Training . Agreement

O_’{ Registration Activation (Onboarding) Project Request Submission
[+] [+] [+] [+] [+

v P v 7 [y

| Data Steward | : |

Project Access  Project Work

Data User

T
Manitoring
1

| ADRF Administrator |

Figure 1: Workflow Overview

The primary purpose of the application is to facilitate the workflow outlined in Figure 1. Once a Data User
has been registered, activated, and completed onboarding, they can request access to data by submitting a
project request. The request form is filled out by the user and submitted via the application. The application
then notifies the person(s) who is(are) responsible for the data requested and allows them to log into the
application and see the request there waiting for approval. Once approved, both Data Steward and Data User
can work together in an agreement center where both parties can upload and sign the agreements needed for
data access. After the agreements are processed a research project is created specifically for the requested
datasets in the ADRF. The monitoring aspect provides usage statistics back to the Data Steward.

2.2 Data User Workflows

The Data User must complete a series of actions which ultimately results in the provisioning of a secure
project workspace with access to the datasets approved for their project. The following sections detail each
step of this process.

2.2.1 Registration

Every person who interacts with the application requires a personal login and authentication. Before being
able to use the application for project requests, every person involved needs to register in the application.
Registration is done via a simple form shown in Figure 2 where users provide their name, email, institution,
and a sponsoring organization (if this is sponsored research).



Sign Up
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E-mail

Your Institution
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Figure 2: Application Registration

After clicking the submit button, the administrator receives a notification from the system that a new user
has signed up and needs to be verified. The administrator is responsible for user verification; that verification
is not currently part of the app and could be as simple as sending the user an email. The main purpose of
the verification is to ensure that the user has a reason to be working in the ADRF. After verification, the
administrator then approves the user. This process is shown in detail in Figure 3
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Figure 3: Application Registration Workflow

2.2.2 Account Activation

Once the user has been registered, they can activate their account in the ADRF. Approved users receive an
email with an activation link. When the link is clicked, the user is taken to a page to set up Multi-Factor
Authentication MFA. The user is shown a QR code which must be scanned using a mobile application such as
DuoMobile. The MFA application will generate a random 6-digit code every 30 seconds which the user will
use to authenticate. After MFA is set up, the user will also set a password for their account. The process is
shown in detail in Figure 4.
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Figure 4: Account Activation Workflow

Once the credentials have been set, the user is directed to log in to the application where they must
complete the onboarding process.

2.2.3 Training (Onboarding)

The user can now log into the application and see the onboarding page. The current onboarding consists of
two required steps: (i) reading and agreeing to the Terms of Use, and (ii) watching the Security Awareness
Training videos and completing a short quiz as proof of completion. Figure 5 illustrates the process.
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Figure 5: Training (Onboarding) Workflow

After completing the onboarding steps, the user receives full access to the application.

2.2.4 Project Request

The Data User can initiate a project request. The detailed workflow is outlined in Figure 6. When submitting
a project request, the Data User lands on a request page and fills out a form with all the information required
by the partnering agencies to approve the process. When the Data User submits the project request form, the
Data Steward will be notified and will see a new request on their home page in the application.

The Data Steward can either approve or reject a project, and the Data User is notified of the decision. If
more information is required, the Data Steward can request it. In this case the Data User is notified and can
change the project request form and re-submit it. The history of the interaction of the Steward and the User

in the web app is saved.

If the project is rejected, the Data Steward can optionally to provide a reason for rejection. If the project
is approved, both the Data User and the Data Steward get access to the Agreement module to finalize the

approval.
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Figure 6: Project Request Workflow

2.2.5 Agreement Submission

The Agreements module functions as support to sign and submit data use agreements. The Data Steward
initiates this phase by uploading all the agreements which are necessary for data access.

The Data User then will receive an email from the system notifying them that agreements (MOU and
NDA) are waiting to be signed. The Data User can then log into the app, download the agreements, sign
them, and upload the signed agreements back into the application (future versions of the applications will
replace the download/upload with e-signature). In case negotiation is necessary, the Data User can upload a
revised version of the agreement with requested changes. The Data Steward can then take the revised version
to their legal counsel and discuss edits. The negotiation process can continue until there is a final version that
is signed by all parties. Once the fully executed agreement is uploaded the data access process is completed.
The iterative process is displayed in Figure 7.
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Figure 7: Agreement Submission Workflow

2.2.6 Project Access

The final step requires the ADRF Administrator to provide the Data User access to the project workspace,
which includes access to the approved datafiles Figure 8.
If the project does not already exist, the ADRF Administrator creates the project workspace, which will

provide access to the data requested as part of the project. Once the project workspace has been created, the
10



Data Administator will add the Data User to the project and send them the necessary instructions to access
the workspace.
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Figure 8: Project Access Workflow

2.3 Data Steward Workflows

The Data Steward, who is primarily responsible for reviewing project requests and monitoring dataset activity,
is responsible for administering a number of distinct workflows in the application.

2.3.1 Metadata Creation Workflow

In order for Data Users to be able to work with data, they must be able to see an inventory, or catalog, of

available datasets so that they know what is available. This catalog is known as the Data Explorer, and it is

the responsibility of the Data Stewards to maintain the metadata for their respective datasets in this catalog.
The diagram in Figure 11 details the process of creating a metadata entry in the application.

Click "My Click "Mew Complete
Datasets" Dataset" button metadata form

Data Steward

Click "Save" button

Metadata Creation

Figure 9: Metadata Creation Workflow

2.3.2 Data Steward Nomination Workflow

The Data Steward Nomination workflow is used when a Data Steward needs to transfer the responsibility of
their dataset(s) to another user of the application. This feature is useful if the Data Steward is changing roles
within the organization or leaving the organization.

Figure 10 illustrates this process. In the diagram, Data Steward A is the "nominating" steward, or the one
who is transferring responsibility of their datasets, where as Data Steward B is the "nominated" steward, or
the one who is receiving responsbility of datasets.

11
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Figure 10: Nomination Workflow

2.4 ADRF Administrator Workflows

The ADRF Administrator is primarily responsible for approving and creating user accounts, creating project
workspaces, providing user access to project workspaces, and general application maintenance.
This section describe distinct workflows that the ADRF Administrator performs in the application.

2441

While it is generally the responsibility of the Data Steward to create and maintain metadata, the ADRF
Administrator also has access to this functionality.
The diagram in Figure 11 details the process of creating a metadata entry in the application.

Metadata Creation Workflow

Click "My

Click "New
Dataset" button

Complete

Datasets" metadata form

Data Steward

Click "Save" button

Metadata Creation

Figure 11: Metadata Creation Workflow

2.4.2

An ADRF Administrator has the ability to add additional input fields to the project request form based on
requirements from a given institution. This feature is described in more detail in section 3.2.6, while the

workflow is shown below in Figure 12.
Click "Institutions" ] ) .
uncer Admin |} o e me ] input outon
menu pu
Click "Save" button

Log In

Institutional Input Workflow

Complete the
input fields

Institutional Input
ADRF Administrator

Figure 12: Metadata Creation Workflow
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Application Features

3.1 Features Overview

The features contained in the application, like the workflows, largely correspond to the specific group to which
the end user belongs. As such, this chapter is divided into Data User features, Data Steward features, and
ADRF Administrator features, with a section at the end which describes general features that are applicable
to more than one group.

3.2 Data User Features

These features are primarily for the Data User role of the application, though the may be used by or require
some interaction with other roles. For example, the Project Request Page requires interaction with the Data
Steward role, but since a project request is initiated by a Data User, it is documented here.

3.2.1 Onboarding Page

The Onboarding page in the application is actually the first and only page a new Data User will see the
first time they log in to the application. The is because before the user is allowed to take any actions in the
application, such as requesting a project, they are required to agree to the Terms of Use, complete Security
Awareness Training, and affiliate themselves with their institution(s).

ADRF 'ﬁ) Daniela Hochfellner +
Onboarding
Terms of Use Security Awareness Training Institutions
Please read and sign Terms of Use. This is Passing this tes ou understand y« Ple:
required to have access to projects in ADRF. rking in the ADRF.
=

Valid until: 2021-01-10

Signed: 2019-10-16
Highest score: 10/10

Completed

Figure 13: Onboarding Page

Terms of Use

The Terms of Use page contains rules of appropriate use and behavior that all users must agree to in order to
be granted permission to work with any of the data that is referenced in the application. At the bottom of

13



this page, the user must select a checkbox stating that they agree and click the submit button. The date at
which they accepted is recorded in the application.

ADRF a Graham Henke

The agreement below must be signed before you are given access to the Administrative Data Research Facility (ADRF) computing environment. Please ask an ADRF staff
member for clarification if you do not understand any of the points below.

RULES OF APPROPRIATE BEHAVIOR AND USE FOR ADRF USERS

Appropriate use

* Your access to systems and networks owned by NYU is governed by, and subject to, all Federal laws, including, but not limited to, the Privacy Act, 5 U.S.C. 552a, if

the applicable ADRF system maintains individual Privacy Act information. Your a

y cess to the ADRF system constitutes your consent to the retrieval and disclosure
of the information within the scope of your authorized access, subject to the Privacy Act, and applicable State and Federal laws
« The system is only to be used for authorized projects

* You must not retrieve information, or in any other way disclose information, for someone who does not have authority to access that information.

Appropriate behavior

» Maintain the confidentiality of your authentication credentials such as your password. Do not reveal your authentication credentials to anyone; an NYU/University of
Chi

« Follow proper logon/logoff procedures. You must manually logon to your session; do not store your password locally on your system or utilize any automated logon

UMD employee should never ask you to reveal them,

capabilities. You must promptly logoff when session access is no longer needed. If a logoff function is unavailable, you must close your browser. Never leave your

computer unattended while | into the system

« Do not establish any unauthorized interfaces between systems, networks, and applications owned by NYU

« Report all security incidents or suspected incidents (e.g.. lost passwords. improper or suspicious acts) related to ADRE to adrf-security@coleridgeinitiative.org and
support@coleridgeinitiative.org

Do not post any data or other information that has not been through a formal disclosure review process (ADRF Export) on any social media or networking sites

+ Do not take out any information (data, table:

raphs, metadata, etc.) from the ADRF without undergoing disclosure control at any time. This means, do not take

screenshot or write down results, or make any

sther form of notes. Any output you want to display publicly e.g. a website or on social media has to be released by

Figure 14: Terms of Use Page

The Terms of Use text is editable by application admins. This option is accessed in the Admin menu
under Terms of Use. When the Terms of Use are updated, all users will be required to accept the new Terms
of Use once they sign in to the application.

Security Awareness Training

The Security Awareness Training consists of a series of training videos and an accompanying quiz that each
user must complete annually. When the user successfully completes the quiz, the date of completion and score
are recorded in the application.

ADRF @ Graham Henke »

Security Awareness Quiz

Privacy and Confidentiality

True or False? Only Pl that can be used to directly identify an individual needs

protection.
O True
O ralse

Confidentiality refers to
O Pproper collection of data
O Ensuring the right to be left alone

O Ability to share information

How do you prevent spillage?

O share information on a need to know basis.
O Don't take screenshots or pictures of the screen.
O Don't access restricted data in public.

O All of the above.

Figure 15: Security Awareness Training Quiz

After one year has passed, the user must again complete the training in order to use the other functionality
of the application.

Institutions

The Institutions section of the Onboarding is where a user must set their institutional affiliations. This
information is required in order for Data Stewards to determine whether to grant access approval for users to

the datasets which they are requesting. u
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Institutions

Institutions  New York University

Departments

Figure 16: Institutions Page

3.2.2 Biographic Page

The Biographic page of the web application stores all user-relevant data in an interface that can be edited by
the user directly. Figure 17 illustrates the page setup. The page is pre-filled with the information the user
provides when registering for the app. During the account registration, the user will input personal data that
is necessary for the ADRF workflows. Thus the Biographic page needs to have a field for each user attribute.
Once a year the application sends out an email to all registered users to update their biographic page.

ADRF e Dana Analyst~

Dana Analyst
Cole

LastName  Analyst Edit

Email  danaanalyst@coleridgeinitiative.org  Edit

ORCID  0000-0002-1825-0097 Edit

Coleridge Initiative
Edit

R Provide information
External identifiers + Add extornal dentifier

Phone  +13474973339 Edit

64 Court st,
Brooklyn New York,
11202,

United States  Edit

o Upload
Profile photo Update photo | Delete photo
Private account [

Figure 17: Biographic Page

All users, researchers, administrators and data stewards have a biographic page. Mandatory information
is name, email and contact information. This is collected to then automate the information in the agreement
center.

Each user can decide on their biographic page if they want to be searchable in the user registry. If they
want to be private, there will be a hash generated that the user can forward to collaborators so they can
find them in the application. The name of the user is pre-filled and taken from the registration form. The
user cannot change their name on their own, as this information is tied to the unique user id. Instead the
application has a button next to the user name that allows to send a user change request to the administrator.

The information on the institutional affiliation of the Data User is taken from the registration form.
However, the Data User can change that information when an institutional change occurs. The edit button
next to the field will allow the Data User to change their affiliation or to choose a secondary affiliation or
department. The interface will be updated, and the former affiliation will be stored in the application’s
institution database. Users can pick secondary institutions and select departments.

The information on the job title and email of the Data User is also taken from the registration form.
However, the Data User can change that information when a job change occurs using the edit button next to
the field will allow the user to change the affiliation. The email information is the one associated with the
account creation, and is pre-filled on the biographic page. The user is allowed to change the email by clicking
on the edit button. If applicable the user can enter a Fax number.

15



The ORCID ID field allows the user to add an external identifier. The ORCID ID can then be used in the
data explorer to display publications of the user. The external identifiers field allows users to add another
external identifier.

The user can also add their phone number to the project. The address field is mandatory and holds the
address of the user. The user will be asked to update the field yearly. Users can also upload a CV as a pdf,
which is needed for some project requests. The user will be asked yearly if they would like to update their CV.
All versions will be saved in the application. When a user requests a project the CV will be loaded from this
page. Each user can also (voluntarily) upload a profile picture.

3.2.3 Data Explorer Page

The data explorer page is where all Data Users can find more information on all datasets that are available
and information about the datasets.This page is available for all users of the application. It serves as a data
inventory. Researchers can use it to look up data that they can request, data stewards can use to look for
research outputs associated with their data. The information displayed in the data explorer is collected upon
ingestion of the each dataset in the ADRF. During ingestion, the Data Steward fills out a metadata form.
This information is shown in the overview tab when a specific data source is selected. More information on
that specific dataset, such as published papers and the names of dataset experts are fed into the application
through the rich context API. The following screenshots show the different available views within the data
explorer.

Data Tab

The main page of the data explorer as displayed in Figure 18 shows a list of all datasets that are catalogued.
The user can filter the search by data that are ADRF hosted, which means accessible in the ADRF, and data
that belongs to institutions that have their data outside of the ADRF but use the web application to grant
access to their data. In addition, there is a category filter which allows the user to narrow down the search
according to predefined topics. The categories are defined by the keywords that agencies provide us during
the data ingestion process. If the user is looking for a specific dataset they can use the search bar and start
typing the dataset ID (is generated during data ingest) or name. The search bar auto completes the text
and brings up the specific dataset. The dataset list displays for each dataset the most important information
(collected from the metadata form): Name of data, ID, Name of data owner, name of data steward, and a
short description of what information can be found in the dataset. The user is able to click on each of the
dataset previews. This will bring them to a new page listing more detailed information about the data.
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Filter by Clear all Search

DATASETS

@ Al Datasets - [ patasets Publications Experts Projects

O ADRF Hosted

O Not Hosted « 2 3 4 5 »

CATEGORY . N . PO
Illinois Department of Corrections (DOC) Inmate Admissions 1990-2015
O inmate Poputations Dataset ID: adrf-000001
(3 Economic Characteristics Institution: lllinois Department of Corrections
O Socioeconomic Characteristics Data Steward: ADRF Steward

([ bemographic Characteristics R
Detailed transactional data of each time a person was admitted to an llinois Department of Corrections (DOC) facility from 1990
t0 2015. Variables include demographic, charges, sentencing, conduct, security level, health and mental health status, gang

O Education

([ community and Economic Development
[ Health and Human Services

[0 Housing and Development

[ city Government lllinois Department of Corrections (DOC) Inmate Exits - 1990-2015
[ social Services Dataset D: adrf-000002 (EETIRE)
O Property and Taxation Institution: lllinois Department of Corrections

Data Steward: ADRF Steward

Detailed transactional data of each time an inmat
1990 to 2015. Variables include demographic, re

released from an lllinois Department of Corrections (DOC) facility from
e, charges, sentencing, conduct, security level, health and mental health

Illinois Department of Employment Security (IDES) Unemployment Insurance (Ul)
wage records - 2005-2015

Dataset ID: adrf-000003 (e

Institution: Illinois Department of Employment Security, US Census Bureau

Data Steward: ADRF Steward

Quarterly records of wages for every job held by each person in the state of llinois f
the lllinois Dept. of Employment Security (IDES) Unemployment Insurance (U1) wa

™ 2005 to 2015, This data is derived from
e that the Local Employment Dynamics

US Department of Housing and Urban Development Program Microdata 2004-2016
- Individuals: Illinois
Dataset ID: adrf-000004 (EIITIaD

Institution: US Department of Housing and Urban Development
Data Steward: ADRF Steward

Detailed transactional data consisting of
Development's (HUD) largest rental assis

it-level data for individuals in the US Department of Housing and Urban
programs: the Housing Choice Voucher Program, Public Housing, Project-based

Decennial Census lllinois Profile of General Population and Housing
Characteristics: 2000
Dataset ID: adrf-000005 (TG

Institution: US Census Bureau
Data Steward: ADRF Steward

The Demographic Profile Summary File (SF1) contains 100 percent data asked of all people and about every housing unit on
topics such as sex, age, race, Hispanic or Latino origin, household relationship, householdtype, group quarters population,

Figure 18: Data Explorer - Data Tab

Figure 19 shows the metadata that is provided for each data in the ADRF explorer. This includes a short
description of the data, an indicator if the data is restricted or not, the format, some tags and the covered
time period. In addition there is a setof descriptive metadata, such as the ID, the name of the responsible
data steward and providing agency. In a second panel on the bottom the application displays information on
publications that used the selected data. This information is ingested from the rich content knowledge graph,
a project that CI is working on to advance metadata.
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United States Department of Agriculture (USDA)
Information Resources, Inc. (IRl) Consumer Network household-based scanner data

- D Overview o

[ Bookmark Dataset Add to Project

Consumer food purchase data reported by households participating in the National Consumer Panel household survey. Households use in-home scanning
devices to record their food-at-home purchases. Includes accompanying data sets of product i

household

of household:

health ir

& restricted

csv

Consumer Activity

TAGS

demographic characteristics
market research,, point of sale,
purchases, retail industry,
scanner data, survey

10 years (2008 - 2017)

ADRF Hosted

Related Publications

USDAERS -
Understanding IRI
Household-Based and

ERS has acquired commercial
scanner data from market
research firm IRI for use in food
economics research. This report
examines the methodology.
characteristics, and statistical
properties of the datasets. It
provides an introduction to the
data for new users and importan

@

and prescription drug

Descriptive Metadata

INSTITUTION

United States Department of Agriculture (USDA)

DATA STEWARD
ADRF Steward
DATA CITATION

Information Resources, Inc. (IRI), 2018,
"Consumer Network household-based scanner
data", Administrative Data Research Facility
[Distributor], 1 [Version]

LICENSE

View terms of use

BROWN, M
USDA ERS - Food-at-

Home Expenditures:
Comparing Commercial

Y K. MU

ERS report compares proprietary
household scanner data to
nationally representative
Government survey data and finds
that reported household food-at-
home expenditures in commercial
scanner data were lower than in
two Government surveys. The
report details the comparison

9

D JAEN
ARIE KUHNS
USDA ERS - Store
Formats and Patterns in
Household Grocery.

RICHAR

U.S. consumers are increasingly
shopping at nontraditional stores.
To investigate implications of this
change, ERS analyzes
relationships among store formats,
the healthfulness of grocery
purchases, and household
demographics and finds that
consumers buy the most health.
3

<&

and (for a

Dataset Identity
DATAID

adrf-000117

CREATED ON

10:41:26 GMT-0400 (Eastern
Daylight Time)

RIE KUHNS, MICHELLE

USDA ERS - Food
Purchase Decisions of
Millennial Households

This report uses Information
Resources, Inc.'s Gonsumer
Network dataset to investigate
how Millennial households allocate
their food-at-home budget,
breaking monthly purchases out
by food category. Millennials
prefer convenience more than
other generational cohorts when.

Figure 19: Data Explorer - Data Details: Overview

The next tab as displayed in Figure 20 shows column level metadata if these can be displayed in the
explorer. There are some dataset where column level metadata is classified confidential. In this case the data
tab will be empty. In general the column level meta data provide all the variable names, a short description
of what that variable means or contains, or how it is being generated, in addition to the type of the variable,
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ADRF

VARIABLE NAME

ean

upc

type

year

aisle

Showing 1 -5 of 34

United States Department of Agriculture (USDA)
Information Resources, Inc. (IRl) Consumer Network household-based scanner data

bl pae

9 Data Files, 3 Documentation Files

Feedbacl Bookmark Dataset Add to Project

adrf-000117-pd_pos_all.csv

DESCRIPTION
12 digit International Article Number (UPC code). May match up with other data sets.

14 digit UPC code. First two digits are special to IRI. To match to other datasets, probably use EAN

ormat is: 2 digits system/5 digits manufacturer/5 digits item/2 digits generation. Note: For
perishable data the system number will be 20-26 and the generation equal to 00. Target stores
private label products all have system=66

Type descriptor: concatenated values

Year. For 2008-11, use "2012'

Aisle - second most aggregate category in IRI's product category hierarchy (perishables dictionary
doesnt have this)

adrf-000117-pd_rwpanel.csv

VARIABLE NAME

upc

deptid

product

category

Showing 1-4 of 4

DESCRIPTION

UPC to identify unique products. For random weight products, this is a fake UPC used to track
products over time.

Most aggregate category
Least aggregate category

Category of product

adrf-000117-trip_tbv_all.csv

VARIABLE NAME

mop

upc

deal

year

panid

Showing 1-5 of 13

adrf-000117-demo_all.csv

VARIABLE NAME

ac

Showing 1

50f123

DESCRIPTION
Method of payment, See TripCode for details.
99999999999999 which designates total market basket
NA for TBV
Year
Panel id: use to link to other IRl household data sets
5 v
DESCRIPTION
Age and presence of children
Female household head's education level
Male household head's education level
Whether household has any cats
Whether household has any dogs
5 v

& Download All

Type to Search

g‘ Daniela Hochfellner

Clear

Type to Search

PROVIDED TYPE
Char

Char

Char
Char

Char

Clear

PROVIDED TYPE

Char

Char
Char

Char

Type to Search

PROVIDED TYPE
Num
Char
Num
Char

Num

Type to Search

PROVIDED TYPE
Num
Num
Num
Num

Num

Figure 20: Data Explorer - Data Details: Data

The Feedback tab outlined in Figure 21 is there for users who are working with that dataset to provide
feedback. For example if a user finds quality issues with one of the provided variables they can leave feedback
for that dataset. This will help the agancy to improve their data products and other users to understand the

data better.

19



ADRF g Daniela Hochfelner ~

United States Department of Agriculture (USDA)
Information Resources, Inc. (IRl) Consumer Network household-based scanner data

D Feedback Bookmsrk Dataset Add o Project
Provide feedback View all activity

Figure 21: Data Explorer - Data Details: Feedback

Publication Tab

The user can switch to the publication tab and now sees all publications that are cataloged in the ADRF.
The list of publications is retrieved by using the rich context API to read in the information. There is a
similar search bar set up where the user can filter by author name, topics and keywords. There is also a
search bar that allows the user to input text and find a specific article. The standard information shown
on the publication preview is the title, the article ID (as defined in the rich context API) and the abstract.
Clicking on the preview will bring the user to a full view of the selected article.

) paniela Hochfellner -
ADRF 4% Daniela Hochfell

Filter by Clear all Search

AUTHORS

Datasets [3 Ppublications Experts Projects
Pick authors
3 BB

Pick topics N Prison-based Education and Re-entry into the Mainstream Labor Market
Calebe de Roure, Loriana Pelizzon

TOPICS

Article ID: rc-000001
KEYWORDS

ost-release economic effects of participation in pri
sing a panel of earnings reco

n-based General Educational Development (GED)
and a rich set of individual information from administrative data in the state of

Pick keywords - program:

Temporary Help Agencies and the Advancement Prospects of Low Earners

Article ID: rc-000002

In this paper we use a very large matched database on firms and employees to analyze the use of temporary agencies by low
earners, and to estimate the impact of temp employment on subsequent employment outcomes for these workers. Our results

The Role of Temporary Help Employment in Low-wage Worker Advancement

Article ID: rc-000003

We examine the effects of tempoy

Ip service employment on later earnings and employment for individ
ve services to those facing employment difficulties. The prog

participating in

three federal programs providing ude Temporary

Reaching for the Stars: Who Pays for Talent in Innovative Industries?

Article ID: rc-000004

Innovation in the U.S. economy
unique longitudinal matched emy

about employ
er-employee

rding highly talented workers to pr
paper makes a key connection betw,

ice new pr
n talent an

cts. Using
in markets

Improving the Effectiveness of Education and Training Programs for Low-Income
Individuals
Article 1D: rc-000005

This chapter review:
different types of human

the effectiveness of dozens of
ssistance recipients and other

Publications data prov

vided by Dimensions « n 2 3 4 s

Figure 22: Data Explorer - Publication Tab
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The full view, outlined in Figure 23, shows the Title, the full abstract, all author names and further
information on the publication such as citations and the source URL (if available). In addition, publication
metadata is provided, such as the doi, topics and keywords (if available). A unique display for each of the
articles is the related dataset panel. This panel shows datasets that have been used in the publication. When
clicking on the listed dataset the user will be taken to the data overview page in the explorer.

ADRF

Expert Tab

g; Daniela Hochfellner v

Stability and Longevity in the Publication Careers of U.S. Doctorate Recipients

Abstract

Since the 1950s, the number of doctorate recipients has risen dramatically in the United States. In this paper, we investigate whether the longevity of doctorate
recipients publication careers has changed. This is achieved by matching 1951C2010 doctorate recipients with rare names in astrophysics, chemistry, economics,
genetics and psychology in the dissertation database ProQuest to their publications in the publication database Web of Science. Our study shows that pre-PhD
publication careers have changed: the median year of first publication has shifted from after the PhD to several years before PhD in most of the studied fields. In
contrast, post-PhD publication career spans have not changed much in most fields. The share of doctorate recipients who have published for more than twenty years
has remained stable over time; the shares of doctorate recipients publishing for shorter periods also remained almost unchanged. Thus, though there have been
changes in pre-PhD publication careers, post-PhD career spans remained quite stable.

Authors Publication Information Publication Metadata
.. .. ARTICLE CLASSIFICATION ARTICLE ID
Cathelijn ). F.Waaijer Public 16003079
DATA CITATION DOI

1 Publications 0 Citations
10.1371/journal.pone.0154741

Vincent Larivire SOURCE URL

. TOPICS

1 Publications 0 Citations REFERENCE URL KEYWORDS
Benoit Macaluso

2 Publications 0 Citations

Cassidy R. Sugimoto

2 Publications 0 Citations

Related Datasets

Survey of Earned
Doctorates (SED)

The Survey of Eamed Doctorates
(SED) is an annual census
conducted since 1957 of all
individuals receiving a research
doctorate from an accredited U.S.
institution in a given academic
year. The SED is sponsored by
the National Center for Science
and Engineering Statistics

() demographics
smographics, education
< o

Figure 23: Data Explorer - Publication Details

Survey of Doctorate
Recipients (SDR)

A'subset of the Survey of
Doctorate Recipients restricted
survey data. This subset includes
respondents from the cohort of FY
2008 - 2013; The data setis
extracted from the SDR RUF for
the Coleridge Initiative training
class - Applied Data Analyics,
sponsored by NCSES

3
demographics, education.

The expert tab lists people who might be able to provide subject matter expertise on specific topics and/or
data. Any person who is publishing academic papers or policy briefs is considered an expert. The expert tab
is filled through the rich context API by querying all authors. The user is able to filter by institution which

will help to look up a specific person of a certain institution.
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Filter by Clearall earch

INSTITUTIONS

> Fuplstons 0 eperts
Pick institution -
« . 2 3 4 s

Rene Bradley

Illinois Department of Labor (IDOL)

Indiana Commission for Higher Education (CHE)

United States Office of Management and Budget (OMB)

0 Publications 0 Citations 0 Datasets

Jack Campbell
Mecklenburg County, NC Criminal Justice Services

0 Publications 0 Citations 0 Datasets

Sonia Adams
US Census Bureau

0 Publications 0 Citations 0 Datasets

Lana Desmond
Indiana Commission for Higher Education (CHE)

Figure 24: Data Explorer - Expert Tab

Project Tab

This tab is specifically designed for the Applied Data Analytics (ADA) Classes organized by the Coleridge
Initiative. If a specific dataset in the ADRF explorer is used in any of the classes, the projects tab will show
the title and short description of the class projects. The ADA classes typically have teams working on small
research projects during classes. At the end of the classes each group submits a project release form. The title
and description of the projects displayed on the projects tab is ingested from these forms.

3.2.4 Bookmarks Page

The Bookmarks page serves as a list of datasets that the user has saved, or "bookmarked", that they may
want to easily return to at a future date. This may include datasets that they want to include in a project
request in the future.

ADRF @ Graham Henke »
Bookmarks

Decennial Census lllinois Profile of General Population and Housing Characteristics: 2000
Dataset ID: adrf-000005 (IEEIEED

Institution: US Census Bureau
Data Steward: ADRF Steward

Bookmarks

f all people and about every housing unit on topics such as sex, age, race, Hispanic or Latino origin, household
y, and housing tenure.

he Demographic Profile Summary File (SF1) contains 100 percent data
relationship, householdtype, group quarters population, housing occup

Remove

Decennial Census lllinois Profile of General Population and Housing Characteristics: 2010

Dataset 0: adrf-000005 (D

Institution: US Census Bureau
Data Steward: ADRF Steward

The Demographic Profile Summary File contains 100 percent dat i of all people and about every housing unit on topics such as sex, age, race, Hispanic or Latino origin, household
relationship, householdtype, group quarters population, housing ancy, and housing tenure.
Remove

Figure 25: Bookmarks Page

Adding Bookmarks

When a user browses datasets in the Data Explorer and click on the name of the dataset in order to see
the detail page, there will be a button at the top of the page which says "Bookmark Dataset". Clicking this
button will save the dataset in the Bookmarks section.

The Bookmarks functionality in the current application only support datasets at this time, though in the
future it may be desirable to add bookmarks for other entities, such as publications or authors.
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3.2.5 Projects Page

The Projects page is where all users, regardless of their role, can see a list of all projects they are associated
with. The projects will be grouped based on the following criteria.

e Active Projects: These are projects that the user has requested and that are currently active.
e Pending Approval: These are projects that the user has requested and are awaiting approval.
e Member Projects: These are projects that the user is a member of, but that someone else has requested.

e Data Steward Projects (Data Steward only): These are projects that use datasets associated with a
given Data Steward.

e Admin Projects (ADRF Administrator only): These are projects which are at a stage which requires an
adminstrative action, like activation of the project in the ADRF.

From this screen, the user can see the status of a their projects and click to see the project details.

ADRF [ &

My Projects

Create new project requests and view the status of existing projects.

Active Projects

start Date Project Name Requester status Action

20201014 Project 2: FoodAPS and SNAP Dana Analyst
20201014 Project 3: USDA Al Dana Analyst

Pending Approval

Start Date Project Name Requester Status Action

20201018 EEmE TR Dana Analyst
20201014 Project 1: IRI Dana Analyst

Figure 26: Projects Page

3.2.6 Project Request Page

The Project Request page is where all Data Users will initiate a request to work with datasets as part of a
research project. Any Data User who has completed required onboarding can initiate a project request. A
project request contains several groups of information, including a project form requesting information such
as title, dates, and standard questions. Requests are also composed of project members, datasets, and project
agreements. In the example application, these groups are separated into tabs.

Overview Tab

The Overview tab is where basic project information is collected. The standard information that a prospective
Data User must provide are the following:
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Project Request

Please provide the following information to initiate a project request in the ADRF. Your request will be automatically routed to the appropriate agencies and reviewers upon submission

- O overview Members (0) Datasets (0) Data Security

Project Name Economic Impact Study 2020
Project Dates 07/10/2020 07/31/2022 Select period
IRB Approval This project has or is pending IRB approval (required).
Principal Investigator 1am the Principal Investigator
Graham H
New York University X v

Research Question
Research Methodology
Expected Outcomes

How will this project further
the agency's mission?

=3 3

Figure 27: Overview Tab

e Project name

e Project dates (or project period)
e IRB Approval

e Principal Investigator (PT)

e Research Question

e Research Methodology

e Expected Outcomes

e How will the project further the agency’s mission

Beyond this basic information, additional inputs may be required by Data Steward institutions whose data
is being requested in the project. More details on this are provided in the Institutional Input Tab section.

Members Tab

The Members Tab is where a Data User can choose which other Data Users to add to the research project.
Members can be added using the following three methods.
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Project Request
Please provide the following information to initiate a project request in the ADRF. Your request will be automatically routed to the appropriate agencies and reviewers upon submission.

Select a project member

Pick a new member e

or

Provide a private id and press enter

Provide an email and press enter

ﬁ Dana Analyst m e Rod Steward m

danaanalyst@coleridgeinitiative.org rodsteward@coleridgeinitiative.org

@ Terms of Use @ Security Training @ Terms of Use @ Security Training

Feedback
Z

Leave feedback

m

Figure 28: Members Tab

1. Select from a drop down list
2. Provide the private ID for a user

3. Provide an email address

When providing an email address, if the user is already in the system, they will be added to the project.
If there is no user associated with that email address, the project requester will be prompted to send the
user an invitation to register for the application. A placeholder entry will be shown on the project request in
the meantime. Once an invited user has registered and completed onboarding, their full information will be
shown on the project request.

Datasets Tab

The Datasets Tab is where a Data User can add datasets to the project request. This is primarily done using
a drop-down list. Datasets can also be added to existing project requests from the Data Explorer. This
functionality is detailed in the Data Explorer section.
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@ Dana Analyst~

Project Request
Please provide the following information to initiate a project request in the ADRF. Your request will be automatically routed to the appropriate agencies and reviewers upon submission.

overview Members (1) o] Datasets 2

Select the datasets from the list below

Pick a dataset v

Decennial Census lllinois Profile of General Population and Housing Characteristics: 2000
Dataset ID: adrf-000005 (@UIREEE

Institution: US Census Bureau

Data Steward: Data Steward

Remove

Illinois Longitudinal Employer-Household Dynamics Origin-Destination Employment Statistics - Residential Area

Characteristics - Cook County, IL
Dataset ID: adrf-000008 (I T
Institution: US Census Bureau

Data Steward: Data Steward

Remove

Figure 29: Datasets Tab

Data Security Tab

The Data Security Tab is to provide a reminder of the security and data disclosure policies to the Data Users.
This is shown as static text. A future implementation could require inputs from the user, such as confirming
a checkbox or signing additional documents; however, in the current applications, these agreements are made
during the onboarding process.

ADRF

0 Graham Henke v

Project Request

Please provide the following information to initiate a project request in the ADRF. Your request will be automatically routed to the appropriate agencies and reviewers upon submission.

overview Members @) Datasets 2) pata security
The ADRF

confidentiality. ADRF is a secure cloud-based

llaboration while preser

secure computing environment. The goal of the ADRF is to

ch Facility (ADRF)

0 Operate Census Burea da with confidence that thef a datais ingested, there are
D d pri d are appro fic will b anted
renes: 1 personalized credential:

Any data product or output which s generated using no 0 underg eview. This is to make sure that no confidential information leaves the ADRF and t
ed with. Da f

o ill be ection procedures. Only "safe” output will be rele. y

make your research thres! need to underlie every datapoint that is requested is 10. ADRF does cell suppression, secon

released without providing the underlying data. Regression output is typically classified as “safe” however, ADRF staff makes sure that binary variables in reg

egression output

zZ

Leave feedback

Figure 30: Data Security Tab

Agreements Tab

The Agreements Tab is where project agreements between Data Stewards and Data Users are submitted.
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Project Review

Institutional Agreements

uploaded here are to be signed by institutional representatives only. These documents will be shared with included Data Stewards, the Principal Investigator, and Project Requester. They will not be shared with

A Ho
=
|«
B us
n
W Fe

Attach agreement

Individual Agreements

Decennial Census lllinois Profile of General Population and Housing Characteristics: 2000

Agreements uploaded here will be distributed to and require signature from each member of the project. This can include Non-Disclosure Agreements, Data Use Agreements, etc.

Figure 31: Agreements Tab

The Agreements Tab will display differently and provide different functionality based on the user role
which is accessing it.

e Data User: A Data User can only download template agreements, upload signed agreements for themself,
and view their own agreements. Data Users can not see other user’s agreements and can also not view
the institution-level project agreements. The lead data user has a greater number of privileges since
they are the one responsible for the project administration. A lead data user has full access in terms of
uploading and downloading agreements, both for themselves and on behalf of project members. This
means the lead data user can upload template agreements to be made available to the project members,
uploaded signed agreements on behalf of project members, as well as view project agreements that the
project members themselves have submitted. A lead data user can also upload and view institution-level
agreements.

e Data Steward: A Data Steward has the same level of privileges as a lead data user. In addition, the
Data Steward is the only one that can give final approval for the project. This is done once the Data
Steward has confirmed that any required institutional-level agreements have been received.

e ADRF Administrator: Once a Data Steward has approved a project, the ADRF Administrator can
view agreements that have been submitted. This is so the ADRF Administrator can confirm receipt of
the agreements and give individual members final approval to access the dataset listed on the project
request.

Institutional Input Tab

The Institutional Input tab allows for additional questions to be added by Data Stewards that are not covered
on the form in the Overview tab. Data Stewards are able to specify these questions in the Administrative
panel of the application (Figure 32). These fields will be available to the Data Steward in the Institutional
Input tab. (Figure 33). The workflow for this feature is described in subsection 2.4.2.
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Additional input

Title Title
® text
Type
O checkbox
O date
Publish (] visible for all project requesters who assign dataset from this
institution
Obligatory () Project requesters need to answer this question

Figure 32: Institutional Input Fields

ADRF 0 Graham Henke +

Project Request

Please provide the following information to initiate a project request in the ADRF. Your request will be automatically routed to the appropriate agencies and reviewers upon submission,

Questions from US Census Bureau

What experience do you have working with these datasets I have used the data in many research projects before.
o related datasets?

I have approval from my supervisor to pursue this

research.

Feedback
zZ

Leave feedback

m

Figure 33: Institutional Input Tab

3.3 Data Steward Features

These features are specifically for the Data Steward role of the web application. The Data Steward has
privileged app access, but also has the responsibility to input information.

3.3.1

Dashboard Page

The Data Steward Dashboard page gives a Data Steward a high-level view of the activity involving datasets
which they are responsible for.

28



ADRF . ADRF Steward ~

Data Steward Dashboard Actl Col [ 1]

Export All Export Selected

139 DATASETS EE RIS Wl 9 PROJECTS 195 USERS

mer/Fall 2020

rity (IDES) Uner.
Security, US Census

1t Hernandez

Figure 34: Data Steward Dashboard Page

The dashboard has three columns which contain the following information:

e Datasets: A list of datasets which the data steward has responsibility over, meaning they receive and
decide approval of projects which contain these datasets.

e Projects: A list of projects which have used, or are currently using, datasets belonging to the data
steward.

e Users: A list of users which have access to the data steward’s datasets via projects.

By default, the columns display all entities that are related in some way. Each column contains filtering
options which allow the user to see only relationship of selected entities. For example, selecting the first entity
in the "Projects" column and then clicking "Apply filter" would then refresh the Datasets column to only
show datasets which are part of the selected projects and the Users column would only show members of that
project.

At the top of the dashboard, there are counts of the following:

e Projects awaiting review

e Active projects

e Completed projects

Finally, there are two options for exporting information from the dashboard for reporting purposes:
e Export All: Exports all information available in the dashboard to an Excel file.

e Export Selected: Exports only the selected information when a filtered view is applied.

3.3.2 Usage Metrics Page

The Usage Metrics provides the Data Steward with more granular information on how their projects and data
are being used. This page give daily aggregated statistics at the individual level of workspace, CPU, memory,
database, and file system utilization.
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Data Steward Metrics

Filter by project(s) v Filter by user(s) v 08/14/2020 09/14/2020 Submit

N Total h
Workspace Usage 120 e
e | Total: 1298.44 hours
100
Name Usage (hours) ~
ge (hours) @
bradgibson 8228 | 5 6o
sandravasquez 7772 40
addisonelliot
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Figure 35: Data Steward Project Requests Page

3.3.3 Project Requests Page

The Project Requests page is the same style of view as shown on the Projects Page (section 3.2.5, Figure 26),
expect this view is filter to only show projects that are pending an action from the data steward.

ADRF ‘ ADRF Steward ~

Project Requests

Pending Approval

Start Date Project Name Requester status Action Amendment
2020-05-03 Applied Data Analytics at KY, Summer/Fall 2020 Benjamin Feder

Project Requests 20194101 IDHS Policy Lab Daniela Hochfellner
2020-07-06 Small-Area Food Panel Price Indexes from Scanner Data Graham Henke

Figure 36: Data Steward Project Requests Page

3.3.4 Nomination Page

The Nomination page is where a data steward can transfer the responsibility of their dataset(s) to another
user of the application. This feature is useful if the data steward is changing roles within the organization or
leaving the organization. In these cases, the steward will need to "hand-off" their datasets to another member.
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ADRF

Nomination

Nominate new data steward

If you want to nominate someone for the data steward, please select a user below

Select a user v

Provide private id and press enter

Dataset Name
Illinois Department of Corrections (DOC) Inmate Admissions 1990-2015

Illinois Department of Corrections (DOC) Inmate Exits - 1990-2015

Hllinois Department of Employment Security (IDES) Unemployment Insurance (U1) wage records - 2005-2015

US Department of Housing and Urban Development Program Microdata 2004-2016 - Individuals: llinois

Decennial Census llinois Profile of General Population and Housing Characteristics: 2000

Decennial Census llinois Profile of General Population and Housing Characteristics: 2010

Hllinois Longitudinal Employer-Household Dynamics Origin-Destination Employment Statistics - Origin-Destination - Cook County, IL

Hlinois Longitudinal Employer-Household Dynamics Origin-Destination Employment Statistics - Residential Area Characteristics - Cook County, IL
Illinois Longitudinal Employer-Household Dynamics Origin-Destination Employment Statistics - Workplace Area Characteristics - Cook County, IL
American Community Survey 2015 Syr estimates - SELECTED ECONOMIC CHARACTERISTICS

American Community Survey 2015 5yr estimates - ACS DEMOGRAPHIC AND HOUSING ESTIMATES

American Community Survey 2010 Syr estimates - SELECTED ECONOMIC CHARACTERISTICS

American Community Survey 2010 Syr estimates - ACS DEMOGRAPHIC AND HOUSING ESTIMATES

Figure 37: Data Steward Nomination Page

. ADRF Steward v

Status  Action

active

active

active

active

active

active

active

active

active

active

active

active

active

Using the nomination page, the data steward can select a member from the dropdown list, or enter the
private id of a user. Then the steward must select the datasets they wish to transfer, then click the "Nominate"

button at the bottom.

At this point, the nominated user will get a notification and have an extra menu when they log in to view

and accept/reject these nominations. The original Data Steward can also revoke a nomination if they made

an error or need to nominate a different user instead.

3.3.5 My Datasets Page

The My Datasets page is an inventory of the datasets which the data steward is responsible for. Additionally,
the Data Steward can click the "Edit" button if they need to make changes to the metadata, such as update
fields or add data dictionaries.

ADRF

My Datasets

Create new dataset or edit existing ones.

+New Dataset

Search

. ADRF Steward ~

Published

Dataset Title

illinois Department of Corrections (DOC) Inmate Admissions 1990-2015

Illinois Department of Corrections (DOC) Inmate Exits - 1990-2015

Illinois Department of Employment Security (IDES) Unemployment Insurance (Ul) wage records - 2005-2015
US Department of Housing and Urban Development Program Microdata 2004-2016 - Individuals: llinois

Decennial Census lllinois Profile of General Population and Housing Characteristics: 2000

Figure 38: Data Steward Datasets Page

3.4 ADRF Administrator Features

Format

Action

Edit

Edit

These features are specifically for the ADRF Administrator role of the web application. It will be used to
input all agency specific information and fields and customize the application. The ADRF Administrator has
privileged app access, but also has the responsibility to input information.
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3.4.1 News Input Page

The homepage of the application shows a news box whenever the user logs in. This box can be customized by
each agency using the application. The news input page in the administrator panel can be used to enter or
change the information that is shown on the homepage of the user.

ADRF ) oarieta Hocheliner~
News
Title Title
Text Paragraph v B I & @ =: @B HaEyfhHy o o
Publish [J Publish now

Figure 39: Administrator Page - News Input Page

The administrator can enter a title for the News item they want to post and the actual text by clicking
the add news button. The text can be customized, the font size can be changed, it is possible to itemize and
add tables. Once the title and text are in the form the administrator can save the news item. If they check
the publish now box the text will be populated on the homepage of every users. If they don’t want to publish
the news item now they can click the save button and the item will be saved in the news input page. This
way it is possible to have several news items saved.

3.4.2 Terms of Use Input Page

Every user of the ADRF needs to comply with the terms of use of the ADRF before access to the ADRF
is granted. This is a piece of information that is the same for every user, no matter what other data use
agreements might be involved in future research projects. The administrator terms of use input panel allows
to enter the terms of use and adjust if needed. The text the administrator saves in the provided text field
is populated in the onboarding page of the web-application. The text can be formatted and once the save
button is clicked it will be visible on the onboarding page. It can happen that the terms of use document
changes over time. If so the administrator can revise the text and click the save button again and a new
document will be populated on the onboarding page. In addition to that the web-application will also ask
every user when they log in the first time after the change of the terms of use to sign the document again.
This way every user will have signed the most recent terms of use.
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ADRF

8 Explore

B User Direct

& Admin

Terms of Use

g‘ Daniela Hochfellner

Terms of Use

Paragraph v B I & @ i=:= B f{l-&@ fHy o

The agreement below must be signed before you are given access to the Administrative Data Research Facility (ADRF)
computing environment. Please ask an ADRF staff member for clarification if you do not understand any of the points below

RULES OF APPROPRIATE BEHAVIOR AND USE FOR
ADRF USERS

Appropriate use

= Your access to systems and networks owned by NYU is governed by, and subject to, all Federal |
limited to, the Privacy Act, 5 U.S.C. 552a, if the applicable ADI
access to the ADRF system c
your authorized access, subj

s, including, but not
Act information. Your

system maintains individual Priv

stitutes your consent to the retrieval and disclosure of the information within the scope of

t to the Privacy Act, and applicable State and Federal laws

The system is only to be used for authorized projects

« You must not retrieve information, or in any other way disclose information, for someone who does not have authority
to that information.

Appropriate behavior

Maintain th
credentials

fidentiality of your authentication credentials such as your password. Do not reveal your authentication
anyone; an NYU/University of Chicago/UMD employee should never ask you to reveal them.

Follow proper logon/logoff procedures. You must manually logon to your session; do not store your password locally on
your system or utilize any automated logon capabilities. You must promptly logoff when session
needed. If a logoff function is unavailable, you must close your browser. Never leave your ¢
logged into the system.

Do not establish any unauthorized interfaces between systems, networks, and applications owned by NYU.

Report all security incidents or suspected incidents (e.g., lost passwords, improper or suspicious acts) related to ADRF to
adrf-security e.org and suppe zendesk.com.

« Do not post any data or other information that has not been through a formal disclosure review process (ADRF Export)
on any social media or networking sites,

Do not take out any information (data, tables, graphs, metad

ss is no longer
uter unattended while

ata, etc.) from the ADRF without undergoing disclosure
control at any time. This means, do not take screenshot or write down results, or make any other form of notes. Any
output you want to display publicly e.g. a website or on social media has to be released by going through the ADRF
export process.

Usage public or private external websites on AD tly prohibited and should be reported immediately, this
includes but s not limited to social media/networking websites.

ACCEPTANCE AND SIGNATURE

I have read the above Rules of Behavior for External Users of ADRF. By submitting the form below, | acknowledge and agree
that my access to the ADRF platform is covered by, and subject to, such Rules. Further, | acknowledge and accept that any
violation by me of these Rules may subject me to civil and/or criminal actions and that NYU-University of Chicago retains the
right, at its sole discretion, to terminate, cancel or suspend my access rights to the ADRF system at any time, without notice @

Figure 40: Administrator Page - TOU Input Page

3.4.3 Institution Input Page

The purpose of the institution input page is to have a register of all existing institutions that the
affiliated with. This is separate from the institution that the user can add on their biographic page.
list of institutions that are verified by the administrator. Only the administrator can add institutions to that
list. The panel shows institutions that are already in the database and a button that allows the administrator
to add a new institution.

ADRF

Institutions

@ Graham Henke v
Institutions

Institution Name

American Medical Association (AMA)

Bank Lending Survey Group in Vo-1

Board of Police Commissioners of Kansas City, Missouri
Chapin Hall, University of Chicago

Chicago Department of Public Health Office of Substance Abuse
Chicago Police Department

Chicago Public Schools

City of Chicago

City of Kansas City

Coleridge Initiative

Cook County Recorder of Deeds

DC Department of Human Services (DHS)

DCGIS Open Data: Health and Human Services

DC Public Charter School Board

DC Public Schools

Department of City Planning (DCP)

Figure 41: Administrator Page - Institution Input Page

3.4.4 Application Settings Page

The purpose of this page is to make sure that whenever the user interacts with the web-application somebody

users are
This is a

gets notified. The settings page let’s the administrator enter who will be receiving emails from the system for
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two events: when a new user signs up, and when the feedback form is filled out. In both cases, the emails
listed here will be receiving an update email. It is possible to add new emails, but also edit or delete emails
that are displayed.

ADRF g‘ Daniela Hochfellner

Application Settings

System Emails

New Registrations

These addresses will be sent a message when a new user signs up on the registration page.

grh255@nyu.edu Edit  Delete

support@adrf.zendesk.com  Edit  Delete

+ Add email address

Feedback

User feedback responses will be sent to these addresses.

grh255@nyu.edu Edit  Delete

support@adrf.zendesk.com  Edit  Delete

+Add email address

Figure 42: Administrator Page - Application Settings Input Page

3.4.5 My Datasets Page

The ADRF Explorer shows all metadata for datsets ingested into the application. The administrator is able
to see all datasets and the corresponding meta data, such as title, format, the data steward and the data
provider. The interface can be used by the administrator to either change existing metadata or add metadata
once a new dataset is ingested into the ADRF.

ADRF g Daniela Hochfellner

Create new dataset or edit existing ones,

+New Dataset

Search

Published

Dataset Title Format Data Steward Data Provider Action
19902015
Illinois Department of Corrections (DOC) Inmate Exits - 1990-  CSV ADRF Steward Illinois Department of Corrections m
2015
Hllinois Department of Employment Security (IDES) csv ADRF Steward illinois Department of Employment Security, “
Unemployment Insurance (Ul) wage records - 2005-2015 US Census Bureau
Microdata 2004-2016 - Individuals: llinois Development
Decennial Census Illinais Profile of General Population and csv ADRF Steward US Census Bureau “
Housing Characteristics: 2000
« ' 2 3 4 5 >

Figure 43: Administrator Page - My Datasets Page

Clicking on the new dataset button will open a form that asks for specific information for the dataset.
This is the information that is displayed in the explorer. The administrator is responsible to fill out these
forms for each dataset that exists in the ADRF. The form asks for a title, description, citation, format, a
category (these categories are predefined) and tags. In addition, the time period and name of data steward
and provider are collected.
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ADRF g Daniela Hochfelner ~

- 0 ovenvew

Dataset Title

Description

Dataset Citation

Format Pick format

Category

Data classification

Tags Picka tag

Date range Start date End date
Data steward Pick data steward

Data provider Pick Institution

Save as a draft m

Figure 44: Administrator Page - My Datasets Page: Overview

The data tab can be used to upload the column specifc metadata and add additional files like data manuals.

ADRF g Daniela Hochfellner +

DED paa _

Data Files

save  Cancel

Documentation Files. Upload

Save as a draft m

Figure 45: Administrator Page - My Datasets Page: Data

The easiest way to upload column level metadata is adding it in json format as the format that is used to
store metadata in the application is json. For example, in the data explorer it will look as outlined below.
Each json file includes meta-data of a specific dataset. There is a required minimum information that needs
to be provided by the agency.

[
{
"model": "ds.dataset",
"pk": 80,
"fields": {
"temporal_coverage_end": "2012",



10
11
12
13
14
15
16
17
18
19
20
21
22

23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52

53

54
55
56
57
58
59
60
61

"files_total": 1,

"data_classification": "Public",

"access_actions_required": "No further actions required to access this dataset",

"geographical_coverage": [
"United States"
e
"keywords": [
32,
33,
34,
35
Il
"dataset_id": "adrf-000080",
“category": 11,
"dataset_version": 1,

"title": "2012 North American Industry Classification System (NAICS) Definitions -

2 to 6 Digit codes",

"data_usage_policy": "This dataset is intended for public access and use.",

"data_steward_organization":
"data_steward": 1,
"files": [

{

"The Coleridge Initiative",

"file_name": "adrf-000080-naics_2012.csv",

"columns_metadata": {
"naics_us_title": {

"provided-type": "text",
"description": "2012 NAICS Title.",

"categories": [],

"categorical": false

b

"seq_no": {
"provided-type": "integer",
"description": "Sequence Number",
"categories": [],
"categorical": false

b

"naics_us_code": {

"provided-type": "text",
"description": "2012 NAICS Code",

"categories": [],

"categorical": false

}
}
}
1,

"access_requirements": "No access restrictions on this dataset",

"description": "The North American Industry Classification System (NAICS) is the
standard used by Federal statistical agencies in classifying business
establishments for the purpose of collecting, analyzing, and publishing
statistical data related to the U.S. business economy.",

"source_url": "https://www.census.gov/eos/www/naics/2012NAICS/2-digit 2012 _Codes.

xls",
"geographical_unit": [
Il
"related_articles": [],
"institution": 6,
"dataset_documentation": [

"naics_2012 Definition_File.pdf"

] ’
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62
63
64

65
66
67
68
69
70
71
72

74

"dataset_version_date": 1526311715,

"source_archive": "US Census Bureau",

"dataset_citation": "United States Office of Management and Budget (OMB), 2012, \"2
012 North American Industry Classification System (NAICS) Definitions - 2 to 6
Digit codes\", https://www.census.gov/eos/www/naics/2012NAICS/2-digit_2012
_Codes.xls, US Census Bureau [Distributor], 1 [Version]",

"reference_url": "https://www.census.gov/eos/www/naics/",

"temporal_coverage_start": "2012",

"file_names": [

"adrf-000080-naics_2012.csv"

Il

"created_at": "2019-04-04T14:41:26-04:00",

"updated_at": "2019-04-04T14:41:26-04:00"

3.5 General Features

There are some additional features of the application which are not specific to a user group and may be
generally useful to multiple user groups. These are described here.

3.5.1 Home Page

This section of the report describes in detail all functional requirements of the Welcome page of the Data
Stewardship Tool, which is the page that a user lands on when logging in to the web application. The goal of
this page is to provide an overview for a Data User on what their current project status is and if there are any
actions that the user has to take on any of the workflows being involved. The left navigation panel can be
used to navigate to different pages in the application. Clicking the profile button in the upper right corner
will lead the user to their biographic page. Figure 46 illustrates how the welcome page looks like.

ADRF g Daniela Hochfellner

Home

Projects

Workspaces

Figure 46: user home page

In addition to these two boxes there is the option to display a news box on the homepage as well. This
can be set up by the administrator. For example, system downtimes can be displayed to inform users about
upcoming situations that affect them.

3.5.2 User Directory Page

The data explorer page is where all Data Users can find other Data Users that have an active project on the
ADRF. The view is slightly different for the administrator. Every Data User can see a list of all other Da?Ez%



Users whose account is set to not private.
The list consists of multiple tiles: each tile represents a Data User. The tiles list the user name, show
a profile picture if the user has uploaded one on their biographic page, as well as the current state of the
annual security awareness training and the terms of use.The tile will show a green check mark if the user has
completed these elements and a red cross if the user didn’t. The Data Administrator and the Data Steward
will see an additional row underneath the search bar that provides information about both active and inactive
users. The Administrator and data steward can see private users for monitoring and approval purposes.

ADRF

(] Active users

Directory 13 users

Search users

[ Inactive users

Clara Barnett
clara barnett@example.com
® Terms of Use  (® Security Training

Addison Elliott
addison elliott@example.com
@ Terms of Use @ Security Training

Brad Gibson
brad.gibson@example.com
@ Terms of Use @ Security Training

Brent Hernandez
brenthernandez@example.com
@ Terms of Use (@ Security Training

Ricky Smith
ricky.smith@example.com
@ Terms of Use @ Security Training

(] Private users

Add to project

Sergio Cruz
sergio.cruz@example.com

® Terms of Use ~ ® Security Training

Alberto Ferguson
alberto.ferguson@example.com
@ Termsof Use @ Security Training

Graham Henke
grh255@nyu.edu
@ Termsof Use @ Security Training.

Todd Horton
todd.horton@example.com
@ Termsof Use (@ Security Training.

Sandra Vasquez
sandravasquez@example.com
@ Terms of Use @ Security Training

Figure 47: User Directory

. Graham Henke ~

Add to project

Add to project

The search bar helps to find users by name, and has an autocomplete functionality. Data Users can, for
example, use the directory to find their co-authors and then click on the add to project button if they wish to

request that the co-author be added to a new or existing project.

Add to project

Select Project

Project name

3.5.3 Feedback Page

+ Add new project

Figure 48: User Directory - Add New User

The Feedback page allows the application users to communicate back to the administrators and owners of
the app. The feedback mechanism also allows for attaching a screenshot in case the user needs to illustrate
the issue or comment they have described. Once the comment is submitted, it will be emailed to a list of
recipients which are saved in the Application Settings in the Admin menu.
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L

ADRF

Feedback

If you have any suggestion how can we improve our application, please provi

Type ® Feature Request
O Report an issue

O General

Description Description

Attachment (optional) Attach screenshot
m

Figure 49: Feedback Page

There are three categories, or types, of feedback which can be provided.

Feature Request

The "Feature Request" type is for users to submit feature requests, which would be additional functionality
that they might find useful or an improvement on an existing feature or process.

Report an Issue

The "Report an issue" type should be used if a user identifies an error or bug in the application. This way
the message can be passed on to the support team, and then, if necessary, the developers who maintain the
application.

General

The "General" type is a catch-all type which allows the user to submit general comments. Perhaps they would
like to give a compliment, or have a general suggestion that isn’t a specific feature request.
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Technical Requirements

4.1 Application layers

While the Data Stewardship application is generally thought of as a single application, it is helpful to divide
the application into 4 conceptual layers. First, there is the database layer, where all of the application data
and relationships are stored. Second, there is the file storage, where items like agreements and CVs are stored.
Third, there is the connecting layer, which is the API layer. Finally, there is the front-end layer, where data
from the previous layers is presented to the end user.

4.1.1 Database

The database layer is the most fundamental and important layer of the application. This is where all of the
application data and relationships are stored, such as information about users, projects, and datasets.

Implementations: While any database technology could theoretically be used, since the data in the
application is highly relational, it is recommended to use a Relationship Database Manage System (RDBMS).
There are many options in this category. Some well-known and supported choices include MySQL, Oracle, IBM
Db2, and PostgreSQL. The example implementation referred to throughout this document uses PostgreSQL,
also known as Postgres. Postgres was chosen because it is open-source and has over 30 years of active
development, making it a robust, well-supported technology.

4.1.2 File Storage

The file storage layer is used for storing documents and files that are better suited for a traditional file system
or object storage, such as PDFs and image files.

Implementations: Possible solutions for file storage include network file system (NFS), cloud storage
services from providers such as Amazon Web Services (AWS), Microsoft Azure, or Google Cloud Platform
(GCP), or simply using the file system on the web server running the application. Our example implementation
uses Amazon S3 (Simple Storage Service) because it is affordable, reliable, easily accessible, and provides a
number of nice built-in features such as file encryption and versioning.

41.3 API

The API (application program interface) layer is used to communicate between the backend layers (database
and file storage) and the front-end interface(s).

Implementations: As with the other applications, there are several choices when it comes to API
architecture and design. The most commonly used is REST (Representational State Transfer) and using this
will ensure that just about any developer can work with it.

However, the example implementation chosen for this application is GraphQL, which is a newer technology.
This was chosen because the highly relational nature of data lends itself well to GraphQL. For example,
retrieving all of the members and datasets of a given project may take several calls with a REST implementation,
this can easily be done in a single request with GraphQL.

4.1.4 Front-end

The Front-end layer is the UI (User Interface) layer and what most people think of when they think of the
application.
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Implementations: Again, there are many options here. Although it’s possible to build a native application
for Windows, Mac, or Linux, it is recommended to use a web framework to build a web-based front-end. This
will ensure that the application can run from any system and be accessed from any location without the need
for the user to install any special software on their device.

Popular front-end frameworks and libraries include Angular, React, and Vue. Our example uses Vue as it
is a lightweight, easy to learn, and requires less code to build simple applications than something like React.

4.2 System Requirements

The system requirements for running the application will depend largely on the number of users expected to
be using the application. There may also be some considerations that will need to be made regarding the
computing infrastructure available to host the application, for example, whether it runs on servers that or
on-premises vs cloud-based hosting.

The requirements listed below are for the example implementation, which is cloud-based and supports 50
concurrent users. Please consult with your IT department to seek their recommendations on hosting.

4.2.1 Hardware Requirements

The following hardware requirements are sufficient to support a basic installation.
e Two 2.3 GHz Intel Xeon processors
e 2GB RAM
e 10GB file storage

e 20GB database storage

4.2.2 Software Requirements

The software requirements are largely dependent on the chosen implementation. For our example implementa-
tion, the core requirements are:

e Linux OS - Ubuntu 16.04 or higher
e Apache or nginx web server
e Python 3.7 or higher

e Django 2.2 or higher

In addition, there are a number of Python packages which are listed in Appendix D. It is also recommended
that the software is written to be containerized using Docker. This will allow all software dependencies to be
bundled into one image and only require that the host machine has Docker Engine installed, configured, and
running.

4.3 Identity Management

Identity is managed outside of the application by an external service. Our example relies on Keycloak, which
is an open-source identity and access management application which is self-hosted. However, the application
can be easily integrated with any identity provided that support the OAuth2 protocol, or modified to work
with other authentication standards.

4.4 Security

Security is critically important for any application, especially one that manages who has access to restricted
datasets. There are a number of measures that can be taken to ensure security and these are all used in the
example implementation:

e Encrypted SSL web traffic: All requests to the application should only be made and allowed over https
protocol.
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e Multi-factor authentication: The identity management system used should require multi-factor authenti-
cation to safeguard against weak or compromised passwords.

e Token-based access: All request made to the API should require an authorization token be included in
the request header to verify that the user is authorized to make the request.

e Encrypted storage: All file storage and database storage storage should be encrypted at rest.

4.5 Versioning

Software versioning is a decision that is left to the software developer, but it is recommended to use a scheme
that is described in the Wikipedia page on Software Versioning, where there is a major, minor, and patch
number.

It can be assumed that the example implementation described within this documentation is version 1.0.0.

4.6 Logging

There are a number of reasons why keeping a record of activity in the application may be useful, such as for
debugging, auditing, security, or analysis. Most common languages like Java, C++, and Python, have built-in
support for logging.

Our example application has not yet implemented logging. We plan to add this in the future by using the
logging module built into Python.

4.7 Accessibility

It is important that the application is accessible for all users, including those that may have disabilities. As
such, as content should conform to the guidelines set forth in the latest Web Content Accessibility Guidelines
(WCAG).

To check for compliance, a scanning tool such as WAVE can be used to find common errors.
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Data Model, Attributes, and Dependencies

5.1 Database Schema

The data model is displayed in Figure 50. It contains all the information that is collected in the application
and stored in a Postgres database. The arrows indication the relations between the different tables.

Figure 50: Data Model of the Data Stewardship Application

The database can be queried via an API (GraphQL). All functionalities of the applications and actions
are defined by queries.

5.2 Database Tables

5.2.1 ds_amendment

This section provides a more detailed overview on all the tables and their content that can be found in the
database of the web application.
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Column Type Default Nullable

id integer nextval(‘ds_amendment_id_seq’::regclass) NO
status character varying(255) None NO
start__date date None YES
end date date None YES
duration_ years integer None YES
duration_ months integer None YES
reason text None NO
project_request_id integer None YES

5.2.2 ds_amendment_datasets

Column Type Default Nullable
id integer nextval(‘ds_amendment_ datasets_id_seq’:regclass) NO
amendment_ id integer None NO
dataset_ id integer None NO

5.2.3 ds_amendmentacceptance

Column Type Default Nullable
id integer  nextval(‘ds_amendmentacceptance id_seq’::regclass) NO
amendment__approved boolean None YES
amendment id integer None YES
data_steward id integer ~ None YES

5.2.4 ds_amendmentmembership

Column Type Default Nullable
id integer  nextval(‘ds_ amendmentmembership_id_seq’::regclass) NO
is_approved boolean  None NO
member_id integer  None NO
project_request_id integer = None NO

5.2.5 ds_category

Column  Type Default Nullable
id integer nextval(‘ds_ category id seq’:regclass) NO
category character varying(255) None NO

5.2.6 ds_dataset



Column

Type

Default

Nullable

id

temporal coverage start
temporal coverage end
files total

data_ classification
access_ actions_ required
geographical coverage
dataset_id

category_ id

dataset version

title

data_ usage_policy

data_ steward_ organization

files
access__requirements
description
source_url
geographical unit
related__articles
dataset  documentation
dataset version date
source__archive
dataset citation
reference url

file names
created_at
updated_ at

data steward id
in_adrf
nomination id
institution id
dataset_ family

file format

is_ published

integer

character varying(10)
character varying(10)
integer

character varying(255)
character varying(255)
ARRAY

character varying(255)
integer

integer

character varying(255)
text

character varying(255)
jsonb

character varying(255)
text

character varying(255)
ARRAY

ARRAY

ARRAY

bigint

character varying(255)
text

character varying(255)
ARRAY

timestamp with time zone
timestamp with time zone
integer

boolean

integer

integer

character varying(255)
character varying(255)

boolean

nextval(‘ds_dataset_id_seq’::regclass) NO

None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None

None

NO
NO
YES
YES
NO
YES
NO
YES
YES
NO
NO
NO
YES
NO
NO
NO
YES
YES
YES
NO
NO
NO
NO
YES
NO
NO
YES
NO
YES
YES
YES
YES
NO

5.2.7 ds_dataset_keywords

Column Type Default Nullable
id integer nextval(‘ds_ dataset_keywords_id_seq’::iregclass) NO
dataset_id integer None NO
tag_id integer None NO
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Column Type Default Nullable

5.2.8 ds_dataset user that bookmarked

Column Type Default Nullable
id integer nextval(‘ds_dataset user that bookmarked id seq’:regclass) NO
dataset_id integer None NO
user_ id integer None NO

5.2.9 ds_datasetfeedback

Column Type Default Nullable
id integer nextval(‘ds_ datasetfeedback_id_ seq’:regelass) NO
created_at timestamp with time zone None NO
message text None NO
approved boolean None NO
path text None YES
dataset_id integer None YES
parent_id  integer None YES
user_id integer None YES

5.2.10 ds_emailshouldnotifyfeedback

Column  Type Default Nullable
id integer nextval(‘ds__emailshouldnotifyfeedback id_seq’::regclass) NO
email character varying(255) None NO

5.2.11 ds_emailshouldnotifyregistrations

Column Type Default Nullable
id integer nextval(‘ds_emailshouldnotifyregistrations id_seq’::iregclass) NO
email character varying(255) None NO

5.2.12 ds_expert

Column Type Default Nullable

id integer nextval(‘ds_expert_id seq’:regclass) NO

first_name character varying(255) None NO

last_name character varying(255) None NO

email character varying(254) None NO

website character varying(255) None NO 46



Column Type Default Nullable
address jsonb None YES
phone character varying(255) None NO
datasets num integer None NO
citation_num  integer None NO
5.2.13 ds_expert_departments
Column Type Default Nullable
id integer nextval(‘ds_expert_ departments id_seq’::regclass) NO
expert_ id integer None NO
institution_id integer None NO
5.2.14 ds_expert_institutions
Column Type Default Nullable
id integer nextval(‘ds_expert_institutions id seq’:regclass) NO
expert_ id integer None NO
institution_id integer None NO
5.2.15 ds_externalidentifier
Column Type Default Nullable
id integer nextval(‘ds__externalidentifier_id_ seq’::regclass) NO
key_id  character varying(255) None NO
value character varying(255) None NO
user_id integer None YES
5.2.16 ds_feedback
Column Type Default Nullable
id integer nextval(‘ds_ feedback id seq’:regclass) NO
created_at timestamp with time zone None NO
message text None NO
datetime character varying(255) None YES
project_id  integer None YES
user_id integer None YES

5.2.17 ds_input
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Column Type Default Nullable
id integer nextval(‘ds_input_id_seq’::regclass) NO
title text None NO
type text None NO
is_ obligatory  boolean None NO
is_ visible boolean None NO
created_ at timestamp with time zone None NO
institution_id integer None YES
5.2.18 ds_institution
Column Type Default Nullable
id integer nextval(‘ds_institution id_seq’:regclass) NO
name character varying(255) None NO
email character varying(254) None NO
address jsonb None YES
phone character varying(255) None NO
fax character varying(255) None NO
head_unit_id integer None YES
ds_keyword
Column Type Default Nullable
id integer nextval(‘ds_keyword_id_seq’:regclass)  NO
keyword character varying(255) None NO
5.2.19 ds_news
Column Type Default Nullable
id integer nextval(‘ds_news_id_seq’:iregclass) NO
title text None NO
text text None NO
active boolean None NO
created_at  timestamp with time zone None NO
updated__at timestamp with time zone None NO
5.2.20 ds_nomination
Column Type Default Nullable
id integer nextval(‘ds_nomination id seq’::regclass) NO
new_data_steward id integer None YES
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Column Type Default Nullable

old data_steward id  integer None YES

5.2.21 ds_project

Column Type Default Nullable
id integer nextval(‘ds_ project_id_seq’:regclass) NO
name character varying(255)  None NO
category_id integer None YES
description  character varying(2048) None NO

5.2.22 ds_project_datasets

Column Type Default Nullable
id integer nextval(‘ds_project_datasets id_seq’:regclass) NO
project_id  integer None NO
dataset_id integer None NO

5.2.23 ds_project_members

Column Type Default Nullable
id integer mnextval(‘ds_project__members_id_seq’:regclass) NO
project_id integer None NO
user_id integer None NO

5.2.24 ds_projectreqmembership

Column Type Default Nullable
id integer  nextval(‘ds_ projectreqmembership id seq’::regclass) NO
is_ approved boolean  None NO
member__id integer  None NO
project_request_id integer = None NO

5.2.25 ds_projectrequest

Column Type Default Nullable
id integer nextval(‘ds_ projectrequest_id_seq’::regclass) NO
name character varying(255) None NO
status character varying(255) None NO
start date date None YES
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Column Type Default Nullable
end date date None YES
duration_ years integer None YES
duration_months integer None YES
irb boolean None YES
question text None YES
methodology text None YES
outcomes text None YES
impact text None YES
pi_ fullname character varying(255) None YES
pi_email character varying(254) None YES
pi_ affiliation_ id integer None YES
created_at timestamp with time zone None NO
updated_ at timestamp with time zone None NO
requester_id integer None YES
abstract text None YES
category_ id integer None YES
exported_ project_id integer None YES
external id character varying(255) None NO
external name character varying(255) None NO
5.2.26 ds_projectrequest_datasets
Column Type Default Nullable
id integer nextval(‘ds_projectrequest datasets id_seq’:iregclass) NO
projectrequest_id integer None NO
dataset id integer None NO
5.2.27 ds_projectrequestacceptance
Column Type Default Nullable
id integer  mnextval(‘ds_ projectrequestacceptance id_seq’:regclass) NO
request__approved boolean None YES
agreement__approved boolean None YES
data_steward id integer  None YES
project__request_ id integer  None YES
5.2.28 ds_projectrequestinput
Column Type Default Nullable
id integer nextval(‘ds_projectrequestinput_id_seq’::regclass)  NO
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Column Type Default Nullable

answer text None NO
input__id integer None YES
project_request_id integer None YES

5.2.29 ds_publication

Column Type Default Nullable
id integer nextval(‘ds_ publication_id_seq’::regclass) NO
methods ARRAY None YES
results ARRAY None YES
outcomes ARRAY None YES
geographical _coverage ARRAY None YES
policy__instrument ARRAY None YES
intervention ARRAY None YES
metadata_ version_date bigint None NO
title character varying(255) None NO
abstract text None NO
files ARRAY None YES
article_id character varying(255) None NO
doi character varying(255) None YES
intervention_ type ARRAY None YES
notes text None NO
temporal__coverage ARRAY None YES
reference_ url character varying(255) None NO
article_ classification character varying(255) None NO
article citation character varying(255) None NO
source__url character varying(255) None NO
5.2.30 ds_publication_authors

Column Type Default Nullable

id integer nextval(‘ds_publication_authors id seq’::regclass) NO

publication_id integer None NO

expert_ id integer None NO

5.2.31 ds_publication_keywords

Column Type Default Nullable

id integer nextval(‘ds_publication_keywords_id_seq’::regclass)  NO

publication_id integer None NO
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Column Type Default Nullable
keyword_ id integer None NO
5.2.32 ds_publication_related_datasets
Column Type Default Nullable
id integer nextval(‘ds_publication_ related_datasets_id_seq’::iregclass) NO
publication_id integer None NO
dataset_id integer None NO
5.2.33 ds_publication_topics
Column Type Default Nullable
id integer nextval(‘ds_publication_ topics_id_ seq’:regclass) NO
publication_id integer None NO
topic_id integer None NO
5.2.34 ds_resource
Column Type Default Nullable
id integer nextval(‘ds_resource id seq’:regclass) NO
name character varying(255) None NO
file character varying(255) None NO
type character varying(255) None NO
project_id  integer None YES
5.2.35 ds_role
Column Type Default Nullable
id integer nextval(‘ds_role_id_seq’:regclass) NO
name character varying(255) None NO
5.2.36 ds_signedagreement
Column Type Default Nullable
id integer nextval(‘ds_signedagreement__id_seq’::regclass)  NO
filename character varying(255) None NO
name_of agreement character varying(255) None NO
agreement__type character varying(255) None NO
key character varying(255) None YES
project_ id integer None YES 52



Column Type Default Nullable
user_ id integer None YES
dataset_id integer None YES
5.2.37 ds_tag
Column Type Default Nullable
id integer nextval(‘ds_tag id_seq’:regclass) NO
tag character varying(255) None NO
5.2.38 ds _terms
Column Type Default Nullable
id integer nextval(‘ds_terms_id_seq’:regclass) NO
text text None NO
created_at  timestamp with time zone None NO
updated_at timestamp with time zone None NO
5.2.39 ds_topic
Column  Type Default Nullable
id integer nextval(‘ds_topic_id_seq’:regclass) NO
topic character varying(255) None NO
5.2.40 ds_user
Column Type Default Nullable
id integer nextval(‘ds_user_id_seq’::regclass) NO
enabled boolean None NO
username character varying(255) None NO
first_name character varying(255) None NO
last_ name character varying(255) None NO
orcid character varying(255) None NO
email character varying(254) None NO
job__title character varying(255) None NO
address jsonb None YES
cv character varying(255) None NO
phone character varying(255) None NO
photo character varying(255) None NO
fax character varying(255) None NO
created at timestamp with time zone None NO
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Column Type Default Nullable
updated_at timestamp with time zone None NO
terms_of use assigned timestamp with time zone None YES
quiz_ passed timestamp with time zone None YES
quiz__score integer None YES

is_ private boolean None NO
private_id uuid None NO

is_ registered boolean None NO
should sent invitation email boolean None NO

5.2.41 ds_user_departments

Column Type Default Nullable
id integer nextval(‘ds_user_departments_id_seq’:regclass) NO
user__id integer None NO
institution_id integer None NO
5.2.42 ds _user_institutions
Column Type Default Nullable
id integer nextval(‘ds_user_institutions id_seq’:regclass) NO
user_id integer None NO
institution_id integer None NO
5.2.43 ds_user_roles
Column Type Default Nullable
id integer nextval(‘ds_user_ roles id_seq’:regclass) NO
user_id integer None NO
role_id  integer None NO
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Use Cases

Federal and state government agencies collect data that might be available for research purposes. Getting
access is typically hard because agencies do not have the resources to deal with data access requests in a
timely manner. Most of the agencies also do not have a very well defined process and applying for data access
ends up being a long paper trail. It is hard for agencies to increase their resources because they can only
operate within their political mandate, which most of the time does not include providing data access for
research. We see agencies using the data stewardship application to have a structured way to process access
requests and document these requests along the way. Furthermore, we see researchers using the application to
request access and find out more information about available data and information around a dataset.

A.1 Use Case 1 - The Data Providing Agency

An agency typically employs one person who is responsible for managing data access. Oftentimes this is an
admin person dealing with user requests to access data. This person however, does not necessarily have the
capacity to decide on their own if data access is granted. They might consult with an IT Security person, and
legal counsel. However, this person is responsible to facilitate the workflow of a data access request. We call
this person data steward. Instead of the agency employee this can also be an external person that the agency
nominates to be responsible for facilitating data access of the agency’s data in the ADRF. The data steward
receiving the access requests in general looks for a clear project description, information on the people who
request access, what the outcome of the project is, and if the requested project can be done with existing
agreements or if new agreements need to be set up. Data Stewards receive data access requests through the
data stewardship application and they determine if data access is approved by clicking the approve button
in the application. In a second step the data steward can use the data stewardship application to start the
process of getting all legal documents signed, such as MOU or DUA, NDA. The data stewardship module
helps the agency to track this entire process so that they always know at which stage different projects are. In
addition, by collecting all the data that are generated through this process the data providing agency receives
reports on how their data is being used via the application.

A.2 Use Case 2 - The Researcher and Class Participant

The Researcher and class participant is the second use case. Researcher are external people that are using the
ADRF to work on their research projects, typically coming from academia or other public institutions. Class
participants are typically employees of state and federal agencies that sign up for the Applied Data Analytics
Class that CI offers. The data stewardship application helps them to collect all the information that is needed
for a data request. Using the data stewardship module these users will be given a structure to follow along to
submit the request. They would like to know more about the data sources, and the metadata of the data
being requested. In addition, it is important for the researcher to be able to track the data request. When
requesting data ideally the researcher would like to have some guidance. For example, when requesting data
for a new project it would be really helpful to know if somebody else is working on a similar research question.
If so, it would be great to get more information on the projects other people are working on. In addition,
the user will benefit from having more information on the specific data sources they requested. The data
stewardship application provides this information to the user.
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A.3 Use Case 3 - The Administrator

CI has an administrator who is responsible that both data steward and researcher can use the application
successfully. For example, agencies might have slightly different workflows that need to be accounted for
in the application. Thus, the data stewardship application was designed to be customizable. This means
a dedicated administrator can change for example add specific input fields to the project request. For the
current projects in the ADRF the administrator is a CI employee, however, this user can be located at the
agency too. The administator is only using the application to make changes to the default layout.
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Definition of Roles

There are different agents working together in the application, each of which has a role that comes with
different responsibilities and privileges. All agents have to register in the application in order to use the
application. When visiting the application this can be done by clicking the register button. During this
step, public users change their status to a registered user. When the user submits the registration form, an
ADRF Administrator of the application will receive a notification and can verify the user by making sure
the registration is valid and coming from a real person. After verification the user role is updated to verified
user and the user can now log into the application and start the onboarding process. Once the onboarding is
complete the user can access all features of the application that are relevant to their roles. The specific roles
are described in the following.

B.1 User States While Onboarding

For a user to assume any role in the application, they must first go through the sign-up and onboarding
process. During this process, the user goes through various "states" which allow some set of functionality in
the application. These states are as follows.

e Public User: A user who visits the application, but has not registered.

e Unverified User: Once a user signs up for an account on the application, the user state switches to
Unverified User. It is a user that is registered, but whose identity has not yet been verified.

e Verified User: The Administrator receives an email whenever there is a new Unverified User on the
application. Upon receiving that notification, the Administrator is responsible to verify the user.
Verification of a user typically refers to making sure the at the user is a real person, by getting in
touch with the user in person or remotely. Once verified, the Administrator approves basic access to
the application. Thus, a verified user is a user whose identity has been verified and is approved for
basic access to the application. If the user is to have a privileged role, such as Data Steward, the
Administrator can assign the role at this time.

e Active User: A Verified User has to undergo security training and sign the terms of use of the ADRF
via the onboarding tool before being able to submit project requests. Once the onboarding is completed,
the user’s state changes to active.

B.2 Application Roles

The following roles are granted to an individual user and give that user certain privileges across the entire
application.

e Data User: A standard user that can submit research project requests.
e Data Steward: A user that is responsible for dataset administration within the application.

e ADRF Administrator: A user that has administrative access to the application.
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B.3 Process Specific Roles
The following roles are assumed only with the context of a specific process.
e Project Requester: A user that has requested a project.

e Project Member: A user that is included as a member of a requested project.
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Privileges of Roles

The following table captures all of the actions that can be taken by users in the baseline functionality of the
example application.
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Role/State (Who)

Privilege (What)

Public User

Can view landing page with website information
Can register for an account

Unverified User

Can be added to a project (Project Member role)

Verified User

Can login with credentials

Can submit forgot password request

Can view user-specific home page

Can view and edit profile details

Can view and edit application settings

Can search all datasets

Can view all details of a dataset

Can be added to a project (Project Member role)

Project Requester

Can input required fields in project request form

Can add other Verified Registered Users ("Project Members") to project request
Can add Datasets to project request

Can specify a different Verified Registered User as the project PI

Can submit project request

Can view status of a submitted project request

Can view details of a submitted project request

Can edit a submitted project request if not yet approved/denied

Can provide feedback or additional information on a project request

Can cancel a submitted project request

Can upload signed/counter-signed MOUs, NDAs, or other legal agreements
on behalf of PI and Project Members

Can request to add a member to an existing project

Can request to add a dataset to an existing project

Project Member

Can view status and details of a project request
Cannot provide feedback or edit project request
Can upload signed NDAs or other legal agreements

Data Steward

Will receive notification email of a new project request in which one or more

of their datasets are requested

Can view projects requests pending review

Can view required fields of a project request

Can view Project Members (including details) of a project request

Can view Datasets (including details and other Data Steward details)

of a project request

Can provide feedback on a project request

Can request additional information from a request submitter

Can reject a project request

Can approve a project request

Can upload blank MOUs or other legal agreements that must be signed by

PI and/or Data Owners

Can upload blank NDAs or other legal agreements that must be signed by

Project Members

Can upload signed/counter-signed MOUs, NDAs, or other legal agreements

Can verify all legal agreements have been received

Can send a final project request to Admin (or system) for project workspace creation
Can view Dashboard and Metrics of Active/Completed projects which use their datasets
Can nominate another user to become the new Data Steward of select datasets

Admin

Can add news/announcements to the home page
Can edit the Terms of Use

Can edit the list of Institutions

Can edit the Applications settings

Can add/edit dataset metadata

Can add agency specific requirements

Can make changes to a given user’s role(s)

System

Will notify users by email of relevant updates to a request or when an action is required
Will maintain, version, and make accessible legal agreements to their concerned parties
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Python Requirements

The following list are Python packages which are in the requirements.txt file for the Data Stewardship backend
application.

Django==2.2.16
graphene-django==2.2.0
psycopg2
django-cors-headers
requests

boto3
graphene-file-upload
python-keycloak
python-dateutil
python-decouple
django-prometheus
django-extensions
gunicorn

PyJWT
cryptography
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